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Introduction

The DSR Support Tool is installed with the main DSR installer. This graphical user interface is used

to look at what is running inside the DSR, i.e. objects such as locks, pending commands, events
generated, time zones, and users. The DSR Support Tool also exposes information regarding general
connectivity and database health. In addition, the DSR Support Tool allows the end user to configure
some items that might not be available in the access control software platform. Access to the DSR
Support Tool is secured by a password, set at install time.

Operating Environment
Browser Compatibility: IE 9.0 and above, Mozilla Firefox
The DSR Support Tool runs with the same overall server requirements as the DSR.

NOTE: See the DSR Installation Guide for more information about the DSR server requirements.

Features and Functions
This section details the main features and functions of the DSR Support Tool.

Install/Upgrade

The Support Tool is installed and upgraded as part of the DSR installation process.
The DSR installer creates a desktop icon to launch the DSR Support Tool.
The DSR uninstall process also uninstalls the DSR Support Tool.

Login as Administrator
By default, the Support Tool is accessible only at the local host by accessing one of the following:

e http://127.0.0.1:8080/dsrsupport/ (if SSL security is OFF)
e https://127.0.0.1:8443/dsrsupport/ (if SSL security is ON)

Please make sure the DSR service ASSA ABLOY 05 suppert Tou
ASSA ABLQOY Door Service Router

is up and running. I

Users can access the DSR Support oy |‘
Tool by entering valid credentials =
into the Sign In window. These ASSA ABLOY DSR Support Tool

credentials were created during
the installation of the DSR.

810-WIRE (9473) | www.sargentlock.com | 800810WIRE@assasbloy.com | DS Version : 8.0.9.0
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Tool Bar

The Tool Bar is located at the top of the screens. It includes functions such as Change Password, Help,
and Signout. It also includes status indicators.

Welcome admin | Disable Auto Refresh | & | Change Password | Help | ) Signout

ASSA ABLOY DSR Support Tool

DSR Status EAC Callback Status

Facility View | Configuration Settings > | Decryption utility Reports utility b

Change Password
This feature allows the end user to change the Support Tool password.

Welcome admin | & | Change Password | Help | @ Signout

ASSA ABLOY DsR Support Tool

DSR Status @ EAC Callback Status

Facility View | Configuration Settings» | Decryption utility | Reports utility »

LOY 2020 | 800-810-WIRE (9473) | www.sargentlock.com | 800810WIRE@assaabloy.com | DSR Version : 8.0.9.0

Help

This feature opens a help file where users can find assistance and information about how to
perform functions in the software.
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Status Indicators
There are two status indicators present on the top right corner of the screen. These indicators are:
o DSR Status

o EACCallback Status
By default, DSR Status and EAC Callback Status are refreshed automatically every minute.

If the status indicator is Red, a message is displayed.

Welcome admin | Disable Auto Refresh | & | Change Password | Help | @ Signout

DSR. Status EAC Callback Status

DSR Status
This feature indicates DSR health. It checks the DSR service is up and running.

e Red-indicates DSR and postgres service is not working properly

e Green -indicates DSR and postgres service is working properly

EAC Callback Status

This feature checks if the DSR can make a connection with the EAC system.

e Red-indicates DSR is not able to connect to the EAC system. An error message may appear.
Follow the instructions in the error message.

e Green -indicates DSR is able to connect to the EAC system
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Viewing Lock Statuses

To view lock statuses, click
on the Facility View tab e
at the top of the page. Lock Ls

The Facility View gives e :

a detailed view of the e .
current status of all access S
points in a sortable list. remm—
There is one panel on S | s
Facility View page, Lock
List.

The Lock List page displays
details pertaining to access
points configured in the
DSR. Details include:

Welcome admin | Disable Auto Refresh | & | Change Passwort d | Help | @ Signout
ASSA ABLOY DSR Support Tool

Total - 6 | Confirmed - 5 | Unknown - 1 | Out of Sync - 0 | Synchronize d -3 | Pending - 2

Confirmed ~ SyncStatus  Battery Level  Coin Cell Voltage  RSSI 1P Address Current Firmware

<
? NA NA 192.168.1.195

2 wm 215 B s 3o oo
<

™ O 268200 3 0p07_ocvadst

s an 1921660193 3.0p05_cx va256
=) 152.168.1.15

3_0p07_cx_vas11

Showing 1to 6 of 6 entries Cleared ffj Disabled () Unknown 9 Pending (7) Synchronized Q Out of Sync 'Y'

o Serial no: By default the lock list table is sorted by serial number. The lock serial number is
printed on the lock controller.

o Description: This column displays the description of the lock, if set. This field is typically the
door name. This might be set by LCT or by the host access control software.

« Type: [dentifies the type of lock as battery powered or external powered. External powered
includes both Power over Ethernet (PoE) and hard-powered WiFi.

e Online: This column shows if the lock is online or not. Please note that battery powered locks
will be listed as offline unless they are in the middle of a session.

o Confirmed: This shows if the access control software has accepted the lock into
the system. A solid green circle indicates online and connected. A white circle ®
indicates offline.

e Sync Status: Symbolic notation of the different synchronization status of the O
lock. The descriptions are:

Cleared [[j Disabled @ Unknown @ Pending Synchronized o* Out of Sync "
o Cleared: This indicates that access point data (users, schedule, etc.) will get cleared.
o Disabled: This indicates that DSR will ignore all communication from the access point.
o Unknown: This indicates that the access point is not confirmed.
o Pending: This indicates that there are some pending commands in the queue.

o Sychronized: This indicates that no pending changes exist in DSR and the access point is
sychronized.

o Out of Sync: This indicates that this access point is not synchronized with DSR. When out of
sync it shows the error and reason for this state.
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o Battery Level: This shows the charge status of the battery used in the locks.

« Green: if battery voltage is greater than or equal to 7.0 volts.
o Yellow: if battery voltage is between 5.9 volts and 7.0 volts.
o Red: if battery voltage is less than 5.9 volts.
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o Coin Cell Voltage: Last reported coin cell battery voltage. Not all locks report coin cell voltage.

o IP Address: This shows the last reported IP address of the lock.

o RSSI: For WiFi locks, this displays the last reported signal strength on
hover. PoE locks do not have a signal level to report.

¢ Current Firmware: This shows the current firmware version of the
lock.

« New Firmware Status: This shows the firmware upgrade status.

RSSI IP Address Current
192.168.110.35 3_0n18_s
all 192.168.110.42  3_0p07_c
[ Name: AAbloyWiFi
Signal Strength: Good
Security Type: WPAZ-PERSONAL
[HSSI -54dBm
SSID: AAbloyWiFi

o Last time lock online: This shows the last time (Start time) when the lock came online.

o Estimated Battery Replacement Date: This is the estimated date when the battery may
need replacement for battery powered locks. This estimate is based on historical data for this
given lock. Locks recently added may not have enough data to display an estimate.

 Radio Firmware Version: This shows the current radio firmware version.

o Radio Type: This shows the current radio type of lock.
« Radio Upgrade Status: This shows the radio upgrade status.

Once a lock is selected from the Lock List, the bottom panel expands and the default tab Lock Details

is opened.

ASSA ABLOY DsR support Tool

Facility View | Configuration Settings > Decryption Utility | Reports | utility >

« Lock Detail

The tabs are: Lock Details, Radio Details, Reader Details, Status Details, Pending Commands, Events,

Users In Lock, Timezones in Lock, Battery Graph, RSSI Graph.

Note that some tabs are not displayed, depending on the lock hardware/configuration.
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This tab shows the details of the selected lock, including:

e LockID

e LockBody Details,
Enhanced Mode

e Firmware Details
e Schedule Type
e Number of Users

e Number of
timezones in the
lock

o Estimated Battery

Replacement Date

ASSA ABLOY DsR Support Tool

Facilty View | Configuration Settings > |  Decrypiion Uttty

« Lock Detail
| confirmed -5 | Unka fsyne-o |
Sy Battery - P Current t o Radi
e e e Tpe  onine  Confimed  Smc  Bate o s e G, Frm Radi
o
PCEDSIPAORCA  Tonovaton Centr 110 Sl @ v s B, [ so2aseis aowrccwsor ma m i -
Forcs :
Showing 1 to 1 of 1 entries Cleared {l) Disabled ) Unknown 9 Pending hronized Q Out of Sync Y
e
o ok
bower supply Lock Body
BICLASS renter POE Bk inder
Hardvare Version Frmware Version New Fimware
“
.

The Reload Lock button is disabled (grey) unless the selected lock is out of sync (in an error state).
The button is used to clear all the access rights and configuration settings and then send them
again to clear the out of syncissue.

Radio Details

This tab shows the radio firmware and radio certificate details of the selected lock.

ASSA ABLOY DsR support Tool

Facility View | Configus

« Lock Detail

ings> | Decryption utility | Reports

. sync Battery. Current
i Confirmed  Sync  Batte ol day s
S =
Battery O v < P03_ex.
Powered
Showing 1t0 1 of 1 entries
LockDetails  RadioDefails  _ Status Details  Pending Commands  Events  Usersinlock  TimezonesinLock  Battery Graph  RSSI Graph

Last Update
Valid From Valid Til

TS ca /A A

TLS_CUENT A A
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Reader Details
This tab shows the reader details of the selected lock.

ASSA ABLOY osr support Tool

Faciliby View Configeratisn Sattings ¥ Becrypaion teility
Eatimated
coin New
Serial mumber Bescription Type  Oniin Contirmed Sy Patbey oy WSS1 1P Address S Fimware  Bafey
voitag Status
tate
subn s
PCOBDOMTIADICE  Rader N5 POR Roader 5063335 Extornal - ~ = e 51 B  srwans o R na
creaes [ Dasbion @y iknomn P Pendng > e Y
Lock elalls  Reader Delalls  Stalus Dotalls  Pending Commands  Evesis  Usersnlock  Timesones n Lock
Header Core Hevislon Klakus Last Update
COMPETED

Header Sa

Status Details
This tab shows the Last Time Lock Online, Next Expected Online schedule, Lock Reload Reason,

Last Time Lock Reload of the lock.

ASSA ABLOY DsR support Tool

Facility View | Configuration Settings >
« Lock Detail
Serial number  Description Tyoe  Online  Contimed  Smc  Bateny G Rsst P cument
Sotus e O Redross Firsmwora
2 =
PCG24E0231PA0FCA  Innovation enter 110 St @ v 2 a4 O s2aseis 20070004 ma " i et
powered e
Showing 1 to 1 of 1 entries Cleared [ Disabled () Unknown P Pending () Synchronized Q Out of Sync '
Lock etals _ Status Details  Pending Commands Events  Users inLock _ Timezones in Lock
onine

Pending Commands
This tab shows the list of pending commands on the selected lock.

ASSA ABLOY DsR support Tool
Facility View | Confiouration Settings > | Decryption Utiliy | Reports | Uttty ¥
« Lock Detail
Total - 6 | Confirmed - 5 | Unknown - 1 | Out of Sync - 0 | Synchronized - 4 | Pending
Coin w e - New CC
s;me Batte S cumem Battery Uparods
Seral number  Description e  onine Confimed can e =
Shtus  tevel Address  Firmwar Replacement o
Voltage Stan Replacement  y(ol"®  Type  Proces Statu
g =)
PC624E0231PAOFCA  Innovation Center 110 External ° v R o 224 [ 10216816 30p07 cxvasoa NA NA null Ethernet
Ponered
Showing f 1 ents Cleared ffj Disabled () Unknown 9 Pending (7) Synchronized Q Out of Sync Y
ckDetalls  Status Details _Pending Commands _ Events UsersinLock  Timezones I Loc «
PCE24E0231PAORCA - This acess ronized

16 Apr 2020 23:24:17
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Events
This tab shows the list of the last 200 events sent to the DSR. Certain events create multiple entries
in this even log.

ASSA ABLOY DsR support Tool

Faciity View | Configuration Settings» | Decryption utility | Reports | utility >

« Lock Detail
med -5 | Unknown - 1 | Outof Sync -0 | Synchronized - 4 | Pending - 1

. o . 5 = o @
Serial number Description Type Online Confirmed Sy Battery Cell RSSI =
.......... oo B, B,
=
S —— = o0 v @ o oo . —
Powered 903
Showing 1 to 1 of 1 entries. Cleared ] Disabled () Unknown 9 Pending (7) Synchronized Q¥ Out of Sync 'Y
B b oot conmands (RN voesiniock T .
: -

€0 DOOR

3 At

4 : GENERAL MODE_NORMAL DooR

s 27 Apr 2020 12:10:00 GENERAL HODE_PASSAGE_TIED DooR
26 Apr 2020 12:30:20 A ¥

7 26 Apr 2020 12:30:00 GENERAL MODE_NORMAL boor

s 26 Apr 2020 09:15:00 GENERAL HODE_PASSAGE_TIMED DooR

o 25 Apr 2020 12:30:30 Auarm DOOR_HELD DooR

Users In Lock
This tab shows the user details that exist in the lock. The user’s ID, user position in the lock,
associated tome zone position, and user type is shown in tabular format. All columns are sortable.

NOTE: For one time users, the remaining/available use count is displayed in the User Count
column. For users other than “one time”, this column shows N/A (Not Applicable).

ASSA ABLOY psR support Tool
Facllty View | Configuration Settings >
« Lock Detail
ol
Seral umber  Descriti b online  Confirmed 3" ey o adio
llllllllll T voe
52 =)
PC624E0231PAOFCA  Innovation Center 110 External [} v > 3.4 Ethernet
Powered s
Shoning 1o 1 of T enties Pending (1) Synchroized Q> Ot of Sync Y.
 petat ] ding Commands _ Events « | Tim «
h 3 g SUPERVISOR WA
s A
s GbG6ca1c-5089-4628-6820-098980ccea68 . . useR A
s €c85600c-c80c-4eb0-53c0-0ebb9988888 1 s usen A
s 12 . user A




DSR Support Tool ASSA ABLOY

User Manual
Experience a safer
and more open world

Timezones in Lock

This tab shows time zone positions occupied in the lock. Associated schedule ID, schedule start
time, end time, time zone position, time zone mode and schedule days are displayed in tabular
format.

ASSA ABLOY psR support Tool

Faclty View | Configuation Settngs > | Decrypton utity | Reports | uuity»

« Lock Detail

Status  Level Firmware

= 0O v s =, [ 206 30w7ccsm wa " ot Ethemet

howing 1to 1 of 1 entries Cleared j Disabled () Unknown P Pending (7) Synchronized Q Out of Sync Y

Time zone definitions:

o Normal - users assigned to this timezone have access during it.

o UAPM - User Activated Passage Mode, users assigned to this timezone can double swipe to
leave the door unlocked for the duration of the timezone. They can double swipe to relock it.

o AutoFPT - First Person Through the door with valid access during the timezone causes the door
to unlock for the duration of the timezone.

e AutoTime - the door automatically unlocks for the duration of the schedule.

e AMO - used for changing credential requirements, e.g. card only versus card and pin, on
schedule.
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Battery Graph

This tab shows the current status of the battery and estimated battery replacement date of

the selected lock. This tab is not visible for PoE and hard powered locks. Estimated battery
replacement date is calculated based on historical data for each lock. Recently added locks to the
system may not have enough data to estimage replacement date.

ASSA ABLOY DsR support Tool

Faciity View | Configuration Settings » | Decryption Utilty | Reports | Utity >

« Lock Detail

Type  Online  Confirmed SV
ssssssssssssssss

RSSI Graph
This tab shows the previously reported signal strength of the network signal in a graphical format.
This tab is not visible for PoE and legacy locks.

ASSA ABLOY DSR Support Tool

raciacy view || Comnumstion Etinge 1| Daceyaes ey 1 a1 iy 5

ca
vvvvvv

LockDetails  Radio Details  Status Details _ Pending Commands  Events  Usersinlock  Timezonesinlock Battery Graph  RSSI Grapl

10
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Viewing and Changing Lock Configuration

The Configuration Settings tab allows the user to make changes
to the DSR and lock configuration with functions such as Controller
Settings, Network Settings, Reader Settings, and Server Settings.
Each of these options can have multiple selections.

Controller Settings

The Controller Setting menu allows the

user to select controller options such as AES
Encryption, Device Specific Commands, System
Configurations, and Firmware Upload.

Reader Settings

Server Settings

| Configuration Settings *

ASSA ABLOY

Experience a safer
and more open world

Configuration Settings ™

Controller Setbings -

Decryption Utility

AES Encryption

Device Specific Commands~

Firmware Upload

11
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AES Encryption

This screen allows the user to set the AES encryption key. This key is used to encrypt the
messages between the lock and the DSR. The AES Encryption Key Configuration screen is
accessed from Configuration Settings>Controller Settings>AES Encryption.

WARNING: Many DSR integrations support the configuration of AES key settings through

the access control system application. If the host software supports a feature exposed here,
DO NOT configure it in the DSR. Otherwise the host application may occasionally overwrite
these settings and cause confusion at the system operator and cardholder level. Please contact
technical support if you are unsure about whether to configure an option in the DSR or in the
host application.

ASSA ABLOY DSR support Tool

Facility View | Configuration Settings® | Decryption Utility Reports utility »

AES Encryption Key Configuration
@ private Key

QO sharedkey  Key Encryption Key lifespan in seconds  [B6000

PCO02D03385F47AA

PC417EQDIBPFOBAL ]

PC713D01595A06CA

O

O

]

] PC524E0231PADFCA 0
[m]

O PC736E0D11FFOFAA 0
O

PCT3BE0260PFOFAL [

The top part of the screen allows the user to select the Key Type, either Private Key (default)or

Shared Key. Shared Key uses one (starting) AES key for all locks in the system for easier setup. If
the key lifespan is set to anything other than 0, the key for each lock will roll to a unique value.

Private Key sets a unique starting key for each lock from the very beginning.

If Shared Key is selected, the following settings have to be made:
o Key - this is the key identification number (32 character hexadecimal string)
o Encryption - select On or Off (default)

» Key lifespan in seconds - default value is 86000 seconds. The allowed range is 60-86000.
The key will not roll over if the value is set to 0.

12
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NOTE: If using this feature, the initial key loaded in the DSR Support Tool MUST match the
initial key loaded into the lock with the Lock Configuration Tool (LCT). To manually change or
reset the key on the lock, an initial key will need to be loaded into the lock with LCT.

The bottom part of the screen contains a lock list. Only confirmed locks are displayed. Each lock
is displayed with the lock Serial Number, Encryption Key, Encryption status (on/off), Key Lifespan
value, and when the key was last updated.

To edit lock information when Private Key is selected, click on the checkbox next to the desired
lock Serial Number. This allows the Encryption Key, Encryption Status, and Key Lifespan fields to
be edited. If the Encryption Status is set to ON, values must be entered in the Encryption Key and
Lifespan fields. If Encryption Status is set to OFF, the Encryption Key and Lifespan fields must be
blank. Save the changes by clicking the OK button.

To edit lock information when Shared Key is selected, select multiple locks from the list by
clicking on multiple checkboxes. Enter the shared encryption key in the Encryption Key field in
the top part of the screen. Set the Encryption Status to ON and set the Lifespan value. Click the
Apply button to apply the shared key to the selected locks. Once the key is applied, click the
OK button to save the changes.

To turn off the Encryption Key, select multiple locks from the list by clicking on multiple
checkboxes. Change the Encryption Status to OFF. Click the Apply button. Click the OK button
to save the changes.

Device Specific Commands

This menu has two selections, Default Settings and Custom Settings, that allow the user to set
the system defaults and custom settings for locks.

Configuration Settings ~ | Decryption Utility | Reports

Contraller Settings AES Encryption

e Specific Commands P Dafault Settings

Reodertelings, o m Configurations

Server Settings Firmware Upload

WARNING: Most DSR integrations support the configuration of many Device Specific
Commands through the access control system application. If the host software supports

a feature exposed here, DO NOT configure it in the DSR. Otherwise the host application

may occasionally overwrite these settings and cause confusion at the system operator and
cardholder level. Please contact technical support if you are unsure about whether to configure
an option in the DSR or in the host application.

13
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Default Settings

Default Settings allow the user to add or update the default configuration items, filters,
alarms, or lock limits. The default parameters are saved in the DSR database and will be sent
to each lock once the lock is confirmed. For existing locks, if default configuration settings are
added to each lock once or updated, the latest settings are applied only if custom settings are
not set for the lock. Custom settings always supercede the default settings.

Welcome admin | & | Cha

ASSA ABLOY DsR support Tool

Facility View | Configuration Settings} | Decryption Utility Reports utility »

Default Device Specific Commands

Note :- Factory default signifies that no default values is set.

Configuration Items Filters

Alarms Lock Limits

0-WIRE (9473) | www.sargentlock.com

OWIRE@assasbloy.com | DSR Version : B.0.9.0

[m] 72 CONFIGITEM_VISIBLE_FEEDBACK visible Feedback Enable BOOL

O 72 CONFIGITEM_AUDIBLE_FEEDBACK Audible Feedback Enable BOOL True True
] 74 CONFIGITEM_VISIBLE_INDICATORS visible Indicators Enable BOOL True True
a 75 CONFIGITEM_AUDIBLE_INDICATORS Audible Indicators Enable BOOL True True
O 76 CONFIGITEM_2NDPINDURATION wait For 2nd PIN Duration (seconds) us ry De e
O 77 CONFIGITEM_LOCKOUT_ATTEMPTS Invalid Attempts Until Lockout ug

[m] 78 CONFIGITEM_LOCKOUT_DURATION Duration Of Lackout (seconds) us

a 80 CONFIGITEM_ICIDLE_DURATION Invalid Credential Idle Reset Time (seconds) ug 40 40
[m] 83 CONFIGITEM_PANIC_MODE Panic Mode BOOL

[m] 104 CONFIGITEM_DOOR_AJAR_TIME Door Ajar Time (seconds) us

O 105 CONFIGITEM_SESSION_TIMEQUT Session Timeout ug 30 0
[m] 114 CONFIGITEM_SCHEDULER_TYPE Scheduling Algorithm us Simple Disable
[m] 115 CONFIGITEM_SCHEDULER_AWAKE Scheduler Awake Duration (decaseconds) us 2 3
a 116 CONFIGITEM_SCHEDULER_PERIOD Period Scheduler Awakens (minutes) u16 1440

[m] 117 CONFIGITEM_SCHEDULER_HCD Scheduler Hour Of Day Map STRING 5 CY
m 110 COANCTIETTEM  COUCn i ED NN Crhadidar s A WWaal Man e

There are four tabs on this page:

« Configuration Items (default selection)

o Filters
e Alarms

e Lock Limits

14



DSR Support Tool ASSA ABLOY
User Manual

Experience a safer
and more open world

Configuration Items
This table shows a list of configuration parameters that can be set as default. The following
fields are displayed:

e Checkbox for configuration item selection
o Item Code (default sorted)

o Configuration Item

e Description

e Item

o SXPXBattery Powered (editable field)

o SXPXExternal Powered (editable field)

Parameters can be edited after selecting the checkbox. Parameters which are not set as
defaultin DSR are shown as ‘factory default’, which means that no default values are set. A few
of the parameters have predefined values set in DSR that are displayed in the list. These values
can be updated but they cannot be set to be blank.

Once the defaults are defined, only those settings may be updated. Settings cannot be set
back to a ‘factory default’.

To set default configuration items, do the following:

1. Select the checkbox for the configuration items to be set as default, multiple selection is
possible.

2. Select or set the value in the SX PX battery powered column or the SX PX external
powered column, or both. The values in the SX PX battery powered column define the
default values to be set on Wi-Fi battery powered locks. The values in the SX PX external
powered column define the default values to be set on external powered locks.

3. Once all values are selected, click the SAVE button. A success message is displayed.

Some of the Configuration Items have Tool Tips that provide guidance on setting values, such
as setting ranges, setting increments, etc. To see the Tool Tip, mouse over the Configuration
Item.
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Filters

NOTE: Many EAC systems have built-in event filtering. It may be preferable to filter the events
at the EAC level instead of lock or DSR. Please contact your EAC’s technical support before
filtering out any events in the DSR Support Tool.

This tab has two radio buttons, SX PX Battery Powered (default selected) and SX PX External
Powered. The table shows a list of locks based on the radio button selection. The following
fields are displayed:

e Checkbox for event filter selection
o Item Code (default sorted)
e Eventfilters

» Reporting toggle button (ON/OFF) - controls whether an event is reported to the access
control software

o Recording toggle button (ON/OFF) - controls whether an event is recorded locally at the
lock controller

NOTE: If the reporting and/or recording toggle switches are set to ON for any event filter, that
event will NOT be recorded and/or reported. An ON setting means the event is being filtered
out. An OFF setting means the event is being recorded/reported.

For an event to be reported, recording must also be allowed. If an event is not recorded, it
cannot be reported.

By default there are ten (10) event filters that have reporting and recording set to ON. These
events are filtered out by default.

INVALIDPIN USERADDED USERDELETEDCOMENDED

COMUSER NVRAMOK USERREPLACED USERUPDATED
CHECKSUMCONFIG CHECKSUMTZ

To set default filters, do the following:

1. Select the checkbox for the filters to set as default, multiple selection is allowed. Edit mode
is enabled for the selected filters.

2. Setthe toggle button in the Reporting column to ON to filter out reporting.
3. Set the toggle button in the Recording column to ON to filter out recording.
4. Click the SAVE button. A pop-up success message appears.

5. Click the OK button.

If custom filters ARE NOT present for the locks (selected based on door type), then the
updated default values are pushed to all the locks specific to the selected door type.
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If custom filters ARE present for the locks (selected based on door type), then a pop-up
message appears asking the user if they want to overwrite the custom settings. Clicking the
OK button in the pop-up updates the locks and overwrites the custom settings. Clicking the
CANCEL button in the pop-up updates only the locks that do not have custom filter values.

Alarms

This tab has two radio buttons, SX PX Battery Powered (default selected) and SX PX External
Powered. The table shows a list of locks based on the radio button selection. The following
fields are displayed:

e Check box for alarm selection

o Item Code (default sorted)

e Alarm Name

o Security Mode (ON/OFF)

o Passage Mode (ON/OFF)

e RxHeld Mode (ON/OFF)

e Log When Secure (ON/OFF)

e LogIn Passage (ON/OFF)

e LogWhen Rx Held (ON/OFF)

To set default alarms, do the following:

1. Select the checkbox for the alarms to set as default, multiple selection is allowed. Edit
mode is enabled for the selected alarms.

2. Setthe toggle button in any or all of the columns to set the desired alarm configuration.
3. Click the SAVE button. A pop-up success message appears.
4. Click the OK button.

If custom alarms ARE NOT present for the locks (selected based on door type), then the
updated default values are pushed to all the locks specific to the selected door type.

If custom alarms ARE present for the locks (selected based on door type), then a pop-up
message appears asking the user if they want to overwrite the custom settings. Clicking the
OK button in the pop-up updates the locks and overwrites the custom settings. Clicking the
CANCEL button in the pop-up updates only the locks that do not have custom alarm values.
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Lock Limit
This tab displays a list of lock limits that can be set as defaults. The following fields are
displayed:

Check box for limit selection

User Limit (10000 default)

Time Zone Limit (256 default)

Exception Limit (256 default)

Exception Group Limit (256 default)

Event Log Entries Limit (30000 default)
Declined Log Entries Limit (30000 default)
Alarm Log Entries Limit (30000 default)
Network Log Entries Limit (512 default)
Command Log Entries Limit (2048 default)

NOTE: These settings should only be adjusted if directed to do so by technical support.

To set a lock limit, do the following:

1.

Select the checkbox for the lock limits to set as default, multiple selection is allowed. Edit
mode is enabled for the selected lock limits.

. Change the values for the selected lock limits.

3. Click the SAVE button. A pop-up success message appears.

Click the OK button.
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Custom Settings

Custom Settings allow the user to set the customized configuration items, filters, and alarms
to all battery powered locks or all external powered locks, or to a specific lock.

ASSA ABLOY DpsR support Tool

Facility View | Conl ttings? | Decryption Utility | Reports | Utility ¥
| e L « Custom Device Specific Commands

< PE002B0IIBSFATAA ® sxPx Battery Powsrsd O sxpx External Powered

A PETIRE00TIPRORAA Configuration Items Filters Alarms Lack Limits

[ PC738E0260PFOFAA
] 72 CONFIGITEM_VISIBLE_FEEDBACK Visible Feedback Enable BOOL [
m] 73 CONFIGITEM_AUDIBLE_FEEDBACK Audible Feedback Enable BOOL
m] 74 CONFIGITEM_VISIBLE_INDICATORS visible Indicators Enable BOOL
O 75 CONFIGITEM_AUDIBLE_INDICATORS Audible Indicators Enable BOOL
m] 76 CONFIGITEM_ZNDPINDURATION Wait For 2nd PIN Duration (seconds) ug
O 77 CONFIGITEM_LOCKOUT_ATTEMPTS Invalid Attempts Until Lockeut us
m] 78 CONFIGITEM_LOCKOUT_DURATION Duration OF Lockout (seconds) us
] 80 CONFIGITEM_ICIDLE_DURATION Invalid Credentizl Idle Reset Time (seconds) ug
(] 83 CONFIGITEM_PANIC_MODE Panic Mode BOOL
] 104 CONFIGITEM_DOOR_AJAR_TIME Daoor Ajar Time (seconds) us
m] 105 CONFIGITEM_SESSION_TIMEOUT Session Timeout us
m] 114 CONFIGITEM_SCHEDULER_TYPE Scheduling Algorithm us
] 115 CONFIGITEM_SCHEDULER_AWAKE Scheduler Awake Duration (decaseconds) ug
m] 116 CONFIGITEM_SCHEDULER_PERICD Period Scheduler Awakens (minutes) u1e
m] 117 CONFIGITEM_SCHEDULER_HOD Scheduler Hour O Day Map STRING 5
m 118 FOMEIGITEM SCHEN I ER ROW Srhardnlar Mav A Weal Man 1 ® M

800-B10-WIRE (9473) | www.sargentlock.com | 800810WIRE@assasbloy.co

Custom Settings to All Locks:

The Custom Device Specific Commands page displays custom commands. The left panel
displays a list of locks. The locks displayed can be Battery Powered or External Powered locks,
depending on the radio button selection. By default Battery Powered locks is selected. The
four tabs, Configuration Items, Filters, Alarms, and Lock Limits are the same as they are for the
Default Settings. Please refer to the sections above for details in setting each of these items.

Custom Settings to a Specific Lock:

To set custom settings to a specific lock, select the lock from the list in the left panel on the
screen. Any settings made to items in the Configuration Items, Filters, Alarms, and Lock Limits
tabs will apply only to the selected lock. The four tabs, Configuration Items, Filters, Alarms, and
Lock Limits are the same as they are for the Default Settings. Please refer to the sections above
for details in setting each of these items.
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Configuring Wireless Lockset Contact Schedules in the DSR

The following configuration parameters determine the exact contact time for a battery powered
WiFi lock. The default contact schedule for a battery powered Wi-Fi lock is once every 24 hours.
When defining your own wakeup schedule, it is recommended to not schedule more than 50
locks to connect at the same time.

o CONFIGITEM_SCHEDULER_TYPE-114

o CONFIGITEM SCHEDULER PERIOD-116

« CONFIGITEM SCHEDULER HOD-117 [Hour of day scheduling]

« CONFIGITEM SCHEDULER DOW-118 [Day of week scheduling]
o CONFIGITEM SCHEDULER DOM-119 [Day of month scheduling]
e CONFIGITEM SCHEDULER HM1-120 [On at hour:minute #1]

e CONFIGITEM SCHEDULER HM2-121 [On at hour:minute #2]

e CONFIGITEM SCHEDULER HM3-122 [On at hour:minute #3]

e CONFIGITEM SCHEDULER HM4-123 [On at hour:minute #4]

CONFIGITEM_SCHEDULER TYPE-114

This parameter determine which scheduling algorithm is used:

e SCHEDULERTYPE_SIMPLE [1] - connect every X minutes
e SCHEDULERTYPE_DOM [2] - connect at specific times on certain calendar days of the month

e SCHEDULERTYPE_DOW [3] - connect at specific times on certain, or all, days of the week.
Supports up to four (4) wake ups per day.

e SCHEDULERTYPE_COMMUSER [4] - lock does not wake up on any schedule. Will wake up
only when a special credential is presented or a real-time alarm occurs.

e SCHEDULERTYPE_HOD [5] - connect at specific times on certain, or all, days of the week.
Support more than four (4) wake ups per day.

e SCHEDULERTYPE_OFF [6] - not recommended

e SCHEDULERTYPE_HARDON [0] - radio is always on (battery powered locks should not be set
to this)

For the SCHEDULERTYPE_SIMPLE, SCHEDULERTYPE_DOM, SCHEDULERTYPE_DOW, and
SCHEDULERTYPE_COMMUSER modes, the radio is normally off and only powered up when
either a scheduling condition is met, as in the case of SIMPLE, DOM, and DOW, or a Comm User
credential is presented.
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How to Enable Scheduling of Different Modes

To have the lock always online:
Set CONFIGITEM_SCHEDULER_TYPE 114 to 0 (always connected). This should NOT be used
for battery powered locks as it will rapidly exhaust the battery.

To have the lock wake up every x minutes:
Set CONFIGITEM_SCHEDULER_TYPE 114 to 1. Set x is with CONFIG #116 - Period Scheduler
Awakens. Value may be from 1 to 65535 minutes.

To have the lock wake up certain times of day on certain days of the calendar month:
Set CONFIGITEM_SCHEDULER_TYPE 114 to 2. Set CONFIG #119 - Scheduler Day of
Month Map to choose the days of the month. Set up to four (4) exact times of day using
Configuration Parameters (set a time to 00:00 to disable it):

120 - Scheduler on at Hours:Minutes #1
121 - Scheduler on at Hours:Minutes #2
122 - Scheduler on at Hours:Minutes #3

123 - Scheduler on at Hours:minutes #4

To have the lock wake up at certain times of day on certain days of the week:

For four (4) or fewer wakeups per day, set CONFIGITEM_SCHEDULER_TYPE 114 to 3. Choose
days of the week with CONFIG #118 - Scheduler Day of Week Map. Set up to four (4) exact
times of day using Configuration Parameters (set a time to 00:00 to disable it):

120 - Scheduler on at Hours:Minutes #1
121 - Scheduler on at Hours:Minutes #2
122 - Scheduler on at Hours:Minutes #3

123 - Scheduler on at Hours:minutes #4

For more than four (4) wakeups per day, set CONFIGITEM_SCHEDULER_TYPE 114 to 5.
Select CONFIGITEM SCHEDULER HOD 117 and select the desired wake up times. Select
CONFIGITEM)SCHEDULER_DOW 118 and select the desired days of the week.

To disable scheduled wakeup:
Set CONFIGITEM)SCHEDULER_TYPE 114 to 4 (not recommended to disable scheduled
wakeup).
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System Configurations

This screen allows the user to set Pulse Open expiration time in milliseconds. This time
determines the maximum time an unlock command from the EAC will be held for a battery
powered Wi-Fi lock.

The System Configurations screen is accessed from Configuration Settings>Controller
Settings>System Configurations.

ASSA ABLOY DSsR support Tool

Facility View | Configuration Settings* | Decryption Utility | Reports | Utility »

System Configurations

O 0 Pulse Open Expiration Time 3

ASSA ABLOY 2020 | 800-B10-WIRE (9473) | www.sargentlock.com | 800810WIRE@assasbloy.com | DSR Version : £.0.9.0
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This screen allows the user to upload controller firmware to a batch of locksets. The firmware
upload screen is accessed from Configuration Settings>Controller Settings>Firmware Upload.

ASSA ABLOY DSR support Tool

Facility View | Configuration Settings} | Decryption Utility | Reports | Wiility ¥

Firmware Upload
Osxexunits @ wifi Comm Units

Firmware Version: 3_0p09_cx_v3531 « CC Firmware Version: v00.01.00.95

(This version of firmware will be applied to selected locks.)

search:[ ]

Serial Number *  Description Voltage CC Firmware Firmurare

Welcome admin

Search:

CC Firmware

Description Voltage Version

rd | Help | @ Signout

EAC Callback Status

Firmware
Version

No data available in table

Version Version Serial Number *
PCE24E023LPADFCA Innovation Center 110 (1 ) 0s.03 3_0p07_cx_v3s04
PC71300169SA06CA Innovation Center 118 I ) 0s.03 3.0p07_cx_v3481
PCT36E00LLPFOFAA  Innovation Center 134 ([ os.74 3_0p0S_cx_v3256
PCTIBE0260PFOFAA  Innovation Center 107 I ) 07,27 3.0p07_ex_vas11

«

Note: Offline POE and Hard-Powered locks cannot be selected until they are back online.

800-B10-WIRE (9473) | www.sargentiock.com | 800810WIRE@assaal

By default, the latest firmware version is selected in the Firmware Version dropdown list. The

latest version or any other available firmware version can be selected from the list.

Firmware Upload
SxPx Units ® Wifi Comm Units

Firmware Version: 3_0p09_cx_w3531 ¥

NI h kSR ill be applied to selected locks.)

3_0p07_cx_v3511

CC Firmware Version: v00.01.00.95
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There are two panels on the Firmware Upload screen:

o Left panel - shows a list of all confirmed Sx/PX battery or external powered locks for which
DSR knows the existing firmware versions. Details of the locks (lock type and firmware
version) are displayed along with the serial number in the left panel.

o Right panel - shows the list of locks selected for firmware upload.

To select a lock for firmware upload, select the desired lock in the left panel and click the >
button. To select all of the locks, click the >> button.

To remove a lock from the firmware upload list on the right panel, select the desired lock and
click the < button. To remove all of the locks from the upload list, click the << button.

When all of the desired locks are in the right panel, click the Apply button. If there are no locks
listed in the right panel, the Apply button is disabled.

Welcome admin | & | Change Password | Help | @ Signout
ASSA ABLOY DsR support Tool

DSR Status EAC Callback Status

Facility View | Configuration Settings » | Decryption Utility Reports Utility »

Firmware Upload

SxPx Units ® wifi Comm Units

Firmware Version: | 3_0p08_cx_v3531 ¥ CC Firmware Version: v00.01.00.95
(This version of firmware will be applied to selected locks.)

Search: Search:

CC Firmware Firmware CC Firmware Firmware

i a inti . . -
Serial Number Description Voltage Version Version Serial Number Description Voltage Version Version

PC624E0231PAOFCA Innovation Center 110 09.03 3_0p07_cx_v3504 PC736ED011PFOFAA Innovation Center 134 E 08.48 3_0p0S_cx_v3256
PC73BE0260PFOFAA Innovation Center 107 E 07.27 3_0p07_cx_v3511

»>

«

Note: Offline POE and Hard-Powered locks cannot be selected until they are back online.

(©ASSA ABLOY 2020 | 800-810-WIRE (9473) | www.sargentlock.com | 800810WIRE@assaabloy.com | DSR Version : 8.0.9.0

A message prompt appears on the screen with a notification of the firmware upgrade. Each lock
selected will be upgraded on its next session. Once a lock begins its download, the process will
take several minutes, during which time the lock will be unresponsive.

NOTE: Hard powered (always connected) locksets will begin updating immediately. Wireless
locks that are disconnected are queued for an upgrade upon their next connection.
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update network configuration, and upload
certificate files to the server.

Network Seftings

Radio Firmware Upload

| Configuration Settings ™

ASSA ABLOY

Experience a safer
and more open world

Decryption Utility | Repo

Caontroller Settings 3

Radic Firmware Upload

Update

Radio Configuration Creator

Upload Certificate Files to Server

This screen allows the user to upgrade the radio firmware on selected locks. This interface
allows the user to upload radio firmware version for multiple locks at the same time. Locks with
a GS1500 radio must have a radio configuration profile made for them before the firmware
upgrade process. Please see “Radio Configuration Creator” on page 29 for instructions on

how to do so.

The Radio Firmware Upload screen is accessible from Configuration Settings>Network

Settings> Radio Firmware Upload.

ASSA ABLOY DSR Support Tool

| Decryption Utility | Reports | Utility

Facility View | Configuration Settings »

Radio Firmware Upload

052011_s2w_5.5.5.bin «

(This version of radio firmware will be applied to selected locks.)

searc: [ ]

Radio Firmware
Version:

*  Description Voltage

search: [ ]

Radio Firmware
Version

Nao data available in table

y a Radio Firmwa re

Serial Number Description Voltage Version Serial Number
PC736E0011PFOFAA Innova tion Center 134 [E| og.7a 5.2.3
PC738E0260PFOFAA  [nnovation Center 107 Eorzr 551

* Mandatory Fields
Note: Offline Hard-Powered locks cannot be selected until they are back online.

BASSA 0-810-W! 9473) | voaw.s ck.com | BOOB10WIRE@assaablo:

By default, the latest radio firmware version is selected in
the Radio Firmware Version dropdown list. The latest
version or any other available firmware version can be
selected from the list. If DPAC Firmware Image is selected,
then the controller firmware version is displayed next to
the Radio Firmware Version dropdown list.

Radio Firmware Upload

Radio Firmware
Version:

DPAC Firmware Image ¥
{This version of radio firmware will be applied to selected locks.)

Radio Firmware Upload

Radio Firmware
Version:

gs2011_s2w_5.5.5.bin ¥

gs2011_s2w_5.5.5.bin
gs1500_3.5.9.bin
DPAC Firmware Image

Sear

Controller Firmware (After radio firmware upgrade) : 3_0n18
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There are two panels on the Radio Firmware Upload screen:

o Left panel - shows a list of all confirmed Sx/PX battery or external powered locks for which
supports Over-the-Air radio firmware upgrade. Not all locks can accept a radio firmware
upgrade. Details of the locks (description, voltage, and firmware version) are displayed along
with the serial number in the left panel.

Locks will be displayed based on the radio firmware version selected.
Locks which have similar radio firmware version compared to selected radio firmware
version will not be displayed on the screen.

o Right panel - shows the list of locks selected for radio firmware upload.

To select a lock for firmware upload, select the desired lock in the left panel and click the >
button. To select all of the locks, click the >> button.

To remove a lock from the firmware upload list on the right panel, select the desired lock and
click the < button. To remove all of the locks from the upload list, click the << button.

When all of the desired locks are in the right panel, click the Apply button. If there are no locks
listed in the right panel, the Apply button is disabled.

Welcome admin | & | Change Password | Help | @ Signout

ASSA ABLOY DSR Support Tool

DSR Status EAC Callback Status

Facility View | Configuration Settings > | Decryption Utility Reports Utility »
Radio Firmware Upload

Radio Firmware g9s2011_s2w_5.5.5.bin v
Version: (This version of radio firmware will be applied to selected locks.)

Search: Search:

Serial Number 4 pescription Voltage Radio Firmware
Version

Serial Number 4 pescription Voltage Radio Firmware
Version

PC736E0011PFOFAA Innovation Center 134 [ ) 0s.as 523 PC738E0260PFOFAA Innovation Center 107 [ o727 551

b

2

Apply

* Mandatory Fields
Note: Offline Hard-Powered locks cannot be selected until they are back online.

©ASSA ABLOY 2020 | B00-810-WIRE (9473) | www.sargentlock.com | 800810WIRE@assaabloy.com | DSR Version : 8.0.9.0

A message prompt appears on the screen with a notification of the firmware upgrade. Each lock
selected will be upgraded on its next session. Once a lock begins its download, the process will
take several minutes, during which time the lock will be unresponsive.

NOTE: DAPC radio cannot be downgraded to a lower version. GS2011 and GS2015 can be
downgraded to a lower version. GS1500 can be downgraded, but this should only be done when
directed by technical support.
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Radio Certificate Update

This screen allows the user to update the network certificates of the locks over-the-air. Network
certificates are uploaded using the Upload Certificate Files to Server screen. (“Upload
Certificate Files to Server” on page 30). The Radio Certificate Update screen is used to select
the certificate that will be used to update the locks. This can be done as a bulk update process.

This feature is only available for certain models of lock radios. Please consult technical support
for help determining if the lock(s) have a supported radio. Also, the firmware version must be
3_0p04_v1883 or higher.

The Radio Certificate Update screen is accessed from Configuration Settings>Network
Settings>Radio Certificate Update.

Welcome admin | & | Change r Help | @ Signo

ASSA ABLOY DsR support Tool

EAC Callbz

Facility View | Configuration Settings» | Decryption Utility Reports utility b

L. Mo network certificates found in the system. You first need to upload the certificate files to the server. click here to go to certificate upload page.

Radio Certificate Update

Select the type of certificate to upload whether a network certificate or any other certificate

@ Network Certificats  Network Type: EAP-TLS |~ | CA Certificats:® [~ Client Certificate:® 1~ Private Key Fils:* -
O oOther Certificate Radio Certificate Alias:* Certificate: *
D E— D E—
. A - Radio Firmware . . - Radio Firmware
Serial Number Description Voltage i Serial Number Description Voltage fr
PCO0ZD0338SF47AA  Innovat tion Center 101 @l porsz 555 No data available in table
PC735E0011PFOFAA Innovation Center 134 B os7s 523
PC738E0260PFOFAA Innowvat tion Center 107 Bl ) o727 5.5.1

B00-810-WIRE (9473) | www.sargentlock.com | B00810WIRE@assaabloy.com | DSR Version i B.0.9.0

For battery powered locks, after applying the radio certificates it may be desirable to manually
bring the lock online to start the process early. If this is not done, the radio certificate update
commands are executed whenever the lock next comes online. The status of the radio
certificate update can be seen on the Lock Details sub-tab.

i — - i i e mma Lo e —— s e s rrmam mas T —
ot m—— [y P—— ] [T a P —— - -
L =3 ¥
pets | Balne | Wi Voishy  Wnlieg Unsnlt  Pos W i ik — — -
— — ——
- sl -
e e ———
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Network Configuration Update
This screen allows the user to change network parameters for GS1500 and GS2011 locks only.

When a lock is configured for the first time, network parameters are pushed through LCT (Lock
Configuration Tool). After that initial configuration, the lock’s network settings can be adjusted
through this tool.

The Network Configuration Update screen is accessible from Configuration Settings>Network
Settings> Network Configuration Update.

ASSA ABLOY DSR support Tool

Facility View | Configuration Settings» | Decryption Utility | Reports | Utility »

. No network profile found in the system. You first need to create network profile. Click here to navigate on radio profile creater tab.

Network Configuration Update

Network Profile ¥ ~

Metwork Parameters to be changed * ®Change IP Address
Ochange SSID/All Network Parameters

Search: [ ] Search:
ription Voltage Firmwan i Serial Number *  Description Voltage Firmware Version
(Bl ) o752 30009
(W) 0s.75 3090
(B o727 3_007_ex_v3s11

Serial Number

No data available in table

PCOD2D0338SFATAL

PC736E0011PFOFAA

PC738E0260PFOFAA Innovation Center 107

ABLOY 2020 | 800-B10-WIRE (9473) | www.sargentiock.com | B00810WIRE@assasbloy.com | DSR Version 1 8.0.9.0

In the Network Profiles dropdown list all of the Radio Configuration profiles are displayed.
These are the parameters which will be pushed to the locks. The user can choose to change
either the IP Address or change all network parameters by selecting one of the two radio
buttons.

Locks must be selected on the left panel and then using either the > or >> buttons, moved to
the right panel. Changes are pushed to all locks listed in the right panel. As soon as the locks
come online the new parameters are pushed. After the lock wakes up, the lock reports back with
the new network configuration parameters.
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Radio Configuration Creator

The Network Configurations screen is used to create network configuration required to perform
a radio firmware upgrade for GS1500 radios and network configuration updates for GS1500 and
GS2011 radios.

The Network Configurations screen is accessed from Configuration Settings>Network
Settings>Radio Configuration Creator.

ASSA ABLOY DSsR support Tool

Facility View | Configuration Settings? | Decryption Utility | Reports | Utility ¥

Network Configurations

Available profiles ~
EAC Settings

1P Address

Host Name

Pt 2571

WiFi Settings

ssip”

Security Type None

3 B3 £

* Mandatory Fields

It is possible to add, edit, or delete a network configuration profile. The configuration profile for
a lock should be identical to the configuration on the controller.
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Upload Certificate Files to Server

The DSR Support Tool allows the user to update the network certificates of the locks over-the-
air. All of the network certificates nedd to be uploaded to the DSR server. The certificate size
must be less than 4088 bytes (4KB).

The Upload Certificate screen is accessed from Configuration Settings>Network Settings>
Upload Certificate Files to Server.

ASSA ABLOY DSR Support Tool

Facility View | Configuration Settings} | Decryption Utility | Reports | Utility

Upload Certificate Files to Server

Files Currently on Server

Mo record found Browse... | No files selected.

Users can choose the files for uploading. When uploads are complete, a confirmation message is
displayed.
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Reader Settings

This selection allows the user to set

Reader Configuration, perform Reader | commourssan semmngs >
Files Update, and Upload Reader Files QEECnlEE SO0 BN

(apdu) to Server. Network Settings b

_ ReaderSeftings  *  Reader Configuration
Server Settings > Reader

Upload Reader Files (apdu) to Server

Reader Configuration
The Reader Configuration screen allows the user to enable/disable activity indicator on a reader
having BLE card types selected over-the-air.

The Reader Configuration screen is accessed from Configuration Settings>Reader Settings>
Reader Configuration.

ASSA ABLOY DSR support Tool

Facility View | Configuration Settings? | Decryption Utility | Reports | Utility b

Reader Configuration
Activity Indicator And Twist & Go

@ activity Indicater

@ Enable Activity Indicator O Disable Activity Indicator

searc: [ ] searc: [ ]

Serial Number *  Description Voltage Firmware Version Serial Number *  Description Voltage Firmware Version

No data available in table No data available in table

»

«

“*Note: Offline POE and Hard-Powered locks cannot be selected until they are back online.
The “Activity Indicator” is only supported on firmware version p05_v2198 and above.

2 800-810-WIRE (9473) | www.sargentlock.com | 800B10WIRE@assaabloy.com | DSR Version : 8.0.9.0

There are two panels on the Reader Configuration screen:

e Left panel - shows a list of all locks. Details of the locks (description, voltage, and firmware
version) are displayed along with the serial number in the left panel.

Locks will be displayed based on the radio firmware version selected.
Locks which have similar radio firmware version compared to selected radio firmware
version will not be displayed on the screen.

o Right panel - shows the list of locks selected for enabling/disabling the activity indicator.
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To select a lock for this action, select the desired lock in the left panel and click the > button. To

select all of the locks, click the >> button.

To remove a lock from the list on the right panel, select the desired lock and click the < button.
To remove all of the locks from the upload list, click the << button.

When all of the desired locks are in the right panel, click the Apply button. If there are no locks
listed in the right panel, the Apply button is disabled.

Reader Files Update

The Reader Files Update screen allows the user to upload reader firmware and upload reader

files (apdu) to locks.

The Reader Files Update screen is accessed from Configuration Settings>Reader Settings>

Reader Files Update.

ASSA ABLOY DsR support Tool

Facility View | Configuration Settings} | Decryption Utility Reports [

Reader Firmware Upload

Select Reader Firmware Upgrade/Reader File Upload

@ Reader Firmw:
(O Reader File Upload {apdu)

are Upgrade

Search:

Next
available
Sam/Core

Serial
Number

Sam-Core
wersion

escription Voltage b‘;‘;‘a'“

No data available in table

Note: Offline POE and Hard-Powered locks cannot be selected until they are back online.

Search:

Next
available
sam/Core

Serial
Number

Sam-Core
version

escription Voltage b‘;:‘a'ed

No data available in table

£4

¥ 2020 | BOO-810-WIRE (5473) | www.sargentlock.com | B00B10WIRE@assaabloy.com

DSR Version

8.0.9.0
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Upload Reader Files (apdu) to Server

The Upload Reader Files to Server screen allows the user to upload the reader files to SE32\
ReaderfFiles inside the DSR home directory. This should only be done under the direction of
technical support for rare and site specific reader configuration.

The Reader Configuration screen is accessed from Configuration Settings>Reader Settings>
Upload Reader Files (apdu) to Server.

ASSA ABLOY DsR support Tool

Facility View | Configuration Settings} | Decryption Utility | Reports | Utility b

Upload Reader Files (apdu) to Server

Files Currently on Serve

No record found Browse... | No files selected.

When this screen loads, any files currently in the SE32\ReaderFiles directory are displayed.

To add files, click the Browse button to search for the .apdu files desired. When selected, click
the Add Files button to create an upload list. Multiple files can be selected and uploaded at
one time.

To upload the selected files to the server, click the Upload button.

Only files with a .apdu extension can be uploaded. If any file with a different extension is
uploaded, an error message appears. When the files are successfully uploaded, a success
message is displayed.
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Server Settings

This selection allows the user to enable .

or disable the WS Encryption and change | Conouration Settings >
the Port Configuration. These changes F SonlolorSetinan e

should be made in accordance with the Network Settings

documentation/guidance of the access MesduSuties )
NOTE: Changes made here will NOT

take effect until the DSR service is
restarted.

Server Settings WS Encryption & Port Configuration

WS Encryption and Port Configuration

The WS Encryption and Port Configuration screen allows the user to modify WS-Encryption, SSL-
Encryption, Access port, Lock port, Event port, and Security Valve. The initial settings are picked
from DSR.

The WS Encryption & Port Configuration screen is accessed from Configuration Settings>Server
Settings> WS Encryption & Port Configuration.

Help | @ Signout

ASSA ABLOY DsR Support Tool

EAC Callback Status

Facility View | Configuration Settings» | Decryption Utility | Reports | Utility b

WS Security & Port Configuration

WS Encryption OTrue  ®False

TLS/SSL Security OTrue  ®Fralse

Sentinel-git ®True OFalse "Include sentine! bit an DSR-encoded card formats™ with & True/False option
Access Data Port 8080

Lock port

Security Valve

B00-810-WIRE (9473) | www.sargentlock.com | B00810WIRE@assaabloy.com | DSR Version : B.0.9.0

o WS-Encryption: this is used to encrypt the web-service data
e TLS/SSL Security: this is used to enable HTTPS communication, the default port is 8443
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o Sentinel-Bit: determines whether the lock include the sentinel bit when reading a
credential. Not all credentials have sentinel bits. Please check with your EAC provider
whether this setting should be enabled.

o Access Data Port: this is the access data port (default 8080 for http, default 8443 for
https) where DSR is running and used by the Access Control Software to push the data

o Lock Port: this port is opened in DSR for communication with the lock

o Event Port: this is used for event retrieval (default 9001), it is opened in the DSR adapter
for communication with the RA version of DSR to send the callback events

o Security Valve: this is a list of IP Addreses, where the support tool can be accessed to add
new IP addresses. Use a | before the IP address. IP addresses not listed here will not be able to
load the Support Tool. By default, the Support Tool can only be accessed locally.

To make changes to any of the settings, enter the desired change(s), then click the Update
Configuration button.

For the RA version of the DSR installer, a pop-up message appears “DSR configuration has been
updated and DSR service is stopped. Please start the DSR service and do same change in OEM
system also!” Once the user clicks the OK button in the message pop-up, the DSR service is
stopped. The service needs to be started manually.

For the standard, non-RA version of the installer, a pop-up message appears “DSR configuration
has been updated and DSR service is stopped. Please start the DSR service.”

NOTE:

e Access Data Port, Lock Port, and Event Port cannot be the same.

e Portrange should be between 1025 and 65535.

WARNING: Encryption, sentinel-bit, and port settings (excluding Lock port) of the DSR MUST
match the Access Control Software for the system to function. DO NOT change these settings
unless directed to do so by the Access Control Software provider.
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Reports

The Reports screen allows the support team to generate reports for battery usage. Reports can be
viewed for multiple access points for a selected date range. The generated output report can be
printed using the Print button, or can be saved in HTML and PDF formats. It is also possible to export

the data as a CSV, fixed width, or XML file.

ASSA ABLOY DSR support Tool

Facility View | Configuration Settings? | Decryption Utility | Reports | Utility ¥

2 Activity Reports

[ Battery Drain Report I

04/08/2020 i Select Access Points selsct v

04/08/2020 | Select

Battery Drain Report

Nt 8.0.3.0

120 | BDO-810-WIRE (3473) | wew.sargentlock.com | B00810WIRE@assaabloy.com | DSR Versio

Click the Select Access Points button to select the desired access points to see in the report.
Select the desired date range using the From and To calendar date fields.
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Email & Battery Report Configuration
This selection allows the user to configure the battery replacement report.

The Email & Battery Report Configuration screen is accessed from Ultility>Email & Battery Report
Configuration.

ASSA ABLOY DsR support Tool

Facility View | Configuration Settings? | Decryption Utility | Reports | Utility >

Email Configuration for Battery Replacement Report

To* [ ] *Separate multiple email addresses in To and CC vith esmma, single space or semicalon.

cc

From* [ ] Authentication Reguired  [J  Password

SMTP Server Name#® [outiook.office365.com Port® 587 Security* Select

Battery Configuration for Battery Replacement Report
Low Battery Threshold * [so ]

Warning Battery Voltage * 7 ]

Minimum Baktery Events * 20 ]

" Mandatory Fields

There are two parts to this screen, Email Configuration for Battery Replacement Report and
Battery Configuration for Battery Replacement Report.

Email Configuration for Battery Replacement Report

This section requires email address information for at least one person where the battery
replacement report is sent. All fields marked with a red asterisk are mandatory. The To and CC
fields can have multiple email addresses separated by a comma, single space, or semicolon. Fill in
all fields and then press the Update Email Configuration button.

Battery Configuration for Battery Replacement Report

This section requires the settings for low battery threshold value, warning battery voltage and
minimum battery event that will trigger the battery replacement report email.

» Low Battery - the batteries have reached a critical voltage level that may affect daily operations

o Warning Battery Voltage - the batteries have reached a voltage level the is inappropriate for
daily operations

e Minimum Battery Events - the minimum battery voltage events required to forecast the battery
life

When all setting are made, click the Update Battery Detail button.
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Advanced Troubleshooting Tools

Decryption Utility

The Decryption Utility allows a support team to decrypt the cardholder credentials for
troubleshooting purposes. The support team can generate the debug tables from this interface by
entering the serial number of a lockset. Two debug tables are then created in the DSR database,
which contain decrypted cardholder information. The Decryption Utility is accessed by clicking
the Decryption Utility tab at the top of the screen

ASSA ABLOY DSsR support Tool

Facility View | Configuration Settings} | Decryption Utility | Reports | Utility »

Generate Tables I Delete Tables

To decrypt cardholder credentials, do the following:
1. On the Decryption Utility screen enter the lock serial number in the Lock Serial No. field.

2. Click the Generate Tables button. Two debug tables are created in the database and a
success message is displayed.

3. Open the database to view the debug tables:
debug_assaabloy_core_usercredential
debug_assaabloy_ipr3_sargentuser

When finished using the debug tables, click the Delete Tables button to delete the debug
tables.
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Logging Utility

This selection allows the user to enable/disable additional levels of logging for troubleshooting
purposes.

The Enable Logging screen is accessed from Ultility>Logging Utility.

rd | Help | @ Signout

welcome admin Cha
ASSA ABLOY DSR support Tool & a
! EAC Callback Status

Facility View | Configuration Settings? | Decryption Utility | Reports | Utility »

Enable Logging

Logging Disable ~

To enable or disable logging, select Enable or Disable from the Logging dropdown. Click the
Update Logging button after selecting from the dropdown. A pop-up message appears stating
the DSR service must be restarted manually for logging changes to take effect.
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Download Lock Image

To download a lock image, select Advanced Operations. This selection allows the user to
take a NVRAM backup for the controller. This file can be used by technical support for advanced
troubleshooting.

The NVRAM Image Backup screen is accessed from Utility>Advanced Operations>NVRAM Image
Backup.

ASSA ABLOY DSsR Support Tool

Facility View | Configuration Settings® | Decryption Utility | Reports | Utility

NVRAM Image Backup

NVRAM Image Backup file location [c:\pr ata\ASSAABLOY\DSR\Nvr kup |
searchi [ | search: [ ]
Serial Number  *  Description Voltage Firmware Version Serial Number  *  Description Voltage Firmware Version
PCO02D03385F47A4 Innevation Center 101 () o752 3.0p0%_ex_v3s3L Ne data available in table
PCS24E0231PAOFCA Tnnova tion Center 110 (% ) os.o3  3_0p07_cx_v3soa
PC713D0169SA06CA Innovation Center 118 (¥ ) 0s.0s  3.0p07_cx_v3ssL
PC736E0011PFOFAA Innoval tion Center 124 B )i 05.74  3_0p0! v3256 “
PC73BE0260PFOFAA Innovation Center 107 (M) o727 3.0p07_cx_v3SL “

Note: The locks on which NVRAM Image backup is already queued up will not be displayed here.
Offline POE and Hard-Powered locks cannot be selected until they are back online.

800-B10-WIRE (9473) | www.sargentlock.com | 800810WIRE@assaabloy.com | DSR version i 8.0.9.0

To take an NVRAM image backup, do the following:

1. Select alock, or multiple locks, from the left panel.

2. Click the > button to move the locks to the right panel.

3. Select the desired lock from the right panel.

4. Click the Apply button. The NVRAM Image backup is stored in the path:
C:\ProgramData\ASSAABL OY\DSR\NvramimageBackup
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Utility

The Utility tab allows the user to use different utility functions
to perform tasks such as logging, advanced operations and
report configuration. See “Reports” on page 36 for the :
Email & Battery Report Configuration option. See “Advanced B >

Troubleshooting Tools” on page 38 for the Logging Utility £l 2 e T T TR
and Advanced Operations options.

Logging Utility
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