CenTran 4.1.5 Getting Started Guide
KABA MAS

Kaba Mas Welcome

Kaba Mas, part of the world-wide Kaba group, is the world's leading manufacturer and supplier of high security, electronic safe
locks. Its complete line of self powered, battery, and mechanical locks meets virtually every safe lock requirement. Kaba Mas is
dedicated to satisfying end-user needs for security, safety, and convenience. We welcome you to the world of Kaba Mas security
and the Cencon lock.
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Manual Conventions

This CenTran Getting Started Guide contains information on the installation and set up of the hardware and software required to
manage locks. Some conventions that are followed are:

e The Smart Keys needed for a particular operation will be shown beside the flowcharts that describe the operation.

¢ Input to the PC will be shown in bold type.

e The screen samples may not look exactly as they do on your system depending on which version of the Windows operating
system you are using.

« Highlighted items:

(\[o] (<]

Indicates a point to consider.

Indicates a technique or method that works well.

Caution

Indicates the need for care and caution to be observed during a procedure or process.

Warning

Indicates the possibility of loss of data or system integrity.

Before reading the CenTran Getting Started Guide, you should be familiar with basic Windows concepts and techniques. For
detailed information, refer to your Windows documentation.
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Trademarks

The following items are trademarks or registered trademarks of Kaba Mas in the United States and/or other countries.

e Cencon System 2000
e Cencon

o PowerStar Technology
e Smart Key

Adobe and Adobe Reader are registered trademarks of Adobe Systems Incorporated in the United States and/or other countries.
iButton is a registered trademark of Dallas Semiconductor.

Microsoft, Windows, and Windows Server are registered trademarks or trademarks of Microsoft Corporation in the United States
and/or other countries.

Notice: The information in this manual is subject to change without notice and does not represent a commitment on the part of the
Kaba Mas. Kaba Mas shall not be liable for technical or editorial errors or omissions contained herein; nor for incidental or
consequential damages resulting from the furnishing, performance or use of this material.
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CenTran 4.1.5 Getting Started Guide
The CenTran Version 4.1.5 Package

The CenTran 4.1.5 implementation package includes:

e The CenTran Version 4.1.5 Install source (DVD, USB drive, or download)
e CenTran 4.1.5 Getting Started Guide
e CenTran 4.1.5 XML Programming Manual - Included on install source (DVD, USB drive, or download) in electronic format

e CenTran 2 Programming Guide - Included for legacy CenTran use on install source (DVD, USB drive, or download) in
electronic format

If you are missing any of the above items, contact Kaba Mas Customer Service at 1(800) 950-4744

CenTran 4.1.5 System Requirements

To use the CenTran program, the following minimum hardware and software requirements must be met:

e IBM compatible PC that is capable of running Windows and has an available USB port for the Kaba Mas USB Key Box.

The Cencon Key Box requires a fully compliant USB 2.0 connection. Some computers, especially laptops and
notebooks, may not provide sufficient power for the Cencon Key Box. In these cases it may be necessary to use a
powered USB hub to attach the Cencon Key Box. On laptops or notebooks with “power saving” features that turn off
USB power, the computer’s Operating System (OS) could disconnect from the Cencon Key Box. In this instance, after
awakening the computer and CenTran 4 software, unplug and re-plug the USB cable between the computer and the
Cencon Key Box.

e 4 GB RAM Minimum (8 GB RAM or higher is recommended.)
« If your install source is a DVD, a DVD Drive is needed. The install source can be a DVD, USB drive, or download.

« Hard Disk Drive with at least 50 megabytes disk space free

Important Note

If you are upgrading from a previous version of Cencon and CenTran, you should also allow ample disk space for database
growth.

« Windows 7 32/64-bit, Windows 2008 Server 64-bit or Windows 2008 R2 Server 64-bit.
o You must be logged into Windows with Admin authority

e An installed Database Management System (DBMS) - Microsoft SQL Server SQL 2008 R2 or 2012
(including the SQL Server Express, Standard, or Enterprise Editions) or Oracle 10g or higher.
o The DBMS installation does not have to be on the same computer as CenTran. You will need to have a valid ODBC
connection to the DBMS for CenTran to use.

o The above computer requirements do not include the requirements for the DBMS. If the DBMS is being run on the
same computer as CenTran, then the total requirements will be the requirements of CenTran plus those of the DBMS.

o The requirements of the DBMS installation will vary depending on the number of locks and users being used by
Cencon and CenTran and the number of Cencon and CenTran installations connected to that DBMS.
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If you do not have an existing Microsoft SQL Server database, you can download a free copy of the latest Microsoft SQL
Server Express Edition from the Microsoft web site at http://www.microsoft.com/express/sql/default.aspx You should also
download and install the SQL Server Management Studio.

Be sure to read the related Microsoft information on system requirements and prerequisites for these components. Contact
Kaba Mas Technical Support for additional information.

Note - The screens shown in the CenTran Software manuals were captured on a Windows 7 system. Your screens may look
slightly different.

Important Note

CenTran 4.1.5 also requires an operational Cencon 4 system and associated database, either locally or on a
network accessible computer. It is not compatible with previous versions of Cencon System 2000 software.

PC Hardware Installation

The Cencon Key Box is not included with the CenTran 4.1.5 program package and must be purchased separately if not
already installed on your PC system. See the Cencon 4.1.5 Getting Started Guide for Key Box installation instructions.

Important Note

Running the Cencon 4.1.5 software and the CenTran 4.1.5 software concurrently on a PC system is not
recommended.

Before Installing the CenTran 4.1.5 Software

Warning

If you have not already contacted Kaba Mas Customer Service at 1(800) 950-4744 in preparation for your
installation of CenTran 4.1.5, you must do so at this time to review minimum system requirements and database
setup for your installation of CenTran 4.1.5, and to perform data validity checks on any current Cencon data.

Warning

During the CenTran 4.1.5 configuration process, you will be required to enter a unique four digit Company
Number/ID. If you are a branch of a larger company, this ID must be identical to that used for all other Cencon
and CenTran installations by your company. It is helpful to determine what the four-digit number is before you
begin the installation process.
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CenTran 4.1.5 Getting Started Guide

Software Installation and Setup

Complete the following steps to install the software:

1. Check the PC Date and Time Properties (date, time, time zone, DST adjustment setting) from the Control Panel to ensure

accuracy. Adjust, if necessary, before proceeding.

2. Ensure that no other programs are running.

If you have a previous version of Cencon installed, you should ensure that data has been archived in accordance with the

customer archive requirements and then backup the current Cencon database.

If your install source is a DVD, insert the Cencon 4.1.5 Install DVD in the appropriate drive. The install source can be a
DVD, USB drive, or download. If you have autorun enabled on your system, the Cencon 4.1.5 Installation screen will be
displayed. Otherwise, double click Autorun.exe from the CenTran 4.1.5 install source (DVD, USB drive, or download) root

directory, and the CenTran 4.1.5 Installation screen will be displayed.
The CenTran Version 4.1.5 Software Installation dialog is loaded and the Main Menu is displayed:
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Install |
¥ View Maintenance Agreement |
Product Documentation: |

View Our Website

Contact Us |

5. From the Main Menu, click on the Install button.

6. Depending on your operating system, either the 32 or 64-bit CenTran install page is displayed:
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1. Install the SQL 2008 R2 ODBC
Driver
| SQL ODBC Driver |

2. Set up Cencon Database
{Optional if already set up)

| SetUp Cencon Database |

3. Install the Hardware Drivers
" Windows 64 BitDrivers |

4. Install 64 Bit CenTran Software
i

CenTran |

You will now need to install the SQL 2008 R2 ODBC Driver for CenTran. Click on the SQL ODBC Driver button.

7. You will now need to install the device drivers for the Cencon USB Key Box. Click on the Windows Drivers button.

Centran 4.1.5 only supports the Cencon Key Box.




o T
Cencon Driver Installer 4.1.5.2969 - Introductio

®
m This installer sets up drivers for the Cencon USE Key

Box. I this device is not present on your system, the
drivers are preinstalled for when the devices is
connected later.

SECURITY. CONTROL. ACCOUNTABILITY.

“fou will need administrative logon access on your
computer to install the drivers. i this installer is run
without administrative access, it will not be able to install
the drivers.

[. | —

Select Mext to install drivers for the Cencon USE Key
Box. *You may be prompted to reboot after the
installation completes.

Select Cancel to exit without installing drivers.

:‘I% PCAWERN TAR I

Cancel |

The introduction screen to the driver installer will be displayed. Follow the instructions displayed by the driver installer to set
up the drivers for the Cencon USB Key Box.

Operating System Root Certificate Authority Certificates

If your operating system is very old, such as Server 2003, or is not up to date with the Microsoft operating system
updates, you may have to install updated operating system Root Certificate Authority Certificates for the Cencon USB
Keybox driver installation to run correctly. An install of these certificates is provided in the
TrustedRootCAUpdates directory on the install source (DVD, USB drive, or download).

8. Next, click on the CenTran button on the CenTran install page.

The "Welcome to the CenTran Setup Wizard" screen is displayed. The installer is a Windows program that will take you
through the rest of the setup process:



( ﬁ Centran l — | |iE-J

Welcome to the Centran Setup Wizard KAEA

The ingtaller will guide vau through the steps required toingtall Centran on vour compuker.

WARMIMG: Thiz computer program is protected by coperight law and international treaties.
IInautharized duplication ar distribution of this pragram, or any partion of it, may result in severe civi
ar criminal penalties, and will be prozecuted to the magimunn extent pozsible under the law.

Cancel Mest »

L A

Click on Next> to continue with the installation.

9. The Software License Agreement acceptance screen is displayed.

( ﬁ Centran I. = | |&Jx

License Agreement KAEA

Pleasze take a moment to read the licenze agreement now. |f pou accept the terms below, click "'l
Agree'’, then "Mext". Othensize click "Cancel".

ATTENTION! i

READ THIS AGREEMENT BEFORE INSTALLING THE
SOFTWARE.

KABA MAS SERVER SOFTWARE LICENSE AGREEMENT
CENTRAN®4 SERVER SOFTWARE

This is alegal agreement between Kaba Mas, LLC (Kaba Mas) of Lexington, KY -

" | Do Mot Agree

Cancel < Back Mest »

L o

Read the Software License Agreement and then click the 1 Agree button followed by the Next> button.
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10. The Destination Folder window is displayed to allow you to select the program folder to which the CenTran 4 program will be
added.

( ﬁ Centran l = | |&J

Select Installation Folder KAEA

The inztaller will inztall Centran to the following folder.

Toinstall in thiz folder, click "Mest". Taoinstall to a different folder, enter it below or click "Browse"'.

Folder:
C:A\Centrands, Browse...
Dizk Cost...
Install Centran for yourself, or for amyone who uses this computer:
{* Everpone
" Just me
— < Back HEHD .........................

- A

Note: The default installation directory is shown. If CenTran 4.1.5 is already installed on your system, it is recommended that
you install CenTran 4.1.5 to a new directory. If you want the CenTran 4.1.5 software installed in another directory, click on

the Browse button and select the new path.

Click on the Next> button to add the programs to the designated folder.

11. Confirm Installation - If there is anything you wish to change, click on the <Back button. Otherwise, click Next> to install
the program with the designated settings.

1"
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z ﬁ Centran l = | |_i?-J

Confirm Installation KAEA

The ingtaller iz ready to inztall Centran on your compter.

Click "Mest" to start the installation.

Cancel ¢ Back |

L

The Setup Status screen displays the status of the installation.

z ﬁ Centran l — | |_i?-J

Installing Centran KAEA

",

Cenitran iz being installed.

Pleaze wait...

-

The installation Complete screen is then displayed indicating that the CenTran 4.1.5 service has been successfully installed.
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z ﬁ Centran l = | |_i?-J

Installation Complete KAEA

Centran has been successfully installed.

Click "Cloze' to exit.

Fleaze use Windows Update to check for any critical updates to the MET Framework.

L

"

Click Close to complete the installation process.
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CenTran Version 4.1.5 Getting Started Guide
ODBC Connection Creation for SQL Server

ODBC (Open Database Connectivity) is a standard C interface for accessing database management systems (DBMS). The
designers of ODBC aimed to make it independent of database systems and operating systems. An application can use ODBC to

query data from a DBMS, regardless of the operating system or DBMS it uses.

ODBC accomplishes DBMS independence by using an ODBC driver as a translation layer between the application and the
DBMS. The application uses ODBC functions through an ODBC driver manager with which it is linked, and the driver passes

the query to the DBMS.

1. Go to control Panel/Administration Tools/Data Sources

2. Select the System DSN tab and Click Add>

-

;_' ODEC Data Source Administrator

S

lser DSN | System DSN | File DSM | Drivers I Tracing I Connection Pooling I About |

System Data Sources:

Mame

Diriver

4

T

It

Wi

3

i

An QODBC System data source stores information about how to connect to
the indicated data provider. A System data source is visible to all users
on this machine, including MNT services.

| ok || cancel

Apply Help

3. Select the driver and click Finish >
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F Ny
Create Mew Data Source ﬁ

Select a driver for which you want to set up a data source.

Mame Wersion Com|
Oracle in instantclient_11_2  11.02.00.03 Orac
SGL Mative Client 200590500000 Micrn
S0L Server 6.01.7601.17514  Micn

SAL Server Native Client 11.0 grariRmRtUeatuik: L T

< Back [ Finish ][ Cancel

Type a name and type or use the drop down to select the server and instance

4, Click Next>

Create a New Data Source to SQL Server ﬁ

This wizard will help you create an QDBC data source that you can use to

E connect to SGL Server.

o . What name do you want to use to refer to the data source?
Eat.‘.ermrmnz

Mame: engtestsrv24gb Testd

How do you want to describe the data source?

Description:

Which 5GL Server do you want to connect to?
Server:  engtestsrvZdgh -

| Fnsh || Ned> || Camesl | [ Hebp
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5. Select SQL Server Authentication, and enter your SQL user name and password. Click next >

Create a New Data Source to SQL Server @
How should SQL Server verfy the authenticity of the login (D7
e (71 With Integrated Windows authertication.
SaL Server 2o Rz

= With SGL Server authentication using a login |0 and password
= entered by the user.

Login ID: Centranlser

Fassword: sesess

Connect to SQL Serverto obtain default settings for the
additional configuration options.

<Back || MNed> | | Cancel | | Hebp

6. Make sure the database schema containing the Cencon database set set as default. Click Next>
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7. Click Finish >

#

Create a New Data Source to SQL Server ﬁ

Change the default database to:

= = .

&
SQL Server sk - TEE

SPM far mimor server (Optional):

[7] Attach database filename:

Use AMSI quoted identifiers.
Use AMSI nulls, paddings and wamings.

#

<Back || Ned> | | Cancel | | Hebp
Create a New Data Source to SQL Server ﬁ
E [ Change the language of SGL Server system messages to:
S, English
EﬁtSenermnz
[ Use strong encryption for data

Perform translation for character data

Use regional settings when outputting cumency, numbers, dates and
D times.

[] Save long running queries to the log file:
DM Usersystall MHG AppDatat Local\ Temp G LIE Browse

Long query time {millisecands): | 20000

LU

[] Log ODBC driver statistics to the log file:
D:MUsersystall MHG W AppDatatLocal\ Temp S TA Browse

<Back || Fnish | | Cancel | | Hebp
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8. Click OK >

CDEC Microsoft SQL Server Setup ﬁ
Anew ODBC data sounce will be created with the following
configuration:

Microsoft SQL Server Mative Client Version 10.50.2500 -

Data Source Mame: engtestsrvZdgh Test3
Data Source Description:

Server: engtestsrvZ4gh

Use Integrated Securty: Mo

Database: Cencaon

Language: (Default)

Data Encryption: Mo

Trust Server Cerificate: No

Multiple Active Result Sets(MARS): Mo
Mirmor Server:

Translate Character Data: Yes

Log Long Running Gueres: No

Log Diriver Statistics: Mo

|Use Regional Settings: Mo

Ise ANS| Quoted |dentifiers: Yes

IUse ANSI Mull, Paddings and Wamings: Yes

[ Test Data Source... J [ OK H Cancel ]
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CenTran Version 4.1.5 Getting Started Guide
ODBC Connection Creation For Oracle

|
ODBC (Open Database Connectivity) is a standard C interface for accessing database management systems (DBMS). The
designers of ODBC aimed to make it independent of database systems and operating systems. An application can use ODBC to
query data from a DBMS, regardless of the operating system or DBMS it uses.

ODBC accomplishes DBMS independence by using an ODBC driver as a translation layer between the application and the

DBMS. The application uses ODBC functions through an ODBC driver manager with which it is linked, and the driver passes
the query to the DBMS.

Important Note

Use current Oracle ODBC Drivers for 10g instant client or higher.

http://Iwww.oracle.com/technetwork/database/features/instant-client/index-097480.html

Important Note

You can use your existing Oracle ODBC drivers if you already have them set up. You can also use
the Oracle instant client drivers provided with the Centran install. The Oracle instant client driver
files are automatically installed to the Centran install directory for your convenience. This is located
under a directory labeled Oracle_instantclient_11_2 XXbit, where XX is either 32 or 64 bit depending
on your install. You will still need to go through the Oracle instant client setup:

1. Add the path to the Oracle instant client directory to your computers PATH environment variable.
Under the Start menu, right click on Computer and select Properties.

2. Select Advanced system settings from your computer properties dialog. Your computer System
Properties dialog will be displayed.

3. Select the Environment Variables button. The Environment Variables dialog will be displayed.

4. Scroll through the System variables list at the bottom of the Environment Variables dialog, until
you see the variable Path. Select Path from the list.

5. Click the Edit... button. The Edit System Varible dialog will be displayed.

6. Append the path for the Oracle instant client directory to the Variable value, separated by a ';'.
7. Click OK in the Edit System Variable dialog.

8. Click OK in the Environment Variables dialog.

9. Click OK in the System Properties dialog.

10. Open the Oracle instant client directory in a browser window.

11. Run the Oracle ODBC driver install named odbc_install.exe. The Oracle ODBC driver install is text
based. You may see a brief command prompt window appear and disappear.

(If you run odbc_install.exe from a command prompt window, you will see a message displayed
indicating if the install succeeded or not. Otherwise, the install is invisible.)

1. Go to Control Panel/Administration Tools/Data Sources (ODBC):
Note: You may have to right click on Data Sources (ODBC) and select Run as administrator.

2. Select the System DSN tab and Click Add >

19
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F B
3 ODEC Data Source Administrator u

lUszer DSN | System DSN | File DSM | Drivers I Tracing I Connection Pooling I About |

System Data Sources:

Mame Drriver "

W

e

Corfigure...

i | m | »

. An QDBC System data source stores information about how to connect to
m the indicated data provider. A System data source is visible to all users
on this machine, including NT services.

| ok || Cancel Apply Help

3. Select the Oracle ODBC driver you have installed and click Finish >

-
Create Mew Data Source u

-

Select a driver for which you want to set up a data source.

L Mame Wersion Comj
Oracle in instantclient_11_7 EEERZELIRIE COrac

Sl SQL Native Client 2005.90.5000.00 Micn
S0L Server 6.01.7601.17514  Micn

5QL Server Native Client 11.0 2011110210060 Micr

<Back || Finish | [ Cancel
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Type a name and type or use the drop down to select the server and instance.

Important Note

You will need to have created an Oracle database user to host the Cencon database. The Oracle
database user you create will need to be configured with the minimum permissions as described
under the Cencon Getting Started Guide Database User Permissions (Oracle) section.

4. Enter the desired Data Source Name
Enter the IP address of the server / the instance name
Enter User ID. User ID must be the user set up to host the Cencon database.

Click OK> Enter Password

r -

Cracle QDBC Driver Cenfiguration

Data Source Mame Oracle CEMCON_DATA, "
Description Cencon D atabaze
TMS Service Mame 10.108.1.52:1521 forcl -
User D CENCON_DATA

Application |Dmcle | Waorkarounds I SGLServer Migl-.:ltian|

Erable Result Sets Enable Queny Timeowut Read-Only Connection [

Enable Closing Cursors [T  Enable Thread Safety

Batch Autocommit Mode [Cﬂmm'rt only if all statements succeed v]

Mumeric Settings [Llse Oracle MLS settings "]

1

Cracle ODBC Driver Connect

Service MName
10.108.1.52:1521 forcl

IJzer Hame o

CEMCOMN_DATA, Cancel

Pazgword Abodt

5. Click OK > to close
21



==X=)
lser DSN | System DSN | File DSM | Drrivers I Tracing I Connection Pooling I About |

System Data Sources:
: Add...

Mame Diriver

‘Oracle CENCOMN_DATA! Oracle in instantclient_11_2

-
3 DDBC Data Source Administrator

Femove

Corfigure...

An ODBC System data source stores information about how to connect to
the indicated data provider. A System data source is visible to all users
on this machine, including MNT services.

i

oK || Cancel Apply Help
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CenTran Version 4.1.5 Getting Started Guide

Configure the CenTran Service

The CenTran service has some settings that are manually set in the Centran service configuration file. This file is named
Centran.exe.config. Depending on your system settings, the file extension may be hidden.

You can edit the Centran.exe.config file by double clicking on it, and a default editor will be opened. You can also edit it with
the Notepad application. The file is an XML formatted text file.

The Centran.exe.config file contains various configuration settings. If you change settings in the CenTran service configuration
file, you will need to restart the CenTran service for the settings to take effect.

There are example Centran.exe.config files installed with Centran. These are contained in the Configuration Files directory
installed within the application directory. There is one example file for using Windows authentication with the Centran web service
and one example file for using user ID / password authentication with the Centran web service.

To use one of the example Centran.exe.config files, copy the file to the Centran application directory. Any changes to the

Centran.exe.config file must be made before starting the Centran service. If you make changes to the Centran.exe.config
file while the Centran service is already running, the changes will not be read until next time the Centran service is started.

appSettings Section

These settings are specific to the Centran service. Some of these settings are configured manually. A link to an overview of these
settings is provided below.

system.serviceModel Section Group
These settings are related to the web service communications provided by CenTran. These entries are defined by the Microsoft

Windows Communication Foundation. Detailed information about how these settings are used is beyond the scope of this manual.
You can look up Microsoft Windows Communication Foundation documentation for more information. Additional documentation is

available at: Windows Communication Foundation Configuration Schema

Links to overviews of these settings is provided below.
Configuration File Section Descriptions:
The following sections can be edited within the Centran configuration file:

o Configuration File - appSettings Section

« Configuration File - system.serviceModel / bindings Section
o Configuration File - system.serviceModel / services Section
« Configuration File - system.serviceModel / behaviors Section

o Configuration File - system.diagnostics Section

© 1996-2013 Kaba Mas LLC
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CenTran Version 4.1.5 Getting Started Guide
Configuration File - appSettings Section

The appSettings section contains settings used by the Centran service for it's internal operations, such as method of database
access and security settings. The appSettings section has the following entries that you can adjust manually:

1. HTTP_Management_Directory:

This setting contains the directory to be used by the Centran service for files related to the web browser CenTran
Management interface. This directory can be copied and translated as needed to customize CenTran for a different
language. The default value is the CentranManagement directory in the CenTran service installation directory.

2. HTTP_Management_User_Name:

This is the name used to log onto the web browser CenTran Management interface. The default value is admin.

3. HTTP_Management_Password:

This is the password used to log onto the web browser CenTran Management interface. The default value is password.

4. HTTP_Management_URL:

This is the url endpoint used to host the web browser CenTran Management interface. The default value is
https://+:443/CentranManagement/.

5. HTTP_Management_Certificate_Thumbprint:

This is the certificate thumbprint used to look up the certificate for encrypting the web browser CenTran Management
interface. This value can be set to thumbprint of the certificate you want to use with the web browser Centran Management
interface. You can also select a certificate and save its thumbprint to the Centran configuration file using the Centran
Configuration Manager.

6. EventLogLimit:

This is the maximum number of log entries that CenTran is to keep in the CenTran event log. The default value is 5000000.

7. EventLogLimitGranularity:

This is the granularity used for checking if the current number of log entries needs to be reduced. The default value is 1000.
This affects how often CenTran checks the size of the event log audit table it maintains internally. Decreasing this value
causes CenTran to check more often. Increasing this value causes CenTran to check less often, but allows the event log to
grow more between checks.

Any other entries appearing within this section are maintained internally by Centran, or set by use of the Centran web management
interface.
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Configuration File - system.serviceModel / bindings Section

The bindings section is part of the system.serviceModel section group used to configure Windows Communication Foundation
(WCF) settings. This section defines the various communications settings to be used by the web service endpoints provided by
Centran. The following is a brief overview of this section.

« webHttpBinding:
This subsection contains settings for REST model of web service communications. Each binding listed within this section
defines how a web service endpoint does it's communications across HTTP or HTTPS, using standard HTTP GET and
POST operations.

This type of web service communications is easily accessed from web browsers and web sites. It does not have the
flexibility of operations that SOAP web service communications has.

The security section under each binding defines the type of encryption and user authentication to be used with the web
service endpoint.

e WsHttpBinding:

This subsection contains settings for SOAP web service communications. Each binding listed within this section defines
how a web service endpoint does it's communications using SOAP (Simple Object Access Protocol).

This type of web service communications is not easily accessible from web browsers and web sites. However, it has a much
greater degree of flexiblity and possible options than REST web service communications. An example of these options
provided by SOAP is WS-ReliableMessaging, which allows support for handling network failures.

The security section under each binding defines the type of encryption and user authentication to be used with the web
service endpoint.

There are many other types of web service communication bindings available. These two are given as defaults for use by Centran,
but others could potentially be used.
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Configuration File - system.serviceModel / services Section

The services section is part of the system.serviceModel section group used to configure Windows Communication Foundation
(WCF) settings. It is used to define the specific web service endpoints provided by Centran. The following is a brief overview of this

section.

e Service:

Each service section defines the web service endpoints provided for a service from Centran. Within a service section is a
set of endpoint entries. Each endpoint entry defines a web service URI and method of communications provided by
Centran.

The service names can be one of the following:

o Centran.CentranService

This is the main web service implemented by Centran. Any access to operations of this web service contract must
have some form of user authentication, otherwise access will be refused (except for the Version and Hello
operations). The default behavior used with this web service is centran_service_behavior already defined in the
example Centran configuration files.

Centran.CentranFeedsService

This is the RSS feeds web service implemented by Centran. The operations provided by this web service contract are
intended to support web RSS feeds to query alert information from Centran. Encryption and user authentication are
not needed for this web service contract. Encryption is recommended, however. The default behavior used with this
web service is centran_feeds_service_behavior already defined in the example Centran configuration files.

Centran.CentranAgentService

This is the web service for operations supporting the Centran Agent Service running on ATM console systems for
remote access to Cencon locks. The operations provided by this web service contract are used to update status of
locks in response to lock events detected by the Centran Agent Service. Encryption and user authentication are not
needed for this web service contract. Encryption is recommended, however. The default behavior used with this web
service is centran_agent_service_behavior already defined in the example Centran configuration files.

Each endpoint entry has the following items that it defines:

o address

This is the address or URI that is provided by the web service. It can specifiy localhost to default to the current host
server base address or can define a different address. This can also be used to define a different TCP port for the
address.

binding

This is the type of binding used to define the communications used for the web service endpoint. The defaults for
Centran are webHttpBinding or wsHttpBinding.

bindingConfiguration

This is the specific configuration of binding that is being used by the web service endpoint. This name must match
one of the names defined from the matching binding section. This is used to define the encryption and user
authentication used for the web service endpoint.

contract

This is the name of the web service contract implementation calls within Centran that is to be made accessable
through the web service endpoint. The contracts that Centran provides can be one of the following:

= Centran.ICentran
26



This is the main web service contract implemented by Centran. It defines access to the
Centran.CentranService web service.

= Centran.lCentranFeeds

This is the RSS feeds web service contract implemented by Centran. It defines access to the
Centran.CentranFeedsService web service.

= Centran.ICentranAgent

This is the web service contract for operations supporting the Centran Agent Service running on ATM console
systems for remote access to Cencon locks. It defines access to the Centran.CentranAgentService web
service.

o behaviorConfiguration

This specifies what additional settings are to be used by the web service endpoint. These additional settings are
defined by behavior entries under the behaviors / endpointBehaviors section. Default settings for endpoint
behaviors are already defined in the example Centran configuration files.
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Configuration File - system.serviceModel / behaviors Section

The behaviors section is part of the system.serviceModel section group used to configure Windows Communication Foundation
(WCF) settings. It is used to define additional settings for the web service endpoints provided by Centran.

The following is a brief overview of this section.

« endpointBehaviors

This section defines endpoint behaviors used by the web service endpoints. This includes if help support is to be generated
for a specific endpoint.

« serviceBehaviors

This section defines the web service behaviors for each web service provided by Centran. This includes what certificate is
used for encryption with a web service provided by Centran, under the serviceCredentials section. The
serviceCredentials section has two entries:

o serviceCertificate

This section defines what certificate is used by the web service for communications encryption. It is composed of the
following entries:

» findValue

This is the unique value used to find the certificate in the indicated certificate store. The way this value is used
is determined by the X509FindType that is set. In the case of FindByThumbprint, this value will be
composed of a unique hexadecimal thumbprint value associated with the desired certificate.

storeLocation

This specifies if the certificate is stored associated with the current user account or with a system account. For
the Centran service to access the certificate, this must be set to LocalMachine to indicate a system
account.

storeName

This specifies the store name that the certificate is in. For the Centran service, this must be My to indicate the
certificate store for personal certificates.

xX509FindType

This indicates how the certificate is to be uniquely identifies, based off of various values associated with the
certificate. The recommended default is FindByThumbprint.

The Centran Configuration Manager has support for creating self signed certificates for use by the Centran service.
You can also use a server certificate as provided by your network certificate authority server. Using a certificate as
provided by your network certificate authority server is the preferrable way to set up your network security.

Whatever the source of your Centran server certificate, you can specify the certificate within the configuration file
manually, or you can set it using the Centran Configuration Manager.

The Centran server certificate must have a name matching the way you are going to address the Centran web
service. If it is by server name, then the certificate name must match the server name. If it is by IP address, then the
certificate name must match the IP address.

o userNameAuthentication

This section defines the internal method of support for user names and passwords implemented by Centran. The
default settings for this entry should not be changed from what is provided with the example Centran configuration

files.
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Configuration File - system.diagnostics Section

The system.diagnostics section is used to configure Windows Communication Foundation (WCF) diagnostic output for tracing
operations. This is useful to troubleshoot issues with communications with the Centran web service.

The default entry in the example Centran configuration files for the system.diagnostics section has diagnostic output enabled.
If you wish to disable diagnostic output for performance reasons, you can comment out this section and Windows Communiction
Foundation (WCF) diagnostic output will be disabled.

Additional information is available in the Windows Communiction Foundation (WCF) diagnostic output set up from the Centran
configuration file. The default settings from the Centran configuration file creates a diagnostic output file for Windows
Communication Foundation (WCF) events, named WcfServiceTrace.svclog. This file will be created within the application
directory the Centran service is installed to. This file can be viewed using the Microsoft Service Trace Viewer
(SvcTraceViewer.exe). Double clicking on the file will automatically open the file under the Microsoft Service Trace Viewer.

The Microsoft Service Trace Viewer is available as a free download within the Windows Platform SDK.
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Set Up Centran Server Certificates

For a web service to make use of encryption or user authentication, it requires a server certificate to be configured for use by that
web service. The operation and concepts behind certificates and the Transport Layer Security Protocol (TLS) are beyond the scope
of this manual. The following is a link to describe some of these concepts:

SSL/TLS Strong Encryption: An Introduction

Ideally, your organization will have a server configured to be a certificate authority for managing the security of communications on
your network. If you do not have support for managing certificates on your network, you can set up a self signed certificate and
distribute it manually to the systems that are going to be accessing the Centran web service.

To assist with this process, the Centran Configuration Manager has support for creating certificates and configuring it in the
Centran configuration file for you.

The Centran Configuration Manager has support for setting up a self signed certificate authority (CA) certificate. It can then use this
certificate to create a signed server certificate for Centran. It can also set up information for this certificate in the Centran
configuration file.

To set up Centran server certificates, select Centran Configuration Manager from the Centran entry under the Windows Start
menu. Then select the Self Signed Certificates tab. You should see the following tab:
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i ™
ﬁ Centran Configuraticn Ma 41, LE ﬂuﬁ

. Self Signed Certificates | |
5 ; Self Signed Certificates
Service
USE Keybox Setup Certificate Authority
Database Settings Selected Certificate Authority: -
Security Settings Certificate Authority Mame:
Input / Cutput File Settings Certificate Authority Organization
Centran Status Certificate Authority Title
Web Service Settings Certificate Authority Thumb Print:
Web R55 Feed Settings Create Certificate Authority Self Signed Certificate
Centran Agent Settings
Centran Web Service Server Certificate
Centran Event Log
Selected Centran Certificate: -
Certificate Mame:

Certificate Organizaticn:
Certificate Title:

Certificate Thumb Print:

Create / Update Centran Web Service Certificate

Centran Configuration File

Configuration File: ChCentrand Centran.exe.config

Save Certificate Selection To Centran Configuration File

You can select an existing certificate authority certificate to sign with, or create a new one. You can select any certificate in the
local machine root authority store that you have a private key for from the dropdown menu labeled Selected Certificate
Authority To Sign With.

If you create a new certificate authority certificate, it will be placed in the local machine root authority store. Enter the name,
organization, and title you want to use and select Create Certificate Authority Self Signed Certificate. This will create a
new certificate authority certificate and place it in the local machine root authority store.
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i ™
ﬁ Centran Configuraticn Ma 41, IElﬂlg

Self Signed Certificates
Self Signed Certificates
Service
USB Keybox Setup Certificate Authority
Database Settings Selected Certificate Authority: Wy Certificate Authority -
Security Settings Certificate Authority Mame: My Certificate Authority

Input / Cutput File Settings Certificate Authority Organization  Kaba Mas LLC

Centran Status Certificate Authority Title My Title
Web Service Settings Certificate Authority Thumb Print.  23E67DF294065E9035C4F5F34572031347A18F36
Web RSS Feed Settings : Create Certificate Authority Self Signed Certificate

Centran Agent Settings

Centran Web Service Server Certificate
Centran Event Log

Selected Centran Certificate: -
Certificate Name:

Certificate Organizaticn:

Certificate Title:

Certificate Thumb Print:

Create / Update Centran Web Service Certificate

Centran Configuration File

Configuration File: ChCentrand Centran.exe.config

’ Save Certificate Selection To Centran Configuration File

Next, you can use your selected certificate authority (CA) certificate to create a signed server certificate for use by Centran.
First enter the name you will use to access Centran in the Certificate Name field.

It is very important that this name matches how you are going to address Centran in a browser. If this is by server name, then the
server name needs to be the name of the certificate. If it is by IP address, then the IP address needs to be the name of the
certificate.

Enter in an organization name and title as desired, and select Create / Update Centran Web Service Cerficate. The
certificate will be created, and selected in the dropdown menu labled Selected Centran Certificate.
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Self Signed Certificates

Service

USE Keybox Setup

Database Settings

Security Settings

Input / Qutput File Settings

Centran Status

Web Service Settings

Web RSS Feed Settings

Centran Agent Settings

Centran Event Log

-
ﬁ Centran Configuraticn Ma 415 (O

Self Signed Certificates
Certificate Authority
Selected Certificate Authority: My Certificate Authority -
Certificate Authority Mame: My Certificate Authority

Certificate Authority Organization  Kaba Mas LLC
Certificate Authority Title My Title

Certificate Authority Thumb Print: 23E67DF294065E9035C4F5F24572031347A18F36

Create Certificate Authority Self Signed Certificate

Centran Web Service Server Certificate

Selected Centran Certificate: 10.108.56.90 -
Certificate Mame: 10.108.6.50

Certificate Organizaticn: Kaba Mas LLC

Certificate Title: My Title

Certificate Thumb Print: D3865BF4CC1ERI138437 AR46BDTT0B22FASEEELID

Create / Update Centran Web Service Certificate

Centran Configuration File

Configuration File: ChCentrand Centran.exe.config

: Save Certificate Selection To Centran Configuration File

Lastly, you can have the Centran Configuration Manager set up the selected certificate in the Centran configuration file. Select the
Save Certificate Selection To Centran Configuration File. This will update the Centran configuration file with information
for your selected server certificate.

Any systems that you want to trust the Centran web service through browser access will need to have the selected certificate
authority (CA) certificate (not including private key), imported over to them.
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Install / Start the CenTran Service

To install and start the CenTran service, select Centran Configuration Manager from the Centran entry under the Windows
Start menu. Click on the Service tab. You should see the following tab page:

-
ﬂ Centran Configuration Manager 4.1.5.296¢ = = S
Self Signed Certificates .
| Service
Service
USE Keybox Setup Centran Service Status:  Service is not installed.
Database Settings
Security Settings The Centran service must be installed and started with the Windows operating system to be available
for use,
Input / Cutput File Settings The Centran configuration file (Centran.exe.config) contains various settings including those for the
web service and management web interface. The Centran service must be restarted for changes to
Centran Status these settings to take effect. The Centran configuration file is located in the Centran installation
i ) directory.
Web Service Settings
Start 5t Uninstall
Web RSS Feed Settings | Install_| — o
Centran Agent Settings

Centran Event Log

Select the Install button to install the CenTran service with the operating system.
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ﬂ Centran Configuraticn Manager 4.1.

Self Signed Certificates .
Service

Service

USE Keybox Setup Centran Service Status:

Database Settings

The Centran service must be installed and started with the Windows operating systern to be available

Security Settings for use.

Input / Qutput File Settings The Centran configuration file (Centran.exe.config) contains various settings including those for the
web service and management web interface. The Centran service must be restarted for changes to
Centran Status these settings to take effect. The Centran configuration file is located in the Centran installation
directorny.

Web Service Settings

Web RSS Feed Settings Install [ Strt | Stop

Centran Agent Settings

Centran Event Log

Make sure you have completed any changes to the CenTran service configuration file. Select the Start button to start the CenTran
service with the operating system.
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-
ﬁ Centran Configuraticn Ma 415 (O

Self Signed Certificates .
Service
Service
USE Keybox Setup Centran Service Status:
Database Settings
Security Settings Centran Management (Web Browser)

Input / Qutput File Settings

The Centran service must be installed and started with the Windows operating systern to be available
for use.

Centran Status

The Centran configuration file (Centran.exe.config) contains various settings including those for the

CEDSEiERaL s these settings to take effect. The Centran configuration file is located in the Centran installation

web service and management web interface, The Centran service must be restarted for changes to

Web RSS Feed Settings

directory.

Centran Agent Settings

Install Start Uninstall

Centran Event Log

You will now have a link available to open the Centran Management interface in your default web browser. Your web browser must
support HTML5 and CSS3. This includes the following browsers:

1.

4.

Internet Explorer 9 or higher

. Firefox 10 or higher

Google Chrome 16 or higher

Apple Safari 5 or higher

If you are using Internet Explorer, you must have compatibility mode for intranet sites turned off under the Tools menu. Press Alt-T
to open the tools menu in Internet Explorer to get to this setting.

You can now manage Centran settings either directly through the Centran Configuration Manager or through the web browser
Centran Management interface. You will now need to set up the Centran settings using one of these two methods, and then you
can start processing lock transactions using Centran.
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Configure the Centran Service using Centran Configuration Manager

The Centran Configuration Manager supports directly managing a running Centran service on the same computer. It does not
support managing a Centran service running on a different computer. To manage a running Centran service, you must have
already set up the appropriate Centran configuration file settings and certificates. You must have also installed and started the
Centran service.

Managing the Centran service:
The following sections describe setting up and managing the Centran service using the Centran Configuration Manager:

» Setup Keybox

o Select ODBC Database Connection
o Set Company Number

o Set File Settings

« Start Transaction Processing

o View Web Service Settings

e View Web RSS Feed Settings

o View Centran Agent Settings

e View Centran Event Log

 Stop Transaction Processing
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Setup Keybox

Click on the USB Keybox Setup tab on the Centran Configuration Manager:

You should see the following tab page displayed by the Centran Configuration Manager:

Self Signed Certificates

Service

| USB Keybox Setup

Database Settings

Security Settings

Input / Cutput File Settings

Centran Status

Web Service Settings

Welr RSS Feed Settings

Centran Agent Settings

Centran Event Log

-
ﬁ Centran Configuration Ma 4.1.5 o=

USBE Keybox Setup

Is Keybox Connected / Responding:

Is Keybox Firmware Version Good:

Is Keybox Setup:
Hardware Type:

Firmware Version ID:
Firrnware Version:
Hardware Serial Nurnber:
Device It

Custormer It

Kaba Mas Customer Number:
Kaba Mas Order Mumber
Device Initialization Date:
Abbreviated Device ID:
Abbreviated Customer ID:

Device Description:

Present

Firmware Version is up to date
(UsBKepoxinstallaion has notbeensetwp

Cencon USE Key Box

200712

1.3.1635 2009/10,/20 17:05:37

01363A99140000FD

ALA Test

AAA, Test Program

LLID=264

2013-02-1913:59:367

2013-02-19

0378

0000

Bank FLM Route Education

Max FLM Locks Restriction: 40
Max Route Locks Restriction: 40
Max Bank Locks Restriction: 40
Max Device Reinstall Restriction: 100
Read USE KeyBox Install Key

Place your Keybox install key in the first port of the keybox: (This will be the port farthest away from the USB connection.)
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Click on the Read USB Keybox Install Key button on the USB Keybox Setup tab page.

You should see the following in the USB Keybox Setup tab page.
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ﬁ Centran Configuratiocn Manager 4.1.5.2969 | =RE 2 |

Self Signed Certificates

USBE Keybox Setup

Service
USB Keybox Setup Is Keybox Connected / Responding:  Present
Database Settings Is Keybox Firmware Version Good: Firrnware Version is up to date
B T Hardware Type: Cencon USE Key Box

Firmware Version ID: 200712
Centran Status

Firrnware Version: 1.3.1635 2009,10/20 17:05:37
Web Service Settings

Hardware Serial Mumber: 013634991 40000F 0

Web R55 Feed Settings | = e

Centran Agent Settings

Centran Event Log Centran read the USE KeyBox Install Key successfully!

Abl
Device Description: Bank FLM Route Education
Max FLM Locks Restriction: 40
Max Route Locks Restriction: 40
Max Bank Locks Restriction: 40
Max Device Reinstall Restriction: 100
Read USE KeyBox Install Key

Click on the OK button on message box.

You should see the following in the USB Keybox Setup tab page.
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-
ﬂ Centran Configuration Manager 4.1.5.2969

Self Signed Certificates

Service

| USE Keybox Setup

Database Settings

Security Settings

Input / Cutput File Settings

Centran Status

Web Service Settings

Wel» R55 Feed Settings

Centran Agent Settings

Centran Event Log

USBE Keybox Setup

Iz Keybox Connected / Responding:

Iz Keybox Firmware Version Good:
Is Keybox Setup:

Hardware Type:

Firrnware Version ID:
Firrnware Version:

Hardware Serial Murmber:
Device It

Customer ID:

Kaba Mas Customer Mumber:
Kaba Mas Order Mumber
Device Initialization Date:
Abbreviated Device ID:
Abbreviated Customer ID:

Device Description:

Present

Firmware Version is up to date
USE Keybox installation has been set up
Cencon USE Key Box

200712

1.3.1635 2009,/10,/20 17:05:37
01363A09140000FD

ALA Test

ALA, Test Program

LLID#264
2013-02-1913:59:367
2013-02-19

0378

0000

Bank FLM Route Education

Max FLM Locks Restriction: 40
Max Route Locks Restriction: 40
Max Bank Locks Restriction: 40
Max Device Reinstall Restriction: 100
Read USE KeyBox Install Key
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Select ODBC Database Connection

Click on the Database Settings tab on the Centran Configuration Manager:

You should see the following tab page displayed by the Centran Configuration Manager:

-
ﬁ Centran Configuration Ma 4.1, =l

Self Signed Certificates Open Con ity (ODBO) -
Service
USB Keybox Setup Data Source Name
. Database Settings | UserD
Security Settings Iz Database Administrator

g A Is Database System Administraton

Default Schema Mame;
Centran Status

Database Management Systermn Mame:
Web Service Settings

Database Management Systemn Version:

Web R55 Feed Settings
Server Mame;

Centran Agent Settings Database Name:

Centran Event Log Instance Mame

Is Case Sensitive:

Select ODBC Data Source

You will need to have set up an ODBC database connection specifying the database you want to use. The ODBC database
connection will need to be configured to use SQL authentication. Click on the Select ODBC Data Source button. You should
see the following dialog displayed:
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Select ODEC Data Source

Please select the ODEC data source you want to use. The user |D and password is required for data sources that use SQL
@ authentication. The user |0 and password can be omitted f your database uses Windows authentication.

Database Authertication Settings
Database Connection User D

Database Connection Passward:

Description

EngTestSrvZ4GE Test SGL Auth SQL Server Mative Client 10.0

Select the ODBC database connection you want to use. For SQL authentication, you will also need to enter a user name and
password for the CenTran service to use with the database connection.

You should see the following tab page displayed by the Centran Configuration Manager:
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ﬁ Centran Configuration Manager 4.1.5.296%

=@ = |

Service
USE Keybox Setup Data Source Mame
Database Settings UserID

Security Settings Iz Databasze Administrator

B F s Is Database Systern Administraton

Default Schema Mame:
Centran Status

Database Management Systern Mame:

Web Service Settings
Database Management Systern Version:

Self Signed Certificates Open Datal Connectivity (ODBQ) Datat Settings

EngTestSrv24GE Test SQL Auth

Centran5QLAuthUser

The current user is a database administrator

The current user is not a database system administrator

dbo
Microsoft SQL Server

10.50.2550

Web RS5 Feed Settings

Centran Management

Centran Agent Settings

Centran Event Log

:I Centran set the ODBC database connection successfully!

|| be case sensitive

b

Click on the OK button on message box.

You should see something similar to the following tab page displayed by the Centran Configuration Manager, depending on your

database configuration:
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Self Signed Certificates

Service

USE Keybox Setup

Database Settings

Security Settings

Input / Qutput File Settings

Centran Status

Web Service Settings

Web RSS Feed Settings

Centran Agent Settings

Centran Event Log

-
“ Centran Configuration Manager 4.1.5.296€

Open Database Connectivity (0DBC) Database Settings

Data Source Mame

UserID

Iz Database Administrator

Is Database Systern Administrator:
Default Schema Mame:

Database Managemnent Systern Mame:

Database Managemnent Systern Version:

Server Mame;
Database Mame:
Instance Mame

Iz Case Sensitive:

EngTestSrv24GE Test SQL Auth

Centran5QLAuthUser

The current user is a database administrator

The current user is not a database systern administrator
dbo

Microsaft SQL Server

10.50.2550

EMGTESTSRV24GE

TestDatab

MS5SQLSERVER

The database is not configured to be case sensitive

Select ODBC Data Source

© 1996-2013 Kaba Mas LLC

Document Number 2076.039 Rev. G 02/13 CenTran® 4.1.5 Getting Started Guide

47



CenTran 4.1.5 Getting Started Guide

Set Company Number

Click on the Security Settings tab on the Centran Configuration Manager:

You should see the following tab page displayed by the Centran Configuration Manager:

-
g Centran Configuration Ma 41. L]
Self Signed Certificates Security Settings
Service
USE Keybox Setup Iz Keybox Connected / Responding: Present
Database Settings Iz Keybox Firmware Yersion Good: Firrnware Yersion is up to date
Security Settings Iz Keybox Setup: USE Keybox installation has been set up
B Is Database Connection Set: Database Connection is set
Is Company Mumber Set: Com number is set correct
Centran Status pany peny Y
Iz Database Configuration Data Present: Cencon system configuration data is present in the
Web Service Settings database
Web RSS Feed Settings Keybox Security Match Cencon Configuration: USE Keybox matches Cencon system configuration

Centran Event Log

Set Company Number

Click on the Set Company Number button. You should see the following dialog displayed:
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Set Company Mumber ﬁ

Flease enter the company number used to
-~ secure your Cencon installation.

o Security Settings

Company Number: |

| ok || Cancel

A

Enter the 4 digit company number you are using with Cencon. This is a sensitive piece of security information that is part your
security with the Cencon system. You should record it and keep it in a secure place. The company number you enter for use by the
CenTran service must match the one you are using with Cencon.

You should see the following tab page displayed by the Centran Configuration Manager:

ﬂ Centran Configuration Manager 4.1.5.2969 | = | (=l | 2 |
Self Signed Certificates Security Settings
Service
USE Keybox Setup Is Keybox Connected / Responding: Present
Database Settings Iz Keybox Firmware Yersion Good: Firmware Yersion is up to date
Security Settings Is Keybox Setup: USE Keybox installation has been set up
T E Is Database Connection Set: Database Connection is set
Is Company Mumber Set: Company number is set correctly
Centran Status
Iz Database Configuration Data Present: Cencon system configuration data is present in the
Web Service Settings database
Web RSS Feed Settings Keybox Security Match Cencon Configuration: USE Keybox matches Cencon system configuration

Centran Event Lag

Set Company Number J

:I Centran set the company number security settings successfully!

49



Click on the OK button on message box.

You should see the following tab page displayed by the Centran Configuration Manager:

-
ﬂ Centran Configuration Manager 4.1.5.2969 = can X
Self Signed Certificates Security Settings
Service
| USE Keybox Setup Is Keybox Connected / Responding: Present
Database Settings Is Keybox Firmware Yersion Good: Firmware Yersion is up to date
Security Settings Iz Keybox Setup: USE Keybox installation has been set up
e e . Iz Database Connection Set: Database Connection is set
Is Company Mumber Set: Company number is set correctly
Centran Status
Iz Database Configuration Data Present: Cencon system configuration data is present in the
Web Service Settings database
Web RSS Feed Settings Keybox Security Match Cencon Coenfiguration: USE Keybox matches Cencon systern configuration

Centran Agent Settings Company Mumber Match Cencon Configuration: Company number matches Cencon systemn configuration

Centran Event Log

Set Company Number
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Set File Settings

1. Click on the Input / Output File Settings tab on the Centran Configuration Manager:

You should see the following tab page displayed by the Centran Configuration Manager:

Self Signed Certificates Input / Output File Settings

Service

USE Keybox Setup Input File Directony:

Database Settings Input File Extension:

Security Settings Delay Before Reading Input Files (Milliseconds): 10
élnputf{}utput File Settin_g;; Output File Directory:

Output File Extension:
Centran Status

Save Diagnostic Information: Mot saving diagnostics information.

Web Service Settings
Diagnostic File Path:

Web RSS Feed Settings

Default Dispatcher ID: CEMTRAM
Centran Agent Settings Force Default Dispatcher To Be Used: Mot forcing default dispatcher ID to be used for transaction
Centran Event Log processing.

‘ Set File Settings

‘ Set Default Dispatcher Settings

2. You will need to setup an input directory and an output directory for Centran to receive file transactions and return the response.

¢ Input Directory - The input directory is the directory where CenTran reads transactions being sent to it. It looks in this
directory for files representing lock transactions to be processed. You will need to create an input directory that you want to
use for CenTran to listen for incoming file transactions.

« Input File Extension - The input file extension defined here is the file extension CenTran looks for when attempting to
find transaction input files in the input directory that has been identified. If an input file extension is not set, then the CenTran
service will attempt to read any file placed in the input directory.
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o Input File Delay - The delay before reading next input transaction file setting is intended to allow a delay after detecting a
file and before reading it. It is possible for an error in reading the input file to occur if it has not been completely written to the
input directory yet. This delay allows the write of the input file to complete before the CenTran service reads the file. This
delay begins when a transaction file is detected in the input directory by CenTran.

e Output Directory - The output directory is the directory where CenTran places the output files containing the results of
processed transactions. This directory can be the same directory as the one used to contain input files. If the two directories
are the same, then the files must have different extensions assigned. You will need to create an output directory that you
want to use for CenTran to write output files to.

« Output File Extension - The output file extension is the file extension placed by CenTran at the end of output file names.
The file names will be the same as the input file names, except for the file extension. If an output file extension is set, then
that extension will be placed at the end of output files produced by CenTran.

Centran has been validated against the SuperSpeed RamDisk Plus software. This software allows you to use a ram disk as
the file location used for transferring Centran transaction files. This improves performance and speed of transferring Centran
transaction files, and eliminates hard drive wear from transferring Centran transaction files. This software is available at
http://www.superspeed.com/desktop/ramdisk.php. SuperSpeed RamDisk is a Microsoft Certified software.

3. Click on the Set File Settings button. You should see the following dialog displayed:

g ™

Please enter the file settings for Centran to process transactions.

Input File Settings

Input File Directory: ChCertranin

Inputt File Bxtension: top
Input File Delay (Miliseconds): (10
Output File Settings

Output File Directory:  C:\CentranOut

Output File Extension:  top

Diagnostic Settings

[7] Enable Diagnestic Information

Diagnostic File Location:

4. Enter the input and output directories and extensions for the CenTran service to process files. Optionally, you can enable CenTran

to record diagnostic output to a file, but this slows down performance. Once you have entered the settings you want to use, click on
the OK button.

You should see the following tab page displayed by the Centran Configuration Manager:
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ﬁ Centran Configuration Manager 4.1.5.2969 | o | = 2 |

Self Signed Certificates Input / Output File Settings
Service
USE Keybox Setup Input File Directony: ChCentranln’,
Database Settings Input File Extension: top
Security Settings Delay Before Reading Input Files (Milliseconds): 10
Input / Output File Setting Cutput File Directony: ChCentranOuth,
Cutput File Bxtension: top
Centran Status
Save Diagnostic Information: Mot saving diagnostics information.

Web Service Settings

Diagnostic File Path:
Web R55 Feed Settings

Default Dispatcher ID: CENTRAM
Centran Agent Settings Force Default Dispatcher To Be Used: Mot forcing default dispatcher ID to be used for transaction
Centran Event Log processing.

[ Set Default Dispatcher Settings ]

Centran Manage

5. Click on the OK button on message box.

You should see the following tab page displayed by the Centran Configuration Manager:
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rﬂ Centran Configuration Manager 4. 969
Self Signed Certificates Input / Output File Settings
Service
|| USB Keybox Setup Input File Directony:
Database Settings Input File Extension:
Security Settings Delay Before Reading Input Files (Milliseconds):
Input / Output File Setting Output File Directony:

Cutput File Extension:
Centran Status

Save Diagnostic Information:
Web Service Settings

Diagnostic File Path:
Web R55 Feed Settings

ChCentranln',
top

10
ChCentranOut,
top

Mot saving diagnostics information.

Default Dispatcher ID: CEMTRAM
IS AT A S Force Default Dispatcher To Be Used: Mot forcing default dispatcher ID to be used for transaction
Centran Event Log processing.
Set File Settings
Set Default Dispatcher Settings

6. You will also need to set the default dispatcher ID to be used for the CenTran service when a dispatcher ID is not available for a
transaction being processed. Optionally, you can force this dispatcher ID to be used instead of the dispather ID associated with a

transaction. Click on the Set Default Dispatcher Settings button.

You should see the following dialog displayed:

Set Default Dispatcher Settings

You should see the following dialog displayed:

Please enter the default dispatcher settings for Centran to process transactions.

Default Dispatcher Settings

Default Dispatcher (D ENTRAM

[7] Force Use of Default Dispatcher 1D
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7. Enter the default dispatcher ID you want to use. This default dispatcher ID must have been already set up under Cencon, and be
present in the database. The role that the default dispatcher is assigned to will effect what authorizations the default dispatcher has.
Once you have entered the default dispather ID you want to use, click on the OK button.

You should see the following message displayed by the Centran Configuration Manager:

rﬂ Centran Configuration Manager 4. 969
Self Signed Certificates Input / Output File Settings
Service
|| USB Keybox Setup Input File Directony:
Database Settings Input File Extension:
Security Settings Delay Before Reading Input Files (Milliseconds):
Input / Output File Setting Output File Directory:

Cutput File BExtension:
Centran Status

Save Diagnostic Information:
Web Service Settings

Diagnostic File Path:

Web RS5 Feed Settings .
Default Dispatcher ID:

SRR S BT Force Default Dispatcher To Be Used:

Centran Event Log

ChCentranln',
top

10
ChCentranOut,
top

Mot saving diagnostics information.

CEMTRAM

Mot forcing default dispatcher ID to be used for transaction
processing.

Set File Settings

Set Default Dispatcher Settings

Centran Manage

o e
@ Centran set the default dispatcher settings successfully!
b -

()
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Start Transaction Processing

Click on the Centran Status tab on the Centran Configuration Manager:

You should see the following tab page displayed by the Centran Configuration Manager:

' ™
g Centran Configuration Manager 4.1.5.2969 b@g

Self Signed Certificates Centran Status
Service

i USE Keybox Setup Iz Monitoring For Transaction Files:
Database Settings Iz Poelling For Transaction Files:
Security Settings Iz Processing Web Requests:

B Iz Processing Web Feeds Requests:

Iz Processing Centran Agent Requests:
i Centran Status

Product Mame: Centran
Web Service Settings
Yersion: 4.1.5.299
Web R55 Feed Settings ] ]
Major Version Mumber 4
Centran Agent Settings Minor Version Mumber: 1
Centran Event Leg Maintenance Version Mumber: 5
Build Version Mumber: 2969
Server Date Time (UTC): 2013-02-19T14:50:50.490L
Server Date Time (Local): 2013-02-19T08:50:50.490-05:00
Server Time Zone Bias: -05:00

‘ Start Transaction Processing

‘ Stop Transaction Processing

Click on the Start Transaction Processing button. You should see the following message dialog displayed:

)]
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ﬂ Centran Configuration Manager 4.1.5.2969

=@ = ]

Self Signed Certificates

Service

USE Keybox Setup

Database Settings

Security Settings

Input / Cutput File Settings

Centran 5tatus

Web Service Settings

Web RSS Feed Settings

Centran Agent Settings

Centran Event Lag

Centran Status

Is Menitoring For Transaction Files:
Iz Pelling For Transaction Files:
Is Processing Web Requests:

Is Processing Web Feeds Requests:

Is Processing Centran Agent Requests:

Product Mame:

Version:

Major Version Mumber:

Minor Version Mumber:
Maintenance Versicn Mumber:
Build Version Mumber:

Server Date Time (UTC):

Centran Management

Server Date Tif”

Server Time £

Centran

41.5.2969
4

1

5

2969

2013-02-19T14:50:50.490Z

:I Centran has successfully started processing transactions!

LS

Click on the message dialog OK button.

You should see the following tab page displayed by the Centran Configuration Manager:
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-
ﬂ Centran Coenfiguration Manager 4.1, lg“ﬂg

Self Signed Certificates Centran Status

Service

USE Keybox Setup Iz Monitoring For Transaction Files: Centran is event monitoring for received transaction files
Database Settings Iz Polling For Transaction Files: Centran is polling for received transaction files

Security Settings Iz Processing Web Requests: Centran is processing web service transaction requests

e s e Iz Processing Web Feeds Requests: Centran is processing web feeds requests

Iz Processing Centran Agent Requests: Centran is processing Centran Agent requests

Centran Status
Product Mame: Centran
Web Service Settings
Yersion: 4.1.5.2959
Web RSS Feed Settings ] ]
Major Version Mumber 4
B Minor Version Mumber: 1
Centran Event Log Maintenance Version Mumber: 5
Build Version Mumber: 2969
Server Date Time (UTC): 2013-02-19T14:50:50.4907
Server Date Time (Local): 2013-02-19T08:50:50.490-05:00
Server Time Zone Bias: -05:00

Start Transaction Processing

Stop Transaction Processing
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View Web Service Settings

The web service settings are configured in the sytem.serviceModel section of the CenTran service configuration file. The
resultant web service based on the settings can be viewed while the CenTran service is processing transactions.

Click on the Web Service Settings tab on the Centran Configuration Manager:

You should see the following tab page displayed by the Centran Configuration Manager:

-
ﬂ Centran Configuraticn Ma 41, (O

Self Signed Certificates Web Service Settings
Service

Mame Value i
iz Emiene Endpeoint Mame MetMamedPipeBinding_ICentran -
Database Settings Endpoint Address net.pipe:/flocalhost/CentranService

Endpoint Binding MetMamedPipeBinding
Security Settings Endpeoint Contract  ICentran
T F e ContraFt Configura.. CentranlCentran

Operation LockRemoteBvaluateEvent
Centran Status LockRemotefctivate
Web Serice cots LockRemoteShelve

b Service Settings ; LockRemoteAddUsers
Wek RSS Feed Settings LockRemoteDeletellsers
LockRemoteSetTime

Centran Agent Settings LockRemoteSetAccess

LockRemoteSetOpenDelayWindow
LockRemoteResynchronizeDispatching

Centran Event Log

LockRemoteResynchronizelsers
LockRemoteReboot
UpdatelserKey
ReadUserkey
Updatellser

Deletellser

ReadKey

UserQuery
UserQuernyCount
UserHistoryQuery
UserHistoryQueryCount
UserfrchiveQuery
UserArchiveQueryCount
Customerfdd

TurtarnarB oo
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View Web RSS Feed Settings

The web rss feed settings are configured in the sytem.serviceModel section of the CenTran service configuration file. The
resultant web rss feeds based on the settings can be viewed while the CenTran service is processing transactions.

Click on the Web RSS Feed Settings tab on the Centran Configuration Manager:

You should see the following tab page displayed by the Centran Configuration Manager:

Self Signed Certificates

Service

USE Keybox Setup

Database Settings

Security Settings

Input / Cutput File Settings

Centran Status

Web Service Settings

Web R55 Feed Settings

Centran Agent Settings

Centran Event Log

-
ﬂ Centran Configuraticn Ma 41, (O

Web RSS Feed Settings
Mame Value
Endpeoint Mame WebHttpBinding_ICentranFeeds

Endpoint Address https://localhost/CentranFeedsService/

Endpoint Binding WebHttpBinding

Endpeoint Contract  ICentranFeeds

Contract Configura... CentranJCentranFeeds

Operation ReadfuditRecordHTML
SyndicationFeed_R55_Text_LockErrors
SyndicationFeed_R55_Text_LockBEvents

Endpoint Name WebHttpBinding_ICentranFeeds

Endpoint Address http://localhost/CentranFeedsService/

Endpeint Binding WebHttpBinding

Endpoint Contract  [CentranFeeds

Contract Configura... CentranICentranFeeds

Operation ReadAuditRecordHTML
SyndicationFeed_R55 Text_LockErrors
SyndicationFeed_R55_Text_LockEvents
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View Centran Agent Settings

The Centran Agent settings are configured in the sytem.serviceModel section of the CenTran service configuration file. The
resultant web service based on the settings can be viewed while the CenTran service is processing transactions.

Click on the Centran Agent Settings tab on the Centran Configuration Manager:

You should see the following tab page displayed by the Centran Configuration Manager:

Self Signed Certificates

Service

USE Keybox Setup

Database Settings

Security Settings

Input / Cutput File Settings

Centran Status

Web Service Settings

Welr RS5 Feed Settings

Centran Agent Settings

Centran Event Log

Centran Agent Settings

-
ﬁ Centran Configuraticn Ma 41, (O

Mame

Endpeoint Mame
Endpoint Address
Endpoint Binding
Endpeoint Contract

Contract Configura...

Operation

Endpeoint Mame

Endpoint Address
Endpoint Binding
Endpeoint Contract

Contract Configura...

Dperation

Endpoint Name

Endpoint Address
Endpeint Binding
Endpoint Contract

Contract Configura...

Operation

Endpeoint Mame
Frcdnnint Addrece

Value

W5HttpBinding_ICentranAgent
https://localhost/CentranfgentService/scap/
WiHttpBinding

ICentranAgent

CentranCentranAgent

Version

LockRemoteStatus
LockRemoteDownloadAudits
LockRemoteEvaluateEvent
W5HttpBinding_ICentranfgent
http://localhost/CentranfgentService/soap/
W5HttpBinding

ICentranfgent

Centran.ICentranAgent

Version

LockRemoteStatus
LockRemoteDownloadAudits
LockRemoteEvaluateEvent
WebHttpBinding_ICentranfAgent
https://localhost/CentranfAgentService/rest/
WebHttpBinding

ICentranfgent

CentranICentranAgent

Version

LockRemoteStatus
LockRemoteDownloadAudits
LockRemoteBvaluateEvent

WebHttpBinding_ICentranfgent

bt fflaralhact T antranfinentlanirafract £

4 |

L

13

m
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View Event Log

Click on the Centran Event Log tab on the Centran Configuration Manager:

You should see the following tab page displayed by the Centran Configuration Manager:

Self Signed Certificates

Service

USE Keybox Setup

Database Settings

Security Settings

Input / Qutput File Settings

Centran Status

Web Service Settings

Web RSS Feed Settings

Centran Agent Settings

Centran Event Log

The CenTran Management interface loads event log audits 100 at a time. To load additional audits for viewing, click on the Load

More button.

You can also save the Centran event log to an HTML file. Click on the Save As button to save the event log. This will display a

i I
ﬁ Centran Configuraticn Manager 4.1.5 LE Ehlg

H & ¥
et St Save Az Refresh Load More
RowlID Time Lock Descripticn
10 2013-02-190%.... Centran Event - Started Processing

2013-02-1909:...
2013-02-190%....
2013-02-190%....

7

Centran Event - Set Default Dispatcher Setti...
Centran Event - Set Installation File Settings
Centran Event - Set Installation Company M...

5 2013-02-18 16:... Centran Event - Set Installation Database Se..
4 2013-02-18 16:... Centran Event - Set Installation Database 5e...
2 2013-02-18 16:... Centran Event - Read Keybox Install Key

save file dialog to allow you to choose the file to save to. The entire event log will be saved to the file.

The CenTran event log is limited in size based on the settings you made in the CenTran service configuration file. Once the event

log reaches the limit you set, it will delete the oldest audits to remain within the limit when new audits are added. This occurrs

based off of the granularity you set in the configuration file. The event log will be allowed to grow slightly larger than the set limit

based off of the granularity size used to regulate how often the check is made.
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Additional information is available in the CenTran event log registered with the operating system. Service start and stop events are
recorded there. Additionally, if internal errors occur within CenTran, the description of the error is recorded there also. This can be
accessed by opening the administrative tools section of the control panel for your computer. Under that is an item labled Event
Viewer. Open the Event Viewer, and you will see a CenTran event log under the application and services event logs section.

Also, additional information is available in the Windows Communiction Foundation (WCF) diagnostic output set up from the Centran
configuration file. The default settings from the Centran configuration file creates a diagnostic output file for Windows
Communication Foundation (WCF) events, named WcfServiceTrace.svclog. This file will be created within the application
directory the Centran service is installed to. This file can be viewed using the Microsoft Service Trace Viewer
(SvcTraceViewer.exe). Double clicking on the file will automatically open the file under the Microsoft Service Trace Viewer.

The Microsoft Service Trace Viewer is available as a free download within the Windows Platform SDK.
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Stop Transaction Processing

Click on the Centran Status tab on the Centran Configuration Manager:

You should see the following tab page displayed by the Centran Configuration Manager:

Self Signed Certificates

Service

USE Keybox Setup

Databrase Settings

Security Settings

Input / Qutput File Settings

Centran Status

Web Service Settings

Web RSS Feed Settings

Centran Agent Settings

Centran Event Log

Centran Status

Iz Menitoring For Transaction Files:
Iz Polling For Transaction Files:
Iz Processing Web Requests:

Iz Processing Web Feeds Requests:

Iz Processing Centran Agent Requests:

Product Mame:

Version:

Major Version Mumber:

Minor Version Number:
Maintenance Version Number:
Build Version Number:

Server Date Time (UTC):
Server Date Time (Local):

Server Time Zone Bias;

i N
ﬂ Centran Configuration Manager 4.1.5 @ﬂu

Centran is event monitoring for received transaction files
Centran is polling for received transaction files
Centran is processing web service transaction requests
Centran is processing web feeds requests

Centran is processing Centran Agent requests

Centran

4,1,5.2969

4

1

5

2969

2013-02-19T14:50:50.490Z
2013-02-19709:50:50.490-05:00

-05:00

Start Transaction Processing

Stop Transaction Processing

Click on the Stop Transaction Processing button. You should see the following message dialog displayed:
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ﬁ Centran Configuration Manager 4.1.5.2960

(=[E@] =

|"|

Self Signed Certificates

Service

USE Keybox Setup

Database Settings

Security Settings

Input / Qutput File Settings

Centran Status

Web Service Settings

Web RSS Feed Settings

Centran Agent Settings

Centran Event Log

Centran Status

= Menitoring For Transaction Files:
Iz Polling For Transaction Files:
Is Processing Web Requests:

Is Processing Web Feeds Requests:

Iz Processing Centran Agent Requests:

Product Mame:

Version:

Major Version Mumber:

Mincr Version Mumber:
Maintenance Version Mumber:

Build Version Mumber;

Server Date Tirne (UTC):

- )

< e
@ Centran has successfully stopped processing transactions!
<

Centran is event monitoring for received transaction files
Centran is polling for received transaction files

Centran is processing web service transaction requests
Centran is processing web feeds requests

Centran is processing Centran Agent requests

Centran

4.1.52969

4

1

2969
2013-02-19715:01:41.9547

o]

LS

Click on the message dialog OK button.

You should see the following tab page displayed by the Centran Configuration Manager:
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i ™
g Centran Configuration Manager 4.1.5 @ﬂg

Self Signed Certificates Centran Status

Service

USE Keybox Setup Is Monitoring For Transaction Files:
Database Settings Iz Pelling For Transaction Files:
Security Settings Is Processing Web Requests:

Input / Output File Settings Iz Processing Web Feeds Requests:

Iz Processing Centran Agent Requests:

Centran Status
: Product Name: Centran
Web Service Settings
Yersion: 4.1.5.2909
Web RSS5 Feed Settings ) ]
Major Version Mumber: 4
SEET AT R Minor Version Mumber 1
Centran Event Log Maintenance Version Number: 5
Build Version Mumber; 2909
Server Date Time (UTC): 2013-02-19T14:50:50.4907
Server Date Time (Local): 2013-02-19T08:50:50.490-05:00
Server Time Zone Bias: -05:00

‘ Start Transaction Processing

‘ Stop Transaction Processing
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Configure the Centran Service using Web Management Interface

The web browser Centran Management interface supports remotely managing a running Centran service. To manage a running
Centran service, you must have already set up the appropriate Centran configuration file settings and certificates. You must have
also installed and started the Centran service.

Managing the Centran service:

The following sections describe setting up and managing the Centran service using the web browser Centran Management
interface:

e Log on to CenTran Management

o Setup Keybox

o Select ODBC Database Connection
o Set Company Number

o Set File Settings

« Start Transaction Processing

o View Web Service Settings

o View Web RSS Feed Settings

e View Centran Agent Settings

o View Centran Event Log

o Stop Transaction Processing
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Log on to CenTran Management

Note: To access the CenTran Management interface in a web browser, the CenTran service must be installed and started.
Your web browser must support HTML5 and CSS3. This includes the following browsers:

1. Internet Explorer 9 or higher

2. Firefox 10 or higher

w

. Google Chrome 16 or higher

4. Apple Safari 5 or higher

If you are using Internet Explorer, you must have compatibility mode for intranet sites turned off under the Tools menu. Press Alt-T to
open the tools menu in Internet Explorer to get to this setting.

The URL of the Centran web management interface is of the form:
https://10.108.6.90/CentranManagement/

You will need to replace the 10.108.6.90 in the URL with the name you gave the Centran Web Service Certificate you created
earlier.

Open the URL in your preferred web browser, and you should see the following:

P ™

The server 10,108,690 at requires a username and password,

| User name |

| Passwaord |

[T Remember my credentials

| ok || cancel

Enter the user name and password you set in the CenTran service configuration file, and select OK. The default user name is
admin. The default password is password.

You should see the following in your web browser:
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@ https://10.108.6.90/CentranManagement/index.htm & Centran Management

Eile Edit Miew Favorites Tools Help

Centran Status
+ Centran Status
USE Keybox Setup

Database Settings Is Monitoring For Transaction Files:

Security Settings Is Polling For Transaction Files:

Input / Output File Settings Is Processing Web Reguests:

Web Service Settings Is Processing Web Feeds Reguests:

Is Processing Centran Agent Reguests:
Web RSS Feed Settings

Product Name: Centran
Centran Agent Settings Version: 4.1.5.2969
Major Version Number: 4
Centran Event Log Minor Version Number: 1
Maintenance Version Mumber: 5
Build Version Number: 2969
Server Date Time (UTC): 2013-02-19T19:22:46.311Z
Server Date Time (Local): 2013-02-19T14:22:46.311-05:00
Server Time Zone Bias: -05:00

Start Transaction Processing

Stop Transaction Processing
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Setup Keybox

You will need to have already logged onto the Centran Management interface in your web browser. Click on the USB Keybox
Setup tab on the left side:

You should see the following in your web browser:

@ https://10.108.6.90/CentranManagement/index.htm @ Centran Management

Eile Edit Miew Favorites Tools Help

ent

Centran Status

USB Keybox Setup
USBE Keybox Setup

Database Settings Is Keybox Connected / Responding: Present

Security Settings Is Keybox Firmware Version Good: | Firmware Version is up to date

input / Output File Settings s Keybox Setup: US8 Keybox installation has not been set upl

- i Hardware Type: Cencon USB Key Box

Web Service Settings Firmware Version ID: 200712

Web RSS Feed Settings Firmware Version: 1.3.1635 2009/10/20 17:05:37
Hardware Serial Number: 01363A99140000FD
Centran Agent Settings Device ID: AAA Test

Customer 1D: AAA. Test Program

Kaba Mas Customer Number: LLID#264

Kaba Mas Order Number: 2013-02-19 13:59:36Z
Device Initialization Date: 2013-02-19

Abbreviated Device I1D: 0378

Abbreviated Customer ID: 0000

Device Description: Bank FLM Route Education
Max FLM Locks Restriction: 40

Max Route Locks Restriction: 40

Max Bank Locks Restriction: 40

Max Device Reinstall Restriction:

Centran Event Log

Read USE KeyEox Install Key

Place your Keybox install key in the first port of the keybox: (This will be the port farthest away from the USB connection.)
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Click on the Read USB Keybox Install Key button on the USB Keybox Setup web page.

You should see the following in your web browser:
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@ https://10.108.6.90/CentranManagement/index.htm# ~radXx & Centran Management X L

Eile Edit Miew Favorites Tools Help

Centran Status

USB Keybox Setup
USE Keybox Setup

Database Settings Is Keybox Connected / Responding: |Present

Security Settings Is Keybox Firmware Version Good-  Firmware Version is un to dare

Is Keybox ¢ Read USBE KeyBox Install Key Ll in set up

Input / QOutput File Settings

) - Hardware 1
Web Service Settings Firmware \ @ cCentran read the USE KeyBox Install Key
successfully!

Web RSS Feed Settings Firmware
Hardware £

Centran Agent Settings Device ID:

Customer |

Kaba Mas (

Kaba Mas Gruer murnoer. ZUTSUZ-T9 15 09.50L
Device Initialization Date: 2013-02-19
Abbreviated Device I1D: 0378

Abbreviated Customer ID: 0000

Device Description: Bank FLM Route Education
Max FLM Locks Restriction: 40

Max Route Locks Restriction: 40

Max Bank Locks Restriction: 40

Max Device Reinstall Restriction:

Centran Event Log

Read USB KeyBox Install Key

Click on the OK button on message box.

You should see the following in your web browser:
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& hitps://10.108.6 90/ CentranManagement/index.htm#

ML LR

& Centran Management

File Edit View Favorites Tools

Centran Status

USE Keybox Setup

Database Settings

Security Settings

Input / QOutput File Settings

Web Service Settings

Web RSS Feed Settings

Centran Agent Settings

Centran Event Log

USB Keybox Setup

Is Keybox Connected / Responding:

Is Keybox Firmware Version Good:

Is Keybox Setup:

Hardware Type:

Firmware Version |D:
Firmware Version:

Hardware Serial Number:
Device ID:

Customer 1D:

Kaba Mas Customer Number:
Kaba Mas Order Number:
Device Initialization Date:
Abbreviated Device I1D:
Abbreviated Customer ID:
Device Description:

Max FLM Locks Restriction:
Max Route Locks Restriction:
Max Bank Locks Restriction:

Present
Firmware Version is up to date

USE Keybox installation has been set up
Cencon USE Key Box

200712

1.3.1635 2009/10/20 17:05:37
01363A99140000FD

AAA Test

A_A_A_ Test Program

LLID#Z264

2013-02-19 13:59:362
2013-02-19

0378

0000

Bank FLM Route Education

40

40

40

Max Device Reinstall Restriction: 100

Read USB KeyBox Install Key
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Select ODBC Database Connection

You will need to have already logged onto the Centran Management interface in your web browser. Click on the Database
Settings tab on the left side:

You should see the following in your web browser:

@ https://10.108.6 .90/ CentranManagement/index.htm# ~@c X @ Centran Management

Eile Edit Miew Favorites Tools Help

[ama

Centran Status

Open Database Connectivity (ODBC) Database Settings
USBE Keybox Setup

Database Settings Data Source Name:
User ID:

Is Database Administrator: The current user is not a database administrator

Security Settings

Input / Output File Settings - - .
Pl p 9 Is Database System Administrator: The current user is not a database system administrator

Web Service Settings Default Schema Name:
Database Management System Name:
Database Management System Yersion:

Web RSS Feed Settings

Centran Agent Settings Server Name:
Database Mame:

Centran Event Log Instance Name:

I5 Case Sensitive: The database is not configured to be case sensitive

Select ODEC Data Source

Click on the Select ODBC Data Source button. You should see the following dialog displayed:
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@ https://10.108.6.90/CentranManagement/index.htm# ~radXx & Centran Management X L

Eile Edit Miew Favorites Tools Help

nt

Centran Status

Open Database Connectivity (ODBC) Database Settings
USE Keybox Setup

Database Settings Data Source Name:

User ID:
Security Settings

Is Database Administrator: The current user is not a database administrator

e, oluin, Gl Seilines Is Database System Administrator: The current user is not a database system administrator
Web Service Settings Default Schema Name:
A .

UELRRSREEL R select ODBC Data Source x
L

Centran Agent !
L 7 Please select the ODBC data source you want to use. The user 1D and password is reguired for data sources that use SQL authentication. The
Centran Event I user |0 and password can be omitted if your database connection uses Windows authentication.

Database Authentication Settings
Database Connection User ID:

Database Connection Password:

Name Description Type
EngTestSrv24GB Test SQL Auth SQL Server Mative Client 10.0 System

ok Cancel

Select the ODBC database connection you want to use. If you are using SQL authentication, you will also need to enter a user name
and password for the CenTran service to use with the database connection.

You should see the following in your web browser:
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e @ @ https://10.108.6.90/CentranManagement/index.htm# ~radXx & Centran Management X L

Eile Edit Miew Favorites Tools Help

Centran Status

Open Database Connectivity (ODBC) Database Settings
USE Keybox Setup

Database Settings Data Source Name: EngTestSrv24GE Test SQL Auth

. . User ID: CentranS0OLAuthUser
Security Settings

[FEIELEE]  Select ODBC Data Source + 3l se administrator

B I e e Is Databasi tabase system administrator

- . Centran set the ODBC database connection
Web Service Settings Default Sch Srrese L
Database N

Database N

Web RSS Feed Settings

Centran Agent Settings Server Nar
Database I

Centran Event Log Instance N;

Is Case Sensitive: The database is not configured to be case sensitive

Select ODBEC Data Source

Click on the OK button on message box.

You should see the following in your web browser:
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& hitps://10.108.6 90/ CentranManagement/index.htm#

ML LR

& Centran Management

Eile Edit Miew Favorites Tools Help

ent

Centran Status

Open Database Connectivity (ODBC) Database Settings
USE Keybox Setup

Database Settings Data Source Name: EngTestSrv24GE Test SQL Auth
i . . User ID: CentranSQLAuthUser
Security Settings
Is Database Administrator: The current user is a database administrator
AR At ot g e Is Database System Administrator: The current user is not a database system administrator
Web Service Settings Default Schema Name: dbo

Database Management System Name:  Microsoft SQL Server

ek s e e Database Management System Version: 10.50.2550

Centran Agent Settings Server Name: ENGTESTSRV24GB
Database Mame: TestData6
Centran Event Log Instance Name: MSSQLSERVER

Is Case Sensitive: The database is not configured to be case sensitive

Select ODBC Data Source
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Set Company Number

You will need to have already logged onto the Centran Management interface in your web browser. Click on the Security Settings
tab on the left side:

You should see the following in your web browser:

& nttps://10.108.6 90/ CentranManagement/index.htm# ~adx & Centran Management

File Edit View Favorites Tools Help

T N—

Centran Status

Security Settings
USE Keybox Setup

Database Settings Is Keybox Connected / Responding: Present

Security Settings Is Keybox Firmware Version Good: Firmware Version is up to date

Input / Output File Settings Is Keybox Setup: USB Keybox installation has been set up

. . Is Database Connection Set: Database Connection is set
Web Service Settings

Is Company Number Set: Company number is set correctly

Web RSS Feed Settings
Is Database Configuration Data Present: Cencon system configuration data is present in the database

(ST AT S TE Keybox Security atch Cencon Configuration: USB Keybox matches Cencon system configuration

Set Company Number

Click on the Set Company Number button. You should see the following dialog displayed:
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6 @ @ https://10.108.6 .90/ CentranManagement/index.htm# ~r@adX & Centran Management X L

Eile Edit Miew Favorites Tools Help

Centran Status

Security Settings
USE Keybox Setup

Database Settings

Set Company Number x

Security Settings Is Keybox | i up to date

. . ; :
Input / Qutput File Settings Is Keybox ¢ 2 Please enter the company number used to ition has been set up
|5 Databas secure your Cencon installation.

. . n is set
Web Service Settings

N ; 1s Compan Security settings 5 set correctly
Web RSS Feed Settings Compan
Is Databasi NumEer:Y figuration data is present in the database

Centran Agent Settings Keybox Sec 15 Cencon system configuration

Set Company Number

Enter the 4 digit company number you are using with Cencon. This is a sensitive piece of security information that is part your security
with the Cencon system. You should record it and keep it in a secure place. The company number you enter for use by the CenTran
service must match the one you are using with Cencon.

You should see the following in your web browser:
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e @ @ https://10.108.6.90/CentranManagement/index.htm# ~radXx & Centran Management

Eile Edit Miew Favorites Tools Help

Centran Status

Security Settings
USE Keybox Setup

Database Settings Is Keybox Connected / Responding: Present

Security Settings Is Keybox I i up to date
Set Company Number ®
Is Keybox ¢ ition has been set up

Input / QOutput File Settings

Is Databasq @ Centran set the company number security n is set

settings successfully!
Is Compan & ez 5 set correctly

Web Service Settings

Web RSS Feed Settings
Is Databasi figuration data is present in the database

Centran Agent Settings Keybox Sec . 1 s Cencon system configuration

Centran Event Log Company I . * _ natches Cencon system configuration

Set Company Number

Click on the OK button on message box.

You should see the following in your web browser:
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@ https://10.108.6.90/CentranManagement/index.htm# -racXx & Centran Management

Eile Edit Miew Favorites Tools Help

Centran Status

Security Settings
USE Keybox Setup

Database Settings Is Keybox Connected / Responding: Present
Security Settings Is Keybox Firmware Version Good: Firmware Version is up to date
4
Input / Output File Settings Is Keybox Setup: USB Keybox installation has been set up
. . Is Database Connection Set: Database Connection is set
Web Service Settings
Is Company Number Set: Company number is set correctly
Web RSS Feed Settings
Is Database Configuration Data Present: Cencon system configuration data is present in the database
e Keybox Security atch Cencon Configuration: USB Keybox matches Cencon system configuration
Centran Event Log Company Mumber Match Cencon Configuration: | Company number matches Cencon system configuration

Set Company Number
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Set File Settings

1. You will need to have already logged onto the Centran Management interface in your web browser. Click on the Input / Output File
Settings tab on the left side:

You should see the following in your web browser:

Eile

~@CX

@ https:/,

Edit View Favorites Tools Help

108.6.90/ CentranManagement/index.htm# (& Centran Management

ment

Centran 5tatus

Input / Qutput File Settings
USE Keybox Setup

Database Settings Input File Directory:

. . Input File Extension:
Security Settings D

Delay Before Reading Input Files 10
{Milliseconds):

Input / OQutput File Settings
Qutput File Directory:

Web Service Settings Qutput File Extension:

c . . S Not saving diagnostics
Web RS5 Feed Settings Sawve Diagnostic Information: ol
Centran Agent Settings Diagnostic File Path:

Default Dispatcher ID: CENTRAN
Centran Event Log

Mot forcing default dispatcher ID to be used for

Force Default Dispatcher To Be Used: e e

Set File Settings

Set Default Dispatcher Settings

2. You will need to setup an input directory and an output directory for Centran to receive file transactions and return the response.

Input Directory - The input directory is the directory where CenTran reads transactions being sent to it. It looks in this
directory for files representing lock transactions to be processed. You will need to create an input directory that you want to use
for CenTran to listen for incoming file transactions.

Input File Extension - The input file extension defined here is the file extension CenTran looks for when attempting to find
transaction input files in the input directory that has been identified. If an input file extension is not set, then the CenTran
service will attempt to read any file placed in the input directory.

Input File Delay - The delay before reading next input transaction file setting is intended to allow a delay after detecting a file
and before reading it. It is possible for an error in reading the input file to occur if it has not been completely written to the input
directory yet. This delay allows the write of the input file to complete before the CenTran service reads the file. This delay
begins when a transaction file is detected in the input directory by CenTran.

Output Directory - The output directory is the directory where CenTran places the output files containing the results of
processed transactions. This directory can be the same directory as the one used to contain input files. If the two directories are
the same, then the files must have different extensions assigned. You will need to create an output directory that you want to
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use for CenTran to write output files to.

« Output File Extension - The output file extension is the file extension placed by CenTran at the end of output file names.
The file names will be the same as the input file names, except for the file extension. If an output file extension is set, then that
extension will be placed at the end of output files produced by CenTran.

Centran has been validated against the SuperSpeed RamDisk Plus software. This software allows you to use a ram disk as the
file location used for transferring Centran transaction files. This improves performance and speed of transferring Centran
transaction files, and eliminates hard drive wear from transferring Centran transaction files. This software is available at
http://www.superspeed.com/desktop/ramdisk.php. SuperSpeed RamDisk is a Microsoft Certified software.

3. Click on the Set File Settings button. You should see the following dialog displayed:

& https://10.108.6.90/ CentranManagement/index.htm# ~ @ & X | & Centran Management

File Edit View Favorites Tools Help

J KARA

Set File Settings x

7 Please enter the file settings for Cenftran to process transactions.

Centran 5tatus

USE Keybox Setup
Input File Settings

Database Settings Input File Directory: C:\Centranin

Security Settings Input File Extension: tip

. . Input File Delay
Input / Output File Settings (Milliseconds):

Web Service Settings
2 Qutput File Settings

o Not saving diagnostics
Web RSS Feed Settings Output File Directory:  (C-\CentranQut informatign_ <

Centran Agent Settings Output File Extension:  [top

Centran Event Log Diagnostic Settings

Enable Diagnostic .
Information: Disabled | Enabled

Diagnostic File Location:

4. Enter the input and output directories and extensions for the CenTran service to process files. Optionally, you can enable CenTran to
record diagnostic output to a file, but this slows down performance. Once you have entered the settings you want to use, click on the
OK button.

You should see the following in your web browser:
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6 s@ & https://10.108.6.90/CentranManagement/index.htm# ~@acx & Centran Management x L

Eile Edit View Favorites Tools Help

Centran Status

Input / Qutput File Settings
USBE Keybox Setup

Database Settings Input File Directory: C:\Centranin\
Input File Extension: tin

Security Settings
EEERN  set File Settings ®
{Millisecon

Input / Qutput File Settings
Qutput File

Web Service Settings Qutput File

@ Centran set the input / output file settings
successfully!

- Mot saving diagnostics
Web RSS Feed Settings T L

Centran Agent Settings Diagnostic
Default Dis
Centran Event Lo .
g /1D to be used for

R transaction processing.

Set File Settings

Set Default Dispatcher Settings

5. Click on the OK button on message box.

You should see the following in your web browser:
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-@cX

& https://10.108.6.90/ CentranManagement/index htm# & Centran Management

Eile Edit View Favorites Tools Help

ent

Centran Status

Input / Qutput File Settings
USBE Keybox Setup

Database Settings Input File Directory: C:\Centranin',
Input File Extension: tip
Delay Before Reading Input Files

Security Settings

e X 10

Input / Qutput File Settings (Milliseconds):
L Qutput File Directory: C:A\CentranOuth,
Web Service Settings Qutput File Extension: top
- . . — Not saving diagnostics
Web RSS Feed Settings Save Diagnostic Information: Ty
Centran Agent Settings Diagnostic File Path:
Default Dispatcher ID: CENTRAN

Centran Event Log

Mot forcing default dispatcher ID to be used for

Force Default Dispatcher To Be Used: FATRAETER TTIAE

Set File Settings

Set Default Dispatcher Settings

6. You will also need to set the default dispatcher ID to be used for the CenTran service when a dispatcher ID is not available for a
transaction being processed. Optionally, you can force this dispatcher ID to be used instead of the dispather ID associated with a
transaction.

You should see the following in your web browser:
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e @ & https://10.108.6.90/CentranManagement/index.htm# ~@dx & Centran Management x L

Eile Edit View Favorites Tools Help

nt

Centran Status

Input / Qutput File Settings
USBE Keybox Setup

Database Settings Set Default Dispatc

Security Settings
7 Please enter the default dispatcher settings for Centran to process transactions.

Input / Qutput File Settings
2 - . Default Dispatcher Settings

Web Service Settings Default Dispatcher ID:  [CENTRAN
Force Use Of Default Mot saving diagnostics

Web RSS Feed Settings - ; 5
Dispatcher ID For | Disabled Enabled information.

3 Processin
Centran Agent Settings Transactigns:

Centran Event Log

Ok Cancel

Set File Settings

Set Default Dispatcher Settings

7. Enter the default dispatcher ID you want to use. This default dispatcher ID must have been already set up under Cencon, and be
present in the database. The role that the default dispatcher is assigned to will effect what authorizations the default dispatcher has.
Once you have entered the default dispather ID you want to use, click on the OK button.

You should see the following in your web browser:
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e ‘e)\ @ https://10.108.6.90/CentranManagement/index.htm# L YR, @ Centran Management x L

Eile Edit View Favorites Tools Help

Centran Status

Input / Qutput File Settings
USBE Keybox Setup

Database Settings Input File Directory: C:\Centranin',
Input File Extension: tin

De_la_\-' EEL 5ot Default Dispatcher Settings
{Millisecon

Qutput File
Web Service Settings Qutput File

Security Settings

Input / Qutput File Settings

@ Centran set the default dispatcher settings
successfully!

- Mot saving diagnostics
Web RSS Feed Settings T L

Centran Agent Settings Diagnostic
Default Dis
Centran Event Lo ,
° Force Defa /1D to be used for
s e e e e transaction processing.

Set File Settings

Set Default Dispatcher Settings
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Start Transaction Processing

You will need to have already logged onto the Centran Management interface in your web browser. Click on the Centran Status

tab on the left side:

You should see the following in your web browser:

@ https://10.108.6.90/CentranManagement/index.htm

@ Centran Management

File Edit Wiew Favorites Tools

Centran Status

USBE Keybox Setup

Centran Status

Database Settings

Is Monitoring For Transaction Files:

Security Settings

Is Polling For Transaction Files:

Input / Output File Settings

Is Processing Web Requests:

Web Service Settings

Is Processing Web Feeds Reguests:

Web RSS Feed Settings

Is Processing Centran Agent Regquests:

Product Name:

Centran Agent Settings

Wersion:

Centran Event Log

Major Version Number:

Minor Version Number:
Maintenance Version Mumber:
Build Version Number:

Server Date Time (UTC):
Server Date Time (Local):
Server Time Zone Bias:

ent

Centran

4.1.5.2969

4

1

5

2969
2013-02-19T19:22:46.3112
2013-02-19T14:22:46.311-05:00
-05:00

Start Transaction Processing

Stop Transaction Processing

Click on the Start Transaction Processing button. You should see the following message dialog displayed:
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@ https://10.108.6.90/CentranManagement/index.htm# ~radXx & Centran Management X L

Eile Edit Miew Favorites Tools Help

Centran Status
Centran Status
USE Keybox Setup

Database Settings Is Monitoring For Transaction Files:  |Centran is event monitoring for received transaction files

Security Settings Is Polling F ; N d transaction files
Start Processing Transactions
Is Processil srvice transaction requests

Input / QOutput File Settings

Is Processil @ Centran has successfully started processing eds reguests

) transactions!
Is Processil N Agent requests

Web Service Settings

Web RSS Feed Setti
© i Product Na

Centran Agent Settings Version:
Major Vers
Centran Event Log Minorivers

Maintenance Version Numboer: 5

Build Version Number: 2969

Server Date Time (UTC): 2013-02-19T19:50:59.2247
Server Date Time (Local): 2013-02-19T14:50:59.224-05:00
Server Time Zone Bias: -05:00

Start Transaction Processing

Stop Transaction Processing

Click on the message dialog OK button.

You should see the following in your web browser:
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Eile

& hitps://10.108.6 90/ CentranManagement/index.htm#

ML LR

& Centran Management

Edit  View Favorites Tools Help

Centran Status

USE Keybox Setup

Database Settings

Security Settings

Input / QOutput File Settings

Web Service Settings

Web RSS Feed Settings

Centran Agent Settings

Centran Event Log

Centran Status

Is Monitoring For Transaction Files: Centran is event monitoring for received transaction files
Is Polling For Transaction Files: Centran is polling for received transaction files

Is Processing Web Requests: Centran is processing web service transaction requests
Is Processing Web Feeds Reguests: Centran is processing web feeds requests

Is Processing Centran Agent Requests: Centran is processing Centran Agent requests

Product Name: Centran

Wersion: 4.1.5.2969

Major Version Number: 4

Minor Version Number: 1

Maintenance Version Mumber: 5

Build Version Number: 2969

Server Date Time (UTC): 2013-02-19T19:50:59.2247
Server Date Time (Local): 2013-02-19T14:50:59.224-05:00
Server Time Zone Bias: -05:00

Start Transaction Processing

Stop Transaction Processing
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View Web Service Settings

The web service settings are configured in the sytem.serviceModel section of the CenTran service configuration file. The resultant
web service based on the settings can be viewed while the CenTran service is processing transactions.

You will need to have already logged onto the Centran Management interface in your web browser. Click on the Web Service
Settings tab on the left side:

You should see the following in your web browser:

o

& nttps://10.108.6 90/ CentranManagement/index.htm# ~adx & Centran Management

File Edit Miew Favorites Teools Help

| »

m

Centran Status
Web Service Settings
USE Keybox Setup
Database Settings
Security Settings
Input / Output il Settngs D 7
N Eh e Sernngs Endpo?nt Name: NetNgmedHpeBmdmg_ICenrran .
A Endpoint Address: net pipe:/flocalhost/CentranService
Web RSS Feed Settings Endpoint Binding: NetNamedPipeBinding
- Endpoint Contract: ICentran
CETR LSS Contract Configuration: Centran.ICentran
Centran Event Log Qperation: LockRemoteEvaluateEvent

LockRemoteActivate
LockRemoteShelve
LockRemoteAddUsers
LockRemoteDeleteUsers
LockRemoteSetTime
LockRemoteSetAccess
LockRemoteSetOpenDelaywindow
LockRemoteResynchronizeDispatching
LockRemoteResynchronizelsers
LockRemoteReboot
UpdateUserkey

ReadUserkey

UpdateUser

DeleteUser
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View Web RSS Feed Settings

The web rss feed settings are configured in the sytem.serviceModel section of the CenTran service configuration file. The
resultant web rss feeds based on the settings can be viewed while the CenTran service is processing transactions.

You will need to have already logged onto the Centran Management interface in your web browser. Click on the Web RSS Feed
Settings tab on the left side:

You should see the following in your web browser:

& hitps://10.108 690/ CentranManagement/index htm#

~@adXx

& Centran Management

File Edit Miew Favorites Teools Help

Centran Status
Web RSS Feed Settings

USE Keybox Setup

Database Settings

Security Settings

Input / Output il Settngs D 7

Web Service Settings Endpo?nt Name: WebHttpBinding_ICentranFeeds .
Endpoint Address: https://localhost/CentranFeedsService/

Web RSS Feed Settings Endpoint Binding: WebHttpBinding

i i Endpoint Contract: ICentranFeads
CETR LSS Contract Configuration: Centran ICentranFeeds
Centran Event Log Qperation: ReadAuditRecordHTML

SyndicationFeed_RSS_Text_LockErrors
SyndicationFead_RSS_Text_LockEvents

Name: ——value

Endpoint Name: WebHrttpBinding_ICentranFeeds
Endpoint Address: http://localhost/CentranFeedsService/
Endpoint Binding: WebHrttpBinding

Endpoint Contract: |CentranFeeds

Contract Configuration: Centran ICentranFeeds

Operation: ReadAuditRecordHTML

SyndicationFeed_RSS_Text_LockErrors
SyndicationFeed_RSS_Text_LockEvents
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View Centran Agent Settings

The Centran Agent settings are configured in the sytem.serviceModel section of the CenTran service configuration file. The
resultant web service based on the settings can be viewed while the CenTran service is processing transactions.

You will need to have already logged onto the Centran Management interface in your web browser. Click on the Centran Agent
Settings tab on the left side:

You should see the following in your web browser:

& hitps://10.108 690/ CentranManagement/index htm# ~ @ € X || & Centran Management

File Edit Miew Favorites Teools Help

Centran Status
Centran Agent Settings

USE Keybox Setup

Database Settings

Security Settings

Input / Output il Settngs S 7

Web Service Settings Endpo?nt Name: WSHttpBinding_ICentranAgent .
Endpoint Address: https://localhost/CentranAgentService/soap,/

Web RSS Feed Settings Endpoint Binding: WSHttpBinding

- Endpoint Contract: ICentranAgent
! ST A TATH SR Contract Configuration: Centran. ICentranAgent
Centran Event Log Operation: Version

LockRemoteStatus
LockRemoteDownload Audits
LockRemoteEvaluateEvent

Name: ————lvame

Endpoint Name: WSHttpBinding_ICentranAgent
Endpoint Address: http://localhost/CentranAgentService/soap/
Endpoint Binding: WSHttpBinding
Endpoint Contract: ICentranAgent
Contract Configuration: Centran. ICentranAgent
Operation: Version
LockRemoteStatus

LockRemoteDownload Audits
LockRemoteEvaluateEvent
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View Event Log

You will need to have already logged onto the Centran Management interface in your web browser. Click on the Centran Event
Log tab on the left side:

You should see the following in your web browser:

~@cXx

@ https://10.108.6.90/CentranManagement/index.htm# @ Centran Management

Eile Edit Miew Favorites Tools Help

ment

| »

Centran Status

Centran Event Log Refresh
USBE Keybox Setup

Database Settings
: o T S

Security Settings 20130219

14-47-35 Centran Event - Set Default Dispatcher Settings
Input / Output File Settings
46 el EHIP Centran Event - Set Installation File Settings
- . 14:45:13
Web Service Settings TN
- 14-4119 Centran Event - 5et Installation Company Number
Web RSS Feed Settings

Centran Agent Settings

2013-02-19
Centran Event Log 43 14:37-10 Centran Event - Set Installation Database Settings
2013-02-19
42 143417 Centran Event - Read Keybox Install Key

2013-02-19

40 147518 Centran Event - Stopped Processing
2013-02-19

EL] 142338 Centran Event - Read Keybox Install Key
2013-02-19 B

37 14:16:42 Centran Event - Stopped Processing
2013-02-19

36 14-08-49 Centran Event - Read Keybox Install Key =

The CenTran Management interface loads event log audits 100 at a time. To load additional audits for viewing, scroll to the bottom of
the current audits. Additional audits will be loaded automatically, and the scroll position will be moved up.

The CenTran event log is limited in size based on the settings you made in the CenTran service configuration file. Once the event log
reaches the limit you set, it will delete the oldest audits to remain within the limit when new audits are added. This occurrs based off of
the granularity you set in the configuration file. The event log will be allowed to grow slightly larger than the set limit based off of the
granularity size used to regulate how often the check is made.

Additional information is available in the CenTran event log registered with the operating system. Service start and stop events are
recorded there. Additionally, if internal errors occur within CenTran, the description of the error is recorded there also. This can be
accessed by opening the administrative tools section of the control panel for your computer. Under that is an item labled Event
Viewer. Open the Event Viewer, and you will see a CenTran event log under the application and services event logs section.

Also, additional information is available in the Windows Communiction Foundation (WCF) diagnostic output set up from the Centran
configuration file. The default settings from the Centran configuration file creates a diagnostic output file for Windows Communication
Foundation (WCF) events, named WcfServiceTrace.svclog. This file will be created within the application directory the Centran
service is installed to. This file can be viewed using the Microsoft Service Trace Viewer (SvcTraceViewer.exe). Double clicking on the
file will automatically open the file under the Microsoft Service Trace Viewer.
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The Microsoft Service Trace Viewer is available as a free download within the Windows Platform SDK.
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Stop Transaction Processing

You will need to have already logged onto the Centran Management interface in your web browser. Click on the Centran Status
tab on the left side:

You should see the following in your web browser:

@ https://10.108.6 .90/ CentranManagement/index.htm# ~@c X @ Centran Management

Eile Edit Miew Favorites Tools Help

[ama

Centran Status

Centran Status
USBE Keybox Setup

Database Settings Is Monitoring For Transaction Files: Centran is event monitoring for received transaction files

Security Settings Is Polling For Transaction Files: Centran is polling for received transaction files

Input / Output File Settings Is Processing Web Requests: Centran is processing web service transaction requests

. . Is Processing Web Feeds Requests: Centran is processing web feeds requests
Web Service Settings 4 4 g 3 il

Is Processing Centran Agent Regquests: Centran is processing Centran Agent requests

Web RSS Feed Settings
U Product Name: Centran

Centran Agent Settings Version: 4.1.5.2969

Major Version Number: 4

Centran Event Log Minar Version Number: 1
Maintenance Version Mumber: 5
Build Version Number: 2969
Server Date Time (UTC): 2013-02-19T19:50:55.2247
Server Date Time (Local): 2013-02-19T14:50:59.224-05:00
Server Time Zone Bias: -05:00

Start Transaction Processing

Stop Transaction Processing

Click on the Stop Transaction Processing button. You should see the following message dialog displayed:
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e @ https://10.108.6.90/CentranManagement/index.htm# ~radXx & Centran Management X L

Eile Edit Miew Favorites Tools Help

Centran Status
Centran Status
USE Keybox Setup

Security Settings Is Polling F
Stop Processing Transactions

Input / Qutput File Settings Is Processil

Is Processil @ Centran has successfully stopped

R processing transactions!

Is Processil

Web RSS Feed Setti
© i Product Na

Centran Agent Settings Version:
Major Vers
Centran Event Log Minorivers

Maintenance Version Numboer: 5

Build Version Number: 2969

Server Date Time (UTC): 2013-02-19T19:55:19.891Z
Server Date Time (Local): 2013-02-19T14:55:19.891-05:00
Server Time Zone Bias: -05:00

Start Transaction Processing

Stop Transaction Processing

Click on the message dialog OK button.

You should see the following in your web browser:
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@ https://10.108.6.90/CentranManagement/index.htm & Centran Management

Eile Edit Miew Favorites Tools Help

Centran Status
+ Centran Status
USE Keybox Setup

Database Settings Is Monitoring For Transaction Files:

Security Settings Is Polling For Transaction Files:

Input / Output File Settings Is Processing Web Reguests:

Web Service Settings Is Processing Web Feeds Reguests:

Is Processing Centran Agent Reguests:
Web RSS Feed Settings

Product Name: Centran
Centran Agent Settings Version: 4.1.5.2969
Major Version Number: 4
Centran Event Log Minor Version Number: 1
Maintenance Version Mumber: 5
Build Version Number: 2969
Server Date Time (UTC): 2013-02-19T19:22:46.311Z
Server Date Time (Local): 2013-02-19T14:22:46.311-05:00
Server Time Zone Bias: -05:00

Start Transaction Processing

Stop Transaction Processing
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Stop / Uninstall the CenTran Service

To stop and uninstall the CenTran service, select Centran Configuration Manager from the Centran entry under the Windows
Start menu. You should see the following application:

-
ﬂ Centran Configuration Manager 4.1.5.296¢ (— L 3
Self Signed Certificates .
Service
Service
U3B Keybox Setup Centran Service Status: | S g0l =NE0 0 la il Y

Database Settings

Centran Management (Web Browser)

Security Settings

Input / Qutput File Settings The Centran service must be installed and started with the Windows operating system to be available
for use.

LellE o dEls The Centran configuration file (Centran.exe.config) contains various settings including those for the

] . web service and management web interface. The Centran service must be restarted for changes to

Web Service Settings . . T ! . ;
these settings to take effect. The Centran configuration file is located in the Centran installation
directory.

Welb RSS5 Feed Settings

Install Start Uninstall

Centran Agent Settings

Centran Event Log

Select the Stop button to stop the CenTran service with the operating system.

102



ﬂ Centran Configuration

Self Signed Certificates

Service

USE Keybox Setup

Database Settings

Security Settings

Input / Qutput File Settings

Centran Status

Web Service Settings

Web RSS Feed Settings

Centran Agent Settings

Centran Event Log

Centran Service Status:

The Centran service must be installed and started with the Windows operating systern to be available
for use.

The Centran configuration file (Centran.exe.config) contains various settings including those for the
web service and management web interface. The Centran service must be restarted for changes to
these settings to take effect. The Centran configuration file is located in the Centran installation
directorny.

| Install | | Stat | | Stop | Uninstall

Select the Uninstall button to uninstall the CenTran service from the operating system.
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ﬁ-{‘.entran Configuration Manager 4.

Self Signed Certificates

| Service

USE Keybox Setup

Database Settings

Security Settings

Input / Qutput File Settings

Centran Status

Web Service Settings

Web RSS Feed Settings

Centran Agent Settings

Centran Event Log

Centran Service Status:  Service is not installed.

The Centran service must be installed and started with the Windows operating systern to be available
for use.

The Centran configuration file (Centran.exe.config) contains various settings including those for the
web service and management web interface. The Centran service must be restarted for changes to
these settings to take effect. The Centran configuration file is located in the Centran installation
directorny.

Stop | Uninstall
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Appendix A - Beta Expiration

The beta versions of CenTran, the ATM Agents and the Keybox Agents will be assigned an initial expiration date of 180 days after
the date of creation by Kaba Mas.

When CenTran or an agent is within 60 days of its expiration date entries will be posted to the database audit log documenting the
situation. CenTran and the agents will continue to function.

When CenTran expires an entry will be posted to the database audit log identifying the event. An expired CenTran will not process
transaction requests but will return an error condition to the transaction requestor. An entry will be posted to the database audit log
documenting the transaction that failed due to an expired CenTran.

In a future Beta release the customer will be provided with the ability to reset the expiration date, and the date on which the
warnings begin, for CenTran and the Agents with help from Kaba Mas Technical Support.
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