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1 - COREN overview

Coren is a management software designed to allow a centralized control over your entire network of safes, vaults,
strong room doors equipped with the Tecnosicurezza Techmaster safe-lock system.

Coren, developed entirely by the R&D department of Tecnosicurezza, has a user-friendly interface, and finds its ideal
application in organizations with large branch networks, such as banks, post office, retail and restaurant chains.
Concluded the first configuration and specified the characteristics of the network such as IP addresses,
communication ports and/or DHCP management, you can proceed immediately with the use of software, by
identifying an operator and the password to access the system.

Each operator can be fully configured, so that it may or may not manage certain features/options of the locks and
systems.

The twofold objective behind the software is to allow a complete real-time remote monitoring of all systems,
without any limitation to their number or the number of safes belonging to them, and give the possibility to
remotely change the configuration of users, Time Lock, Time Delay, etc., individually or on groups of locks.

Coren thus eliminates the need to travel to the plants, with a consequent reduction of costs of maintenance.

In Coren you can enable or disable the display of specific alarms, allowing also to modify the graphical visualization of
the events. This allows you to highlight the more important information, ensuring an easy and immediate real-time
monitoring of the systems.

Coren can also be used by cashiers, as you can create one or more operators,"cashier", which have the only
possibility to change their own code and start the time delay directly from their PC on the locks to which they have
access. Then the SW Coren will inform the operator when the lock is in Open window, preventing the cashier to
move in continuation to the safe/safes, thereby increasing his productivity.

Last but not least, Coren can be customized. Operational needs vary from company to company, which is why
Tecnosicurezza believes it is the technology that has to adapt to customer needs and not the other way around.
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2 - Software installation

Complete the following steps to install the Coren software.

a) Launch the product installer by double-clicking the .exe file and then click Next.

ng Setup - Coren =

Welcome to the Coren Setup
Wizard

This will install Coren version 1.2.2 (2014/12/16) on your
computer.

Itis recommended that you close all other applications before
continuing.

Click Next to continue, or Cancel to exit Setup.

b) Enter your name and organization and then click Next.

i3 Setup - Coren = %
User Information ~
Please enter your information. C
User Name:
Marco
Organization:
Tecnosicurezza
< Back ” Next > ] [ Cancel

c) During the installation, it will be created the software operator “IT”, who has database management and
system setup functions. You will be asked to choose a password for this operator.
Once you have entered the password click Next.
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i3 Setup - Coren = X
IT password
This password is to be used with the account 'IT to configure Coren database
and system settings.
IT password:

Confirm password:

[ < Back ][ Next > ][ Cancel ]

d) After reading the License Agreement, select “l accept the agreement” and click Next.

ﬂ&' Setup - Coren o8] X

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

Copyright () 2013 TecnoSicurezza Srl
http: /fwww. tecnosicurezza.it

m

The above copyright notice and this permission notice shall be induded in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS”, WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT x

© I accept the agreement
() I do not accept the agreement

< Back ][ Next > ][ Cancel

e) Select the destination location and click Next.

5! Setup - Coren =) 8

Select Destination Location
Where should Coren be installed?

J Setup will install Coren into the following folder.

To continue, dick Next. If you would like to select a different folder, dlick Browse.

C:\Program Files (x86)\Coren

At least 22,8 MB of free disk space is required.

<Back J[ Next> | [ cancel

f) Choose if you want Coren to be used for all Windows users or only by you and click Next.
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ﬂ&‘ Setup - Coren = =

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Click Next when you are ready to continue.

@ Install just for me
@ Install for all users

Current selection requires at least 22,8 MB of disk space.

[ <Bak [ nmext> | [ cancel |
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g) Select where you want the program’s shortcuts and click Next.

= i Setup will create the program’s shortcuts in the following Start Menu folder.

To continue, dick Next. If you would like to select a different folder, diick Browse.

Coren Browse...

["]Don't create a Start Menu folder

ﬂ&' Setup - Coren = X
Select Start Menu Folder "
Where should Setup place the program's shortcuts? @

TS

[ <Bak [ mext> | [ cancel

J

h) Choose if you want to create a desktop icon and click Next.

ﬁ] Setup - Coren = | X
Select Additional Tasks ‘
Which additional tasks should be performed? ‘C
-

Select the additional tasks you would like Setup to perform while installing Coren, then
dick Next.

Additional icons:

[ Create a desktop icon

{ < Back ][ Next > ]l Cancel J

i) Click Next to begin the installation.

C:\Program Files (x86)\Coren

Setup type:
Custom installation

Selected components:
Install just for me

Start Menu folder:
Coren

( 'Y
5! Setup - Coren =] P9

Ready to Install "

Setup is now ready to begin installing Coren on your computer. (‘

S
Click Install to continue with the installation, or dlick Back if you want to review or
change any settings.
Destination location: -

<Back [ Instal | [ cancel
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j)  Theinstallation is completed.

i3 Setup - Coren

Completing the Coren Setup
Wizard

Setup has finished installing Coren on your computer. The

Click Finish to exit Setup.

Launch Coren

Finish

application may be launched by selecting the installed icons.

IU_Coren_00_eng
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3 - First launch of Coren

After installation, at the first launch Coren will display this message:

& Coren =
“0‘ Database not found.
' Please contact your IT department.

This message is displayed because Coren requires a database to run and the database has to be created.
In order to create the database, it is necessary to log in with the IT operator.
Click OK and log in with the IT operator using the password chosen during the installation.

& Coren v1.2.4 - licensed to: Marco Tecnosicurezza =@ =
Login
Software operator it
Password eeeee
@ Login
TECNOSICUREZZA Corenviz.4
Locks & Security Systems copyright 2012

Click the button Settings to open the Settings window and then select the tab Database.

Coren will suggest a database path. If you want to select a different path, click the button Select database path and
choose the folder when you want to create the database.

It is recommended to place the database in a folder backed up daily.
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8 Coren v1.24 - licensed to: Marco Tecnosicurezza

’ 4 Logout o Change Password -] Settings Q About

Branches B @ Setii e
& =
GNo] ® O —
‘ - Options ‘ Monitor & Appearance = Database C
a L
Database
Current databse path:
C:\Users\marco.TECNO\AppData\Local\Tecnosicurezza\Coren
[ Select database path ] [ Create database
[ ok ] [ Cancel ] [ Apply
\
I T

Click Create database to display the create database screen.
If you want to create an encrypted database, select the appropriate option and type-in a password for the database.
Click the button Create.

<

B Settings R
el
[} L
- ’ 14} Options ‘ Monitor & Appearance ‘ == Database C
|
Create database
Database path:
C:\Users\marco.TECNO\AppData\Local\Tecnosicurezza\Coren [;]

[7] Encrypted database
Database password, leave empty to use the default password:

The database is created.

It will also be created a new user for access to the software with the following credentials (which can be modified
later. See chapter 4.3.7):

Software operator: main

Password: corenpass

Database created.
Main operator created with login 'main' and password 'corenpass'.
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4 — Software layout

The layout of Coren is clean and intuitive.

Commands and information are grouped into 3 main blocks.

On the top, there is the main menu bar.

Below the main menu bar, on the left side are displayed the locks of the system, shown in a tree view (Areas,
Branches, Safes, Locks).

Whereas, on the right side there is the operations menu bar, divided into 8 tabs.

® Coren v1.24 - licensed to: Marco Tecnosicurezza = @ =
r 4 Logout o Change Password B events log ] Settings Q About TEEN?\E!&%%ZZA
Branches ] (o) P ‘ . o []
‘ o o o | O e @ @
80O () N locksStatus | BEEE granches #  Operate etons Audit | gYAW Lock Users Configuration
4 & UsA
4 @ Goliath National Bank S"::t? Name Count status Open status
S
fa}
< @AM USA, Goliath National Bank , ATM 1, lock b Normal a Closed
8 locka @ n
@ lockb Refresh USA, Goliath National Bank , ATM 1, lock a Normal a Closed
[¥] Monitor
[ A
[7] selected
[7] operating
[”] opened

4.1 — Main menu bar

The Coren main menu bar consists of 5 commands:

& Coren v1.24 - licensed to: Marco Tecnosicurezza

’ 4 Logout o Change Password B events log [i5:] Settings Q About

4.1.1 - Logout:
Click Logout to log-out the current operator.
4.1.2 - Change Password

Click Change Password to change the password of the current operator.

It is required to type-in the old password, the new password and then to type-in the new password a second time as
confirmation.

o Change software operator password =

Old password
New password

Confirm password

Page 12 of 40 v.1.2.4 IU_Coren_00_eng
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4.1.3 - Events log

Click Events log to view the log of events.

The Events header contains the following information about the events:

Date: The date and time when the event occurred.

Software operator name: The user name of the user that was logged-in when the event occurred.

Event: The description of the event.
The default view of events log is to list all its entries. If you want to find a specific event, you can search for a
specific word and/or filter for a date range.
Furthermore, it is possible to print or save in PDF format the list of events.

4 & Eventslog . . =

Events log Date Software operator name Event

2 1 16/06/2015 mar 14:58:27 Main operator Operator account 'a' edited.

2 16/06/2015 mar 14:53:50 Main operator Operator account 'a' created for 'Marco'.

3 16/06/2015 mar 10:43:31 Main operator Login with account 'main’.
From:

16/03/2015 -
To:

16/06/2015
Text:

p Search

Eu Print preview

[
(=) Print

E Save as PDF

4.1.4 — Settings

Click Settings to open the settings windows.
In this window, there are 3 different screens that can be viewed by clicking on the relevant tab..

B Settings X

’ ‘ - Options

‘ Monitor

& Appearance
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4.1.4.1 — Options

B Settings =

. Options ‘ Monitor

Language

& Appearance

[j% English v

General settings
[¥] Sort the lock tree by name
Lock name

Check the lines you want to see as lock's name, drag the lines to reorder them.

[V] Area name

[¥] Branch name

[] TechMaster System number/alias
[] TechMaster System address
[] TechMaster System telephone
[7] Techmaster System email

[] TechMaster System description
[v] safe name

[7] safe numbery/alias

[] safe description

[¥] Lock name

[7] Lock id

[7] Lock description

Ok

H Cancel ][ Apply

Language

Click on the drop-down list to select the language for the software. Once the language is selected, click Apply and

then OK to close the Settings window.
The language change will be fully active after you restart Coren.

General settings

Select the check-box if you want to sort the lock tree by name. When this option is deselected, locks will be shown in

the order they were added.

Lock name

Select the check-box of the lines you want to see in the lock name header in the Locks Status main window

Branches -]

n P [ 9 A i
Special
o [ 11}
® B 0 B ‘locksStatus | EEER Branches #  Operate -‘ Fictons
4 & UsA .
: g ocks Chame D
« B (;ohath National Bank i
< W ATM 1 USA, Goliath National Bank , ATM 1, lock b
8 locka @
8 lockb Refresh USA, Goliath National Bank , ATM 1, lock a

You can drag the lines to re-order them to your preference.

Page 14 of 40 v.1.2.4

IU_Coren_00_eng



TECNOSICUREZZA

Locks & Security Systems

Lock name

Check the lines you want to see as lock's name, drag the lines to reorder them.

[¥] Area name

[¥] Branch name

[] TechMaster System number/alias
[7] TechMaster System address
[T] TechMaster System telephone
[] TechMaster System email

[7] TechMaster System description
[v] Safe name

[7] safe number/alias

[7] safe description

[¥] Lock name

[¥] Lock id

[7] Lock description

4.1.4.2 — Monitor

The Monitor screen is divided into the following 3 screens that can be viewed by clicking on the relevant subtabs:
Triggers

Select the check-box of the events for which you want to trigger an action.

In the bottom part of the window, there are 2 options related to the triggers.

In Second between monitor queries you can select the polling interval, that is the frequency with which the system
checks its 1/0.

In Minutes before door open alarm you can select the time (in minutes) in which the door should remain open
before the open door alarm is activated. If you select the value 0, the alarm is disabled.

@ Settings [ %

. . Options ‘ Monitor & Appearance |

Triggers ?Actions Emailsw

Select the triggers:

[T] Time delay

[”] Open window
[7] Penalty

[ offline/Errors
[7] Lock open

[7] Lock open alarm
[7] Lock closed

Options
Seconds between monitor queries: 3 =

Minutes before door open alarm (0 to disable): 0

A\ You need the Monitor function enabled for the triggers to work.

Ok H Cancel H Apply

Actions

In the Actions screen, you can select the actions you want to trigger when a trigger you selected in the Triggers
subtab occurs.

Select the check-box of the actions you want to trigger.
In addition to the actions listed, you can send emails. See the Emails screen to set this action.
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B Settings )

- Options ‘ Monitor

[ Triggers | Actions | Emails ]

& Appearance

Select what to do when a trigger occurs:

display a popup message for 10 ]VVC seconds
[7] flash the program taskbar icon (only if minimized)
[7] show Coren Status window (only if minimized)

[7] play a sound: Hotiﬁ.v«av [B

Page 16 of 40 v.1.2.4 IU_Coren_00_eng
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Emails

In order to send an email when a trigger occurs you need to select the related checkbox and specify the SMTP

parameters for the connection to the email server.

Server: enter the path to the email server.

Port: enter the SMTP port number.

SSL: Select this checkbox if the email server requires the SSL protocol in the authentication process.

Username: Enter the username of the email account to be used by Coren to send notification emails.

Password: Enter the password of the email account to be used by Coren to send notification emails.

Repeat a same email only after (0 to disable): Enter the minimum time between the sending of the same email

Email recipients: enter the email address of the recipients (one email per line).

Subject: Enter the subject of the notification email. You can use the tags %N for the lock name, %S for the lock status
and %D for the date.

Content: Enter the content of the notification email. You can use the tags %N for the lock name, %S for the lock
status and %D for the date.

-
B Settings

—_—r
. Options ‘ . Monitor & Appearance

| Triggers [ Actions | Emails

[] send an email when a trigger occurs. Email test
SMTP
server: port: 465 |5 [V]ssL
Authentication
username: password:
Limits
repeat a same email only after (0 to disable): 0 -
Email
recipients:
(one per line)

Use %N for the lock name, %S for the lock status and %D for the date.
subject: Coren report

content: On %D:
%N %S

Ok H Cancel H Apply

Click Apply to save the changes and leave the Settings window open.
Click OK to save the changes and close the Settings window.

4.1.4.3 — Appearance

In this tab you can set some graphic options so that you can display data in the clearest way for you.
The first two options are for the font.

Size: Enter the desired size for the font.

Family: Click on the drop-down list to select the font for the text used in Coren.

The other options are for the colours of the events and information displayed.

It is possible to change the colour of the text (foreground) and the colour of the background of the text.
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Click the type of event/information for which you would like to change the colour and then click the rectangle at the
right side of Foreground to select the colour of the text or click the rectangle at the right side of Background to
select the background colour of the text.

You will make the colour selection in the Select color window that will open after you click the rectangles.

| @ Settings X |F
‘ B Options ‘ Monitor 6’ Appearance 'i
el | | L
= Font o
Size 10
Family MS Shell DIg 2 v

Colors

Foreground: Background: Eaiinid

Branch node
Safe node

Lock node

Leaf node
Period start time
Period end time
Period value
Different values

Lock user enabled
Lock user disabled
Lock user removed
Status: Normal
Status: Time delay
Status: Open window
Status: Penalty
Status: Offline/Errors
Lock closed

Lock open

Lock open alarm

ok ]1 Cancel ][ Apply

Click Apply to save the changes and leave the Settings window open.
Click OK to save the changes and close the Settings window.

4.2 — Branches window

In this window you can view all the parts of the systems managed by Coren.

The Lock systems are defined by 4 levels.

The first level is Area. In each Area you can add Branches (second level). For each Branch you can add Safes (third
level). For each Safe you can add up to 5 locks.

In practice with the term safe we mean the keypad that manages the locks.

You can have an unlimited number of Areas, Branches and Safes.

You can add Areas, Branches, Safes and Locks in the Branches tab of the Operations menu bar.

Click the down arrow icon © to expand all lines.
Click the right arrow icon 0] to collapse all lines.
Click the filled square icon ™ to select all lines.

Click the blank square icon O to deselect the selected lines.
Click the right arrow ©* at the side of each line to expand it of one level.
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Branches &8
(GO O

4 & Europe
4 ® Goliath National Bank
« M Safe 1
8 Lock 1
8 Lock2
8 Lock3
s £ USA
4 8 Goliath National Bank
s B ATM 1
8 Locka
8 Lockb

4.3 — Operations menu bar

The Operations menu bar is divided in 8 tabs.
You can change the order of these tabs by dragging them while holding down the left button of the mouse.

0 Software Operators

Configuration

A, . P~ »
.‘ Special BEBE granches ‘,u‘ Lock Users

functions

N <
B} Locks Status & Operate

m Audit

4.3.1 - Lock Status

In the Lock Status screen you can view the status of the locks managed by Coren.

Select the check-box Monitor if you want Coren to monitor the lock status automatically.

If the Monitor check-box is deselected, you have to manually refresh the status of the lock by clicking the button
Refresh.

Below the Monitor check-box, there are further 4 check-boxes.

With these check-boxes you can select which locks to show.

Select the check-box All if you want to see the status of all locks (whether they are online or offline).

Select the check-box Selected if you want to see only the status of the locks selected in the Branches window (see
chapter 4.2).

Select the check-box Operating if you want to see the status only of the locks that are operating.

Select the check-box Opened if you want to see the status only of the opened locks.

The options Operating and Opened will show also the locks that are Offline.

N ' A : < » T 1
n Locks Status ,‘ Operate .‘ f\?r?ceticcl:'lls m Audit BERE granches ‘?“ Lock Users @ Configuration 0 Software Operators
Locks Name Count status Open status
Status ¢ H
USA, Goliath National Bank , ATM 1, lock b Normal a Closed
n
® Refresh USA, Goliath National Bank , ATM 1, lock a Normal [ 1 ] Closed

[¥] Monitor

¥ Al

[ Selected
[C] operating
[7] opened

4.3.2 — Operate
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In the Operate screen, there are 7 commands.

The first 3 commands (Change code, Start time delay, Stop counting) will be all active if you select a lock in the
Branches window (see chapter 4.2).

The remainder commands will be active only If you select a safe in the Branches window (see chapter 4.2).

Clicking the command will open the relevant window.

v

(o) A ; » <>
n Locks Status /‘ Operate .‘ afpeal m Audit ‘?“ Lock Users @ Configuration Software Operators BEER gror ¢

functions

Operate Name Operation

0’ Change code

° Start time delay

O Stop counting

0 Time delay overridev
EBE Block from remote y
'& Immediate timelock’

Open extension

4.3.2.1 — Change code

With this command you can change the users’ PIN code.
Select for which type of user you want to change the PIN code (Administrator, Manager, Master, Lock user) and
enter the old PIN code.

o’ Change code X

Insert your old combination:

() Administrator
) Manager

~) Master

9 Lock user

-— [ XYYYY) o

After you enter the old PIN code, a new window will open.
In this window you have to enter the new PIN code and confirm it.

& Change code =

Insert and confirm a new combination:
o000OO

(YYYYY) o

A message will confirm if the operation is completed successfully.

& Coren =

* ‘Change code’ completed with success.

0o
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4.3.2.2 — Start time delay

With this command you can start the time delay for the lock/locks you selected in the in the Branches window (see
chapter 4.2).
Select the type of user (Manager or Lock user) with whom you want to execute the command and enter its PIN code.

o Start time delay =

Insert your combination:

) Manager

= ®00000
@ Lock user .’

A message will confirm if the operation is completed successfully.

=R

& Coren

* ‘Start time delay’ completed with success.

0o

4.3.2.3 — Stop counting

With this command you can stop the counting of the time delay.
Click the Stop counting button to stop the time delay counting.
A message will confirm if the operation is completed successfully.

=

8 Coren

* ‘Stop counting’ completed with success.

co

4.3.2.4 —Time delay override

This command is active only if you select a safe in the Branches window (see chapter 4.2).

With this command you can activate the Time delay override function that allows to all users to override the time
delay.

Click the Time delay override button to open a drop-down list.

Click Check to check if the Time delay override function is activated or not.

Click Activate and enter the administrator code when requested, in order to activate the Time delay override
function.

Click Deactivate and enter the administrator code when requested, in order to to deactivate the Time delay
override function.

A message will confirm if the operations are completed successfully.

P4

& Coren

* Time delay override activate’ completed with success.
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8 Coren R

* Time delay override deactivate’ completed with success.

e ok |

4.3.2.5 — Block from remote

This command is active only if you select a safe in the Branches window (see chapter 4.2).

With this command you can activate the Block from remote function, that blocks all the locks connected to
safe/safes selected in the Branches window (see chapter 4.2).

Click the Block from remote button to open a drop-down list.

Click Check to check if the Block from remote function is activated or not.

Click Activate and enter the administrator code in the window that will open, in order to activate the Block from
remote function.

Click Deactivate and enter the administrator code when requested, in order to to deactivate the Block from remote
function.

A message will confirm if the operations are completed successfully.

& Coren X

* ‘Block from remote activate’ completed with success.

°o

P

& Coren

* ‘Block from remote deactivate’ completed with success.

4.3.2.6 — Immediate timelock

This command is active only if you select a safe in the Branches window (see chapter 4.2).

With this command you can activate the Immediate timelock function, that keeps blocked all the locks connected to
safe/safes selected in the Branches window (see chapter 4.2) from the moment the function is activated until it is
reached a pre set time.

Click the Immediate timelock button to open a drop-down list.

Click Check to check if the Immediate timelock function is activated or not.

Click Activate to open the Immediate timelock window and enter the time and date when you want the immediate
timelock to end.

Click OK and enter the administrator code when requested, in order to activate the Immediate timelock function.

/# Immediate timelock x
Set the time when the immediate timelock will end:
[E/06/2015 08:47 -
Cancel

Click Deactivate and enter the administrator code when requested in order to to deactivate the Immediate timelock
function.
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A message will confirm if the operations are completed successfully.

8 Coren XS

* 'Immediate timelock add' completed with success.

o

8 Coren =

* ‘Immediate timelock remove’ completed with success.

oo

4.3.2.7 — Open extension

This command is active only if you select a safe in the Branches window (see chapter 4.2).

With this command you can activate the Open extension function, that extends the opening period of the time lock
until the time and date you enter.

Open extension works only when a time lock is set.
Click the Open extension button to open a drop-down list.
Click Check to check if the Open extension function is activated or not.

Click Activate to open the Open extension window and enter the time and date up to which extend the opening.
The maximum limit of the opening extension is 4 hours.

/# Opening extension =

Set the time up to which extend the opening:
26/06/2015 12:58 -

Click Deactivate and enter the administrator code when requested, in order to to deactivate the Open extension
function.

A message will confirm if the operations are completed successfully.

N

8 Coren =

* 'Opening extension add' completed with success.

0o

& Coren =

* 'Opening extension remove' completed with success.

©6
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4.3.3 — Special functions
In the Special functions screen you can find the Tester function.

Through the Tester function, you can check the operation of the system’s components (keypad, locks, 1/0 interfaces,
etc.) and check the firmware version of the above parts.

n A i > <

n Locks Status " Operate .‘ ffr?cetti::r’:s m Audit ‘?‘\ Lock Users @ Configuration Software Operators E Brar ¢ |
Spedial funcﬁon§ Name Operation

Tester

Click the Tester button B4 rester to open the Tester window.

Select which components to check:

All: Check all safes managed by Coren.

Only selected: Check only the safes you selected in the in the Branches window (see chapter 4.2).
Click the start button to to execute the test.

Once the test is completed, you can export the results in a .CSV file.

Click Save to CSV to open a window where you can specify name and destination of the .CSV file.

B Coren P9

lesten [Safe] Goliath National Bank, ATM 1

[TCP/IP] Ip address: 192.168.1.8, Tcp port: 1000 @ Version 1.14

[1/0] Id: 1 @ vVersion 1.17 @ Installed
Test: [Keypad] @ Version 2.10
@ all [Lock] Lock 2, Id: 2 @ version 1.10 @ Installed
2 only selected [Lock] Lock 1, Id: 1 @ Version 1.13 @ Installed
° All ok
——
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4.3.4 — Audit

In the Audit screen you can download the locks and/or keypads activity.

Click the Download button to open a drop-down list.

From the list you can select which audit trail to download:

Select the checkbox Locks to download the audit trail of the locks, select the checkbox Keypads to download the
audit trail of the Keypads, select both checkboxes to download the audit trail of the locks and keypads.

After selecting which audit trail to download, you have to select the number of events you want to download: 20, 50,
100 or all events.

Depending on the number of Locks and Keypads managed by Coren, the information will be displayed on several
screens that can be called up by clicking on the relevant tab.

The Audit header contains the following information about the event:

Date: The date and time when the event occurred.

Lock user: The lock user correlated to the event. It can be blank if the event is not correlated to any users.
Event: The description of the event

a Locks Status ’ ,‘ Operate 0 flfr?(;etxc:':s m Audit ‘?‘% Lock Users Configuration 0 Software Operators ﬁ Brar H
Audit 8 Lock @ [ 8 Lock
. — ‘ Goliath National Bank, ATM 1, Lock 1
Date Lock user Event =
B cear 1 08/07/2015 12.35.26 - Wrong combination (F5)
2 07/07/2015 15.58.51 Manager Access with time update (02) r
gl Print preview 3 07/07/2015 15.58.41 Administrator Access (01)
= 4 07/07/2015 15.58.41 Administrator Access (01)
= prnt 5 07/07/2015 15.57.51 - Bolt closed (F9)
Save asPDF | 6 07/07/2015 15.57.40 Manager Bolt opened (05)
7 07/07/2015 15.57.40 Manager Motor activation (04)
E Save as CSV
8 07/07/2015 15.57.39 Manager Open window started (09)
9 07/07/2015 15.57.38 Manager Access with time update (02)
10 07/07/2015 15.58.48 < Reset box detected (FA)
11 07/07/2015 15.51.59 Administrator Access (01)
12 07/07/2015 15.51.58 Administrator Access (01)
13 07/07/2015 15.51.30 - Bolt closed (F9)
14 07/07/2015 15.51.27 Master Access with time update (02)
15 07/07/2015 15.51.11 Lock user 52 Bolt opened (05)
16 07/07/2015 15.51.10 Lock user 52 Motor activation (04)
17 07/07/2015 15.51.10 Manager Access with time update (02) -

Click the button Clear to clear the Audit screen.

You can print or save the audit trail

Click the button Print preview to open a window showing the print preview of the audit trail shown in the Audit
screen.

Click the button Print to open the Print window. In the Print window you can select and set the preferences of the
printer and execute the print.

Click the button Save as PDF to open a window where you can specify name and destination of the .PDF file with the
audit trail.

Click the button Save as CSV to open a window where you can specify name and destination of the .CSV file with the
audit trail.
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4.3.5 - Lock users

In the Lock users screen you can manage the users of the locks.

In the left side of the screen you can find the buttons for the commands whereas in the right side, it is shown the

information.

To download the list of the lock users, select one or more locks in the Branches window (see chapter 4.2) and

click the Update button.

Users are divided in 3 groups (Users, Override users and Special users) and you can see the relevant group by

clicking the specific tab.

The Lock Users header contain the following information about users:

ID: The identification number of the user.

Name: The name of the user. By default the user name is “Lock user” + “ID” (e.g. for the user 2, the name is “Lock
user 2”). You can change the user name in the Lock user status window . To open it, click the View button or
double-click the user name (this last procedure is valid if you have selected one single lock in the Branches
window).

Status: The status of the user.

There are 3 different status:

Deleted: The user is deleted (not installed).

Enabled: The user is enabled (active).

Disabled: The user is disabled (not active).

If you selected 2 or more locks in the Branches window (see chapter 4.2), when a user does not share the same
status among the locks, it will be shown the message “Different values” in the Status column.

BSChE‘ Dﬂ a Locks Status ,‘ Operate .A‘ ffr?ceticti)?lls m Audit "‘{ Lock Users
4 & USA L 3 - _ ]
4 8 Goliath National Bank LockUsers | ysers | Override Users | Special Users
4 B ATM1 [ id Name Status
8 Lock1 [ @ Update .
8 Lock2 | 2 Lock user 2 Different values

o o 3 Lock user 3 ©  Enabled

4 Lock user 4 ©  Deleted

o Enable 5 Lock user 5 ©  Deleted

m —— 6 Lock user 6 ©  Deleted

7 Lock user 7 ©  Deleted

° emove 8 Lock user 8 ©  Deleted

E“s fiev 9 Lock user 9 ©  Deleted

10 Lock user 10 ©  Deleted

11 Lock user 11 ©  Deleted

12 Lock user 12 ©  Deleted

13 Lock user 13 ©  Deleted

14 Lock user 14 ©  Deleted

In the left side of the lock users screen there are 6 commands.

Click the user name to highlight the applicable commands for that user.

It is possible to perform the same operation on multiple locks provided that they share the same status (it is not
possible if in the Status column is indicated “Different values”).

4.3.5.1 — Update
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With this command you download and update the list of the users who will be shown in the right side of the Lock
users screen.

4.3.5.2 — Install

With this command you can install an user who is deleted.
To install the user click the button Install and enter the administrator code when requested.
A new window will open where you have to enter and confirm a PIN code for the user you are installing.

& Lock user 4 install Y

Insert and confirm a combination for Lock user 4:
o000 OO

XYY o

A message will confirm if the operation is completed successfully.

& Coren =

* 'Lock user 4 install' completed with success.

oo

4.3.5.3 — Enable

With this command you can enable an user who is disabled.
Click the button Enable and enter the administrator code when requested.
A message will confirm if the operation is completed successfully.

=X

8 Coren

* 'Lock user 4 enable' completed with success.

°o o)

4.3.5.4 — Djsable

With this command you can disable an user who is enabled.
Click the button Disable and enter the administrator code when requested.
A message will confirm if the operation is completed successfully.

P4

& Coren

* 'Lock user 4 disable' completed with success.

o

4.3.5.5—-Remove

With this command you can remove (delete) an user who is installed (whether it is enabled or disabled).
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Click the button Remove and enter the administrator code when requested.
A message will confirm if the operation is completed successfully.

& Coren =

* 'Lock user 4 delete' completed with success.

|

4.3.5.6 - View

With this command you can view the status and the configuration of the user you select.

You can use this command only if in the Branches window (see chapter 4.2) is selected one lock.

If you selected multiple locks, when you click the view button, an error message will inform you that you have to
select only one lock to view the user configuration.

Click the view button to open the window where you can view the lock status and configuration.

& Coren P

Lock User | Name: |

& Id: 2
E Lock: Goliath National Bank, ATM 1, Lock 1

Configuration (read only)
Type: Lock user 2
Timelock: ¥ T1 [C1T2 [C17T3
Code: ¥
Dallas: [
Time Delay variable: [V
Dual mode: [!

Current state

Lock user status: Enabled
Timelock: Opening granted
Time delay: 0 minutes

In this window you can see the following information:

Name: Here it is indicated the name of the user and you can change or add it.
This is the only changeable field because the other information of this window is “read only”.
Id: Here it is indicated the identification number of the user.
Lock: Here it is indicated to which lock the user belongs.
Configuration
Type: Here it is indicated the type of user.
Timelock: Here it is indicated if the user is subject to time lock and at which one (Time lock 1, Time lock 2, Time lock 3).
Code: Here it is indicated if the user
Dallas:
Time Delay variable: Here it is indicated if the user is subject to the variable Time Delay.
Dual mode: Here it is indicated if the user is subject to Dual mode.
Current state
Lock user status: Here it is indicated if the user is currently enabled or disabled.
Timelock: Here it is indicated whether at present the user can open or not.
Time Delay: Here it is indicated the Time Delay to which the user is currently subject. 0 minutes means no Time Delay.
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4.3.6 — Configuration

In the Configuration screen you can change the settings of the Time & Date, Timelock and Time delay.
These settings are located in 3 different screens that can be viewed by clicking on the relevant tab.

4.3.6.1 —Time & Date
In the Time & Date screen you can check and synchronize the time and date of the locks.

In order to check and synchronize the time and date, first you have to select a safe (keypad) in the Branches window
(see chapter 4.2).

Branches &8 (o) (¥ Special m [ ) i
® O 0O B Locks Status &  Operate ‘ Shai Audit ‘g‘\ Lock Users | Configuration ‘
[4 & usa ‘ ‘ = : |
4 B Goliath National Bank Time & Date | Timelock | Time delay |
ol ';TT:C‘( 5 Time & Date Time & Date
& Lock2 0 Load Goliath National Bank, ATM 1 15/07/2015 15:3...

E Synchronize

Click the Load button to check the time and date memorized in the keypad.

To synchronize the time and date of the keypad with the one of the PC running Coren, click the Synchronize button
and enter the administrator code when requested.

A message will confirm if the operation is completed successfully.

P

& Coren

* 'Saving time & date' completed with success.

eo

4.3.6.2 — Timelock

In the Timelock screen you can program the Time lock function.

In order to program the Time lock function, first you have to select in the Branches window (see chapter 4.2) the
safe (keypad) or safes for which you want to set/modify the Time lock.

The Timelock screen is divided in 5 subscreens that can be viewed by clicking on the relevant subtab.

The Techmaster lock system can manage up to 3 independent Time Locks tables and you can program them selecting
the relevant tab (Standard week 1, Standard week 2, Standard week 3).

In the Standard week (1 or 2 or 3) subscreen, click the Load button to download and view the Time Lock table that is
currently memorized in the keypad.

From the drop-down list of the Load button you can also choose to download the 3 Time Lock tables (Standard week
1, Standard week 2, Standard week 3) all at once.

To enter the opening and closing time, click on the relevant box and enter the time. You can enter the time directly
using the keyboard of the computer where Coren is installed or you can use the up and down arrows that will appear
once you click the box.

You can configure up to 4 time periods per day.

To save the values you entered, click the Save button and enter the administrator code when requested.
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Bgcheé Dﬂ a S ,‘ s .Aa ﬂ?r?ft(i:ti::s m Audit ‘?‘% Lock Users Configuration
4 & USA f — -
4 ® Goliath National Bank Time & Date | Timelock | Time delay
s B ATM1 — S S S
Bitock Timelock Standard week 1 [ Standard weeki[ Standard week 3 I Special Events ] Opening periods ‘
8 Lock2 p— o Open @ Close o Open @ Close o Open @ Close o Open @ Close
Sunday
B Save Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

A message will confirm if the operation is completed successfully.

P4

& Coren

* 'Saving tables' completed with success.

o

In the Special events subscreen you can add up to 30 closing periods for a maximum of 10 days each.

To enter the Special events, click on the relevant box and enter the time. You can enter the time directly using the
keyboard of the computer where Coren is installed or you can use the up and down arrows that will appear once you
click the box.

To save the values you entered, click the Save button and enter the administrator code when requested.

Time & Date ‘ Timiﬂ Time delay \

Timelock l Standard week 1 I Standard week 2 l Standard week 3 | Special Events | Opening periods 17

@ & Close o Open
Load ~ E

1
B Save 2 @

10 @

11| A

A message will confirm if the operation is completed successfully.

& Coren =

* 'Saving tables' completed with success.

o

In the Opening period subscreen you can add up to 30 opening periods for a maximum of 10 days each.
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To enter the Opening periods, click on the relevant box and enter the time. You can enter the time directly using the
keyboard of the computer where Coren is installed or you can use the up and down arrows that will appear once you

click the box.

To save the values you entered, click the Save button and enter the administrator code when requested.

[ Time & Date ‘ Timelock l Time delay ‘

Timelock Standard week 1 l Standard week 2
e o Open ]
Load ~ P
1 B
B Save 2 @

10

Standard week 3

Close

Special Events | Opening periods

A message will confirm if the operation is completed successfully.

& Coren

=R

* 'Saving tables' completed with success.

09

4.3.6.3 —Time delay

In the Time delay screen you can program the Time delay function.
In order to program the Time delay function, first you have to select in the Branches window (see chapter 4.2) the
safe (keypad) or safes for which you want to set/modify the Time delay.
The Time delay screen is divided in 2 subscreens, Time Delay & Open window and Variable time delay, that can be
viewed by clicking on the relevant subtab.
In the Time delay & Open window subscreen, click the Load button to download and view the Time delay and Open
Window values currently memorized in the keypad.
To enter the Time delay and Open Window, click on the relevant box and enter the values (expressed in minutes).
You can enter the time directly using the keyboard of the computer where Coren is installed or you can use the up
and down arrows that will appear once you click the box.
Accepted values are: 00 — 99 mins for Time Delay and 01 — 19 mins for Open window

To save the values you entered, click the Save button and enter the administrator code when requested.

8 [

i

Configuration

[ )]
AW Lock Users

Branches ~ d < F A —
Special
® O 0 KBl Locks Status & Operate | @ S
4 & USA 1 —
4 8 Goliath National Bank Time & Date l Timelock | Time delay
4 @ ATM1 Time delay | -
8 Lock1 ime delay ! Time delay & Open window ‘ Variable time delay |
8 Lock2 s ®  Time delay ¥ Open window
Loa
All the locks 0
B Save
I
IU_Coren_00_eng v.1.2.4

Page 33 of 40



TECNOSICUREZZA

Locks & Security Systems

A message will confirm if the operation is completed successfully.

P

& Coren

* 'Saving tables' completed with success.

oo

In the Variable time delay subscreen, click the Load button to download and view the Variable time delay values
currently memorized in the keypad.

To enter the Variable time delay values, click the relevant box and enter the values. You can enter the time directly
using the keyboard of the computer where Coren is installed or you can use the up and down arrows that will appear
once you click the box.

In the Start and End boxes you have to enter the starting time and ending time in which the Variable time delay will
be active.

In the Delay box you have to enter the Variable time delay value (expressed in minutes).

You can configure up to 4 periods.

To save the values you entered, click the Save button and enter the administrator code when requested.

r 4 Logout o Change Password 8 Events log -] Settings @ About

Branches & |

A —— '

Speaal m a ;
® O O B}  Locks Status #  Operate ‘ e Audit Ml‘ Lock Users Configuration
4 & USA B B

4 8| Goliath National Bank [ Time & Date l Timelockrl Time delay l
4 @ ATM1 | s Y -
6 Lock1 ime delay | Time delay & Open window | Variable time delay ‘
8 Lock2 . Start End © Delay Start End © Delay Start End © Dela
Load
Sunday
B Save | Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

A message will confirm if the operation is completed successfully.

P

& Coren

* 'Saving tables' completed with success.

oo

In the example below, we program the lock to allow an opening without Time delay (0 minutes) in the time band
that runs from Monday to Friday, from 08:30 to 09:00.
Outside this time band, the lock will return to open with the preset Time delay.
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1 Time & Date 1 Timelock | Time delay ‘

Time delay [ Time delay & Open window }Variablerelay\—

Start End © Delay Start End ©
Load

Sunday

B Save | Monday 08:30 09:00 0
~ | Tuesday 08:30 09:00 0
Wednesday 08:30 09:00 0
Thursday 08:30 09:00 0
Friday 08:30 09:00 0

Saturday

4.3.7 — Software Operators

In the Software Operators screen you can add, edit and delete the software operators.
By default, here you can find the user main, automatically created during the software installation (see chapter 3).

’ 4 Logout o Change Password B Events log [ii:] Settings @Q rbout ﬁ
3ranches &) % oy m e 0 F
® O 0 ' Locks Status ) Operate [ T finctons Audit AW Lock Users Configuration Software Operators

|
4 & USA
4 ® Goliath National Bank Software Software operator name Status
™ Operators
“ AN 1 Main operator Enabled
8 Lock1
8 Lock2 & rid
E Edit
° Delete

To add a software operator click the Add button.

To edit a software operator select the software operator name and click the Edit button (or double-click the
software operator name).

In both case, the Software Operator window will open.

€ Coren =
Software Name: Firstname Lastname
Operator
Account:
0 Password:
Competence:
Options: [¥] is enabled

[¥] change software operator password
[¥] view lock status

[H] operate on the lock

[7] lock users

[C] download audit

["] special functions

[] modify lock configuration
[] manage lock database
[7] software operators

[T] view events log

[7] modify program settings

This window consists of 4 fields and an Options area with several check-boxes.

The fields are:
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Name: Enter the Name and surname of the software operator (compulsory field).

Account: Enter the desired Login name (compulsory field).

Password: Enter the password (minimum 6 characters. Compulsory field).

Competence: Enter the descriptive field where it can be specified the function of the operator (optional).

In the Options area you can define which operations are granted to the software operator you are creating.

The options available are the following:

Is enabled: If selected, the software operator is enabled.

Change software operator password: If selected, the software operator can change its password (it has access to
the Change Password button on the main menu bar).

View lock status: If selected, the software operator can view the locks status (it has access to the Locks Status
screen).

Operate on the lock: If selected, the software operator can operate on the lock (it has access to the Operate screen).

You can also grant single operations. Click the right arrow to expand the selection and
select which operations are granted to the software operator.
Lock users: If selected, the software operator can manage the lock users (it has access to the Lock users screen). You

can also grant the management of a single group of users. Click the right arrow to expand the
selection and select the group of users that can be managed. Select Lock users group 1 for Users and
Override users. Select Lock users group 2 for Special Users.
Download audit: If selected, the software operator can download the audit (it has access to the Audit screen).
Special functions: If selected, the software operator can operate the special functions (it has access to the Special
functions screen).
Modify lock configuration: If selected, the software operator can modify the lock configuration (it has access to the
Configuration screen). You can also select which configurations can be modified. Click

the right arrow to expand the selection and select the configurations that can be
modified.

Manage lock database: If selected, the software operator can add/remove locks in the system (it has access to the

Branches screen).
Software operators: If selected, the software operator can manage the software operators (it has access to the
Software Operators screen).

View events log: If selected, the software operator can view the events log (it has access to the events log button in
the main menu bar).

Modify program settings: If selected, the software operator can modify the program settings (it has access to the

Settings button in the main menu bar).

To delete a software operator, select the software operator name and click the Delete button.
A Confirm deletion window will open. Click the Yes button to confirm.

# Confirm deletion =

‘e‘ Do you want to delete this software operator?

[ves J[ M ]

4.3.8 — Branches

In the Branches screen you can add and remove locks in the system.
After the first installation, there are no locks in the system.
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As explained in the chapter 4.2, the lock systems are defined by 4 levels.

The first level is Area. In each Area you can add Branches (second level). For each Branch you can add Safes (third
level).

For each Safe you can add up to 5 Locks.

In practice with the term safe we mean the keypad that manages the locks.

In order to add Locks, first you have to add the other levels of the lock system (Areas, Branches, Safes)

4.3.8.1 — Add Areas

I 3 Logout o Change Password B Events log -] Settings @ sbout ﬁTESHQﬁ!,Cs%EZZA
Branches 8 < A, - » [ < ‘
Special m . [ ) a ; o |
®® 0 § Locks status & operate | RO fincions Audit | AWAW Lock Users Configuration Software Operators Branches
g’ | /
TechMaster
Systems
-ﬂ Add Area

Click the Add Area button to open the Add Area window where you have to enter the name of the Area.

& Coren R

Area Name:

£

Cancel

Click OK to add the Area.

4.3.8.2 — Add Branches

After adding an Area, you have to add a Branches in the area.
Select the Area for which you want to add Branches and click the Add Branch button.

Branches -]

i
® © O § Locks Status |
£ Usa i
TechMaster 5 AT

Systems Name USA

* Level up

,‘ Operate

_—
mm Add Branch

E’ Edit
° Delete

The Add Branch window will open.
Here you have to add the name of the Branch (compulsory) and other information (optional).
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TechMaster System Name:
P Number:

[ 1111
e Telephone:
Email:
Address:
Competence:
Description:

Click OK to add the Branch.

4.3.8.3 — Add Safes

After adding a Branch, you have to add Safes in the Branch.
Select the Branch for which you want to add Safes and click the Add Safe button.

Branches ) ,
) Locks Status
@ ® ol :
|4 # Usa TechMast
8 Goliath National Bank ehaoor
Systems
* Level up
Add Safe
E e
° Delete

The Add Safe window will open.

,O

Special
functions

o £

Operate

a

Name USA

Name Goliath National Bank
Number

Telephone

Email

Address

Here you have to enter the following information:

Name: Enter the name of the safe

IP Address or Host Name: Enter the IP address or the Host Name of the IP box connected to the Techmaster keypad

Tcp port: Enter the TCP port of the IP box connected to the Techmaster keypad

RS485 Id: Enter the RS485 ID of the IP box connected to the Techmaster keypad. Each safe has to have a different
RS485 ID. The RS485 ID can be set from the Techmaster keypad (in the CONFIGURATION menu select the
CONFIGURE I/0 INTERFACE option, click the Vv button and enter the RS485 ID)

Besides the previous listed compulsory fields, there are 2 optional descriptive fields (Competence and Description)

where you can add information useful for the identification of the safe.

Page 38 of 40

v.1.2.4

IU_Coren_00_eng



TECNOSICUREZZA

Locks & Security Systems

& Coren %

Safe Name:

Ip Address or
? :1: Host Name: 192-168.1.1

Tcp Port: 1000 <
RS4851d: 1 =
Competence:

Description:

Click OK to add the Safe.

4.3.8.4 — Add Locks

After adding a Safe, you have to add Locks in the Safe.
Select the Safe where you want to add locks and click the Add Lock button.
You can add up to 5 locks for each Safe (keypad).

Branches gy ,‘ % Special
8 ® O § Locks Status Operate | [ s
s & USA
4 8 Goliath National Bank b o
W ATM1 7W*'Stems
* Level up Name Goliath National Bank
Number
a Add Lock Telephone
I Email
B et ‘ Address
. Safe
Name ATM 1
° Delete P 192.168.1.8
TCP port 1000
RS4851d 1

The Add Lock window will open.

Here you have to enter the name of the lock and the Id of the lock (from 1 to 5). Each lock must have a different Id.
As optional, there is a descriptive field (Description), where you can add information useful for the identification of
the lock.

& Coren S
Lock Name: Lock 1
n 1) S

n Description:

o
|
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