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1.1 Introduction

The Asure ID iCLASS SE Encoder is a smart card provisioning product that consolidates most of the existing HID Global
encoding products including the CP400 iCLASS Programmer, CP600 DESFire Encoder, iCL-ELITE programmer, and
1050 ProxProgrammer.

The following features are included:

e Encode HID Access Control Application with Standard, Elite, and Custom Security on to iCLASS® and MIFARE®
Classic credentials

» Encode HID Secure Identity Objects (SIO) with Elite Security on iCLASS, MIFARE Classic, MIFARE DESFire EV1®, and
Seos®

¢ Encode HID Access Control Application on to HID Prox cards and fobs

¢ Encode Custom Data Objects on iCLASS, MIFARE Classic, MIFARE DESFire EV1, and Seos

» Roll keys on existing card populations from a revoked key set to a new active key set

* Migrate existing iCLASS and MIFARE Classic Standard Security (applications) card populations to SE Security
» Configure encoders for various Security models and Custom Data model interpreters

Other features and use cases:

* Create and manage custom media and application keys

e Export and Import custom keys

e Import keys from HID

¢ Manage all credential and reader transactions through work orders scripted from instruction sets
* In-line personalization of credentials

l Note: From this point, the I(CLASS SE CP1000 Encoder is now referred to as the i(CLASS SE Encoder.
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1.2 Main concepts

To get the most out of the ICLASS SE Encoder, there are several concepts that should be understood.

1.2.1 Key management

iCLASS SE Encoder is an HID Global product that provides solution to encode user credentials and reader configuration
data. To provide a high level of security, the encoder device uses a smart card chip (an ISO 7816 compliant device) to
perform the key management as well run the encoding applications. This component of the encoder device is called
Secure Access Module (SAM).

A typical encoding operation requires knowledge of default/transport keys of the credential, your credential or reader
configuration data and the new keys to be used to protect the credential. The keys that are involved in encoding
operation could be ones that are managed by HID Global or ones created by the customer and provisioned in SAM.

To do secure key management, we use cryptographic algorithms and practices that have been validated by our industry
to provide security solutions for our customers. The rest of the document describes different types of keys and their
management.

1.2.2 Administration keys

To load, update, and delete configuration data and keys used during encoding operations Simple Network Management
Protocol (SNMP) version 3 messages are used. SNMP is an Internet-standard protocol for managing devices on IP
networks and defined by RFC 3411-RFC 3418. Though the protocol is intended for IP devices HID makes use of it over
other transport and application protocols such as ISO 7816-3 (APDU) for PC/SC readers.

A typical SNMP message is encrypted and signed using 16-byte keys and also contains metadata about the
cryptographic mechanism used to protect the message. The message defines its actions using verbs, such as GET, SET
etc. The keys that are used for encryption are called SNMP encryption and SNMP privacy keys and the keys used for
signing are called the SNMP signing and SNMP authentication keys.

A device or a software application implementing the SNMP standard is called an SNMP endpoint or engine and is
identified using one or more engineld/username pairs.

The encoder SAM is an SNMP endpoint that has two identities: the HID Admin and the OEM Admin. Each identity is
recognized using an engineld and username pair as described in the SNMP standard. Each identity includes two
associated keys: SNMP encryption and signing.

The purpose of HID Admin identity is to manage the keys and configuration data that originate from HID. The OEM
Admin identity can be used to create custom keys and perform operations that do not require high levels of security.

When a customer receives an encoder, it has OEM Admin SNMP keys that are set to default/public values. When the
host application is started for the first time, it prompts you to change the keys to be managed. The host application then
stores the changed OEM Admin keys in the local database and the keys are encrypted using your password of the
application.

1.2.3 Media keys

The keys that are used to authenticate a credential to perform read/write operations are called media keys. For example,
the debit and credit keys for a page in iCLASS credentials are the media keys. In the case of MIFARE Classic, the Key A
and Key B of a sector are the media keys and for DESFire EV1 the application keys as well as the PICC master key are
examples of media keys.

PLT-01067, B.0 10 February 2024
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The lengths of these types of keys as well as the cryptographic algorithms, such as authentication algorithm, that makes
use of these keys are dependent upon the credential/media technology.

A typical encoding operation uses the default/known media key to first authenticate to the blank credential, create the
application, write the credential, and change the value of the key to the one specified by you. It is important to make a
note that the new value can be a diversified key to reduce the surface area of attack. In other words, all the
credentials/media have different values for the media keys. For the newer and more secure credentials (for example:
Secure Objects) we make use of NIST 108 key diversification algorithm whereas the older/legacy credentials make use
of proprietary key diversification algorithms invented by HID Global and/or chip vendors such as NXP.

For all the credential/media, the keys could fall in one of these categories:

+ HID Managed Standard Media Keys: These keys are managed securely by HID and are intended for general
customer base.

« HID Managed Elite Media Keys: These keys are managed securely by HID and are specific to customers who
participate in the Elite program. For example an Elite customer identified using an ICEQ000 have a different set of
media keys than the one identified using ICE0133.

+ Customer Generated and Managed Keys: These keys are either generated using the encoder solution and/or
entered by the customer. The keys reside in the encoder SAM, and can be exported in encrypted form to be archived.
Once created, knowledge of the plain text key is the responsibility of the administrator. Custom Keys are not archived
by HID.

All the HID managed keys are delivered in the form of static SNMP messages targeted to the encoder, for which they
were requested. Typically, the customer reads the engineld of the encoder device using the host application and orders
from HID Global the appropriate key set (for example: standard, ICEXXX etc.). The keys are delivered in the form of a file
that contains the static messages, and the host application provides necessary user interface to load them in the
encoder SAM.

Custom keys can be exported from the encoder device. The export format is again an SNMP message that is protected
using OEM Admin keys.

1.2.4 Secure object keys

The newer and more secure credentials used by HID Global readers are based on the Secure Object (SO) technology.
While it is outside the scope of this document to describe SO technology in detail, in simple words, a SO is a structured
credential that is based on industry standards to support extensibility of credential structure and use industry validated
and approved security algorithms and mechanisms. The most important aspect of a SO is that it provides an additional
security for the credential and therefore we do not only rely on the security mechanisms of the chip/media silicon
vendor.

Very much like an SNMP message a SO also has a notion of encryption and signature. To reduce the size of a secure
object credential we make use of an Authenticated Encryption with Associated Data (AEAD) algorithm called EAX’ (read
as EAX prime). In simple words, EAX’ one key can be used to perform both encryption and signing of the SO credential.
This key is called the SO encryption key.

l Note: It is called an encryption key but it also performs signature verification.

The SO encryption key could be managed by HID as a standard key and/or an Elite key, which is similar to the
management of Media keys described earlier. We also provide the support to create a customer managed SO encryption
key, however a SO credential that is protected using such a key is not managed via HID and also has an additional
signature using HID Global's license key.

Additional information about secure objects can be requested from HID Global.

PLT-01067, B.0 11 February 2024
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1.2.5 Secure channel key

The messages that are exchanged between a host application and the encoder device are transferred over a mandatory
secure channel. The secure channel helps to protect the confidentiality and authenticity of the messages between the
host application and the encoder device.

The encoder comes with a default value for the secure channel key, and very much like the OEM Admin keys, the host
application prompts you to provide a new value for the secure channel key. This secure channel key is stored on a per
user basis.

The secure channel mechanism is based on a slightly modified Global platform SCP secure channel protocol. You can
request more information about the secure channel from HID Global.

1.2.6 Credential credit management
All transactions with credentials are enabled by credential credits. These are discrete tokens that are consumed with
each transaction until none remain or until additional credits are ordered and applied to the encoder.

The term Credential Credit, refers to the tokens purchased from HID that enable all credential write transactions. The
iCLASS SE Encoder is enabled until the authorized credits have been exhausted, then you must request additional
credits from HID Global.

The management of credits can be understood as a type of counter. When a customer orders "X" credits, the counter is
increased by "X" and the encoder is enabled until the counter is decremented to 0, or until more credits are ordered.

The following attributes, are the building blocks to define a transaction which is enabled by a Credential Credit Token.

Technology Application Security Media
iCLASS HID Standard Genuine HID
MIFARE Classic SIO Elite Third Party
MIFARE DESFire EV1 Custom Custom Third Party
Prox HID Standard Genuine HID
Seos SIO Elite Genuine HID

For example: To encode iCLASS with HID Access Control application and Standard keys, this transaction would require a
different credential credit token than the same transaction using Elite keys.

Things to know about credential credits:

e Each credit token type is managed by its respective credit counter.

» Credit top up messages are delivered in a secure SNMP message that is targeted for a specific device by diversifying
the keys with the device Engine ID.

» Credit top up messages can be loaded only once.

* A cap (10,000 credits) is placed on the number of credits that can be ordered at a time. This is to limit the monetary
value that can be loaded into a single encoder device which can be lost or destroyed.

PLT-01067, B.0 12 February 2024
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1.2.7 Formats

The iCLASS SE Encoder includes a format interpreter capable of parsing all open and custom formats developed and
maintained by HID Global.

Format fields are presented to you in the desktop Ul for the purpose of assigning data to each field.

Formats must be ordered from Customer Service. Most formats are custom to a specific OEM or end user, and are not
freely distributed.

The H10301 (SIA Wiegand 26-bit) is the default format delivered with the desktop application.

1.2.8 Plugin architecture

The iCLASS SE Encoder includes a plugin architecture which makes it highly configurable with minimal maintenance
and few releases. There are two types of plugins:

e Technology
¢ Configuration

Technology plugins are a packaged bundle that includes an applet which is loaded to the encoder device and a Ul plugin
for the desktop application that is customized for the associated applet.

e Applets are small C# applications designed to run on the .NET framework that is native to the encoder device. These
applets manage the interface to the credential and provide an API to the desktop application. Applets can be tailored
for a specific use case.

¢ The Ul plugin manages the interface to the encoder device and provides you with inputs and information specific to
the applet loaded on the device. For example, each technology applet comes with a unique set of wizard pages
gathering user input for work order creation.

Configuration plugins expose a Ul for gathering inputs and creating reader configuration cards. Reader configuration
plugins are released as groups that organize parameters.

Things to know about plugins:

« Each applet is digitally signed by a key managed by HID Global and known by all encoder devices (global key). This
identifies the applet as Genuine HID. Only Genuine HID plugins are recognized by the encoder device.

« Initially, one applet/plugin is created for each of the four supported technologies (iCLASS, MIFARE Classic, MIFARE
DESFire EV1, HID Prox, and Seos).

» Custom plugins can be created on a Custom Product Opportunity (CPO) basis.

1.2.9 Work orders

All credential encoding activity is managed through Work Orders. Each Work Order includes a set of Work Instructions to
be executed on every credential presented to the encoder.

e Work orders execute a work flow that you design
e Work Orders are technology independent
e Work Orders can be limited in scope or open-ended

PLT-01067, B.0 13 February 2024
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1.2.10 Work instructions

Each Work Instruction represents one step of an overall work flow that is executed on every credential presented to the
encoder.

e Work Instructions are analogous to scripts
* Work Instructions are technology specific
¢ Work Instructions are wholly independent operations

1.2.11 Custom applications

Custom Applications can be written to credentials. The iCLASS SE Encoder supports two types of custom applications;
Custom Media and Data Mapper.

1.2.12 Custom media applications

* Manage keys for custom media applications.
¢ Read and Write custom data to and from custom media applications.

Examples: custom vending applications or HF migration media (not the Config cards).

1.2.13 Data Mapper applications (HF migration)

¢ Reader accesses custom credential application data autonomously and reports data on communications ports.
¢ Reader is configured with necessary authentication and encryption keys to access the raw credential data.

e Reader is configured with instructions for manipulating the raw data into a format that can be managed by the host or
access control system.

PLT-01067, B.0 14 February 2024
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2.1 Introduction
The iCLASS SE Encoder Desktop application has the following structure:

Application Modules, each with a subset of tabs.

» Work Order Manager (File tab, Home tab)

» Key Management (File tab, Home tab)

» Reader Configuration (File tab, Home tab)

» User Config (File tab, Home tab & View tab)

With the selection of an application module the window displays the specific module toolbar, information and
configuration panes, etc. The following is an overview of these windows.

2.2 Work Order Manager module

The Work Order Manager module allows you to define and save an encoding profile for a credential deployment. Each
Work Order defines the number of data fields encoded, as well as the data type and field size. These data fields are
concatenated into a single data stream and encoded into an application, and are defined by the selected format.

A Work Order is comprised of one or many Work Instructions. A Work Instructions is a single command issued during
work order execution. The single work instruction can either read or write to a specific memory location.
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2.3 Key Management module

The Key Management module of the CP1000 Desktop Encoder allows you to view and manage the HID and Custom
Keys.
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2.4 Reader Configuration module

The Reader Configuration window is used to create the Reader Data configuration cards (for both keys and reader
limited settings) The application allows you to change the keys or behavior of a Reader.
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2.5 User Config module

The User Config module allows the administrator to create users for Asure ID and to set the functions each user can
access in the application. The Administrator can Add User, Remove User, Save Users and Change Passwords.
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2.6 Home tab

The Home tab allows configuration and implementation of the iCLASS SE Desktop Encoder. See the Work Order
Manager, Key Management, Reader configuration, and User Config module sections for information on each of these

Home tabs.
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2.7 File tab

The File tab contains specific options depending on which Application Module is selected. See the Work Order
Manager, Key Management, Reader configuration, and User Config module sections for information on each of these

File tabs.

)

nstall Mlugin Package
nstall Formats
Upload Encoder Configuration Package

Upload Credential Lredris

mport Work Crder

Export Waork Crder

B [® [ L0 -

Open Log File

Recent tems ]

Optons | Exit Asure ID
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2.8 Options window

The Options window is available on every File tab, and allows you to manage the iCLASS SE Encoder Formats, Plugins,

Database, Options and User Options.

Install Plugin Package

Install Formats

Upload Encoder Configuration Package

Upload Credential Credits

Import Work Order

*DoEe (]

Export Work Order

B [®

Open Log File

Recent [tems

| optons HiEm’tAMeID-|

Options

| Language
Skins

Resources
Licensing
Card Design
Devices

iCLASS SE Encoder

ﬂl Choose a Language

Englsh (United States)
(Ausgs | duyall G5lond) Gl

| Eettina (Cesks republika)

Deutsch (Deutschiand)

|Espafiol (Espafia, alfabetizacdn internadonal)

Francals (France)

{ Indonesia {Indonesia)

Itahiano (Italia)
B#*E (BF)
s=H(CHE 2=

|Portugués (Brasil)

Pyeosaald (Pocoiar)
Ina (Llva)

Tiirkge (Tirkiye)
P (hE)

OK
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2.9 Language options

Asure ID allows you to set the default language of the application. Available languages are:

¢ English e Turkish

¢ Indonesian ¢ Czech

e Spanish * Korean

e Arabic e French

e [talian ¢ Portuguese
e Thai ¢ German

¢ Chinese ¢ Russian

e Japanese

To set the default language of the application:

1. From the Language option, select a language from the list.
2. Click OK.

Options

kine English {Linited States)
(usge ] Goppml] A8l oull) duyull

RemouyLss Cestna (Faskd repubika)

Licensing Deutsdh (Doutsdiand)

Espafiol (Expalia, sifabetizasdn internasanal)
Frangas (France)
Davices Indonesia (Indoneaia)
i Italiana (Jtaka)
CLASS SE Encoder B8 E+)
BINET )
Portugués ([Brasi)
Prycoxast [Pooowa)
1w (1wn)

Turkge (Turkaye)

Rz ep(ED

Cord Design

e [

3. An Information window is displayed with a message that the language change occurs after Asure ID is restarted.
Click OK.

Infarmation .

Language change will take effect when Asure [0 & restarted.

4. Restart the application.
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2.10 Skins options

Asure ID allows you to customize the look of the Asure ID application by selecting a predefined skin.

1. From the Skins options, select a Skin from the list.

l Note: The change is immediately visible.

2. Click OK.
Optons &=
Lamguage e
. crovn
R osfoRE Elad and Wi te Light Bk sned 'Whebe
Licensing Bl asnd Wiwie Light: Brorwan
ELASS SE Encoder Bl Grary Light okt
Erght FiLe 1 Pkt
Diark Blu= Shuer
Gray and B Tl Bbs
Gray and Vhrie violet and Vhiie
een
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2.11 Resources options

Asure ID allows you to access resource information for the application.

i Asure |D
.
Licpsaing Copynight & 2000-201 8 HID Global
Card asige i erdca
e » | Cord e 7200 |
IELASS 52 Bmcoder Data Entry 780,157
| Reperts 80,187
Wik Order Managtr 7,60, 167
Ky Marogement A0, 167
Reacer Configuration F.EL0. 167
Liver Corrfig F.AL0, 167
Lamer Config 7.E.0. 167
Nathod Data Soor o Connaclion Sing:

Perigrudcker =icrmeodt. et CLEDE, 40 ks Souroe =C: Programbisia HID SebaliAaure [DWaurelDumd; et QUEDRC

Check for soffmare updates on starbup.

[ o T T P

Field Description

About Displays the current applets loaded and their version.

Native Data Source Connection | This is the connection string used to connect to the native Data Source. It contains location and
String connection information.

Check for software updates This option directs the software to check for updates when launched.

Check for updates now This button checks for software updates immediately.
« |f changes are required, follow the instructions on the installation wizard.
« |f changes are not required, a message indicating that the software is up to date is displayed.
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2.12 Licensing options

Asure ID allows you to view, modify and activate the licensing information of the Asure ID application. To activate the
License Key, enter the information listed below and click an activation button.

Language Artrvat Loense
Skins Fost Mame; kmn
Aesouroes Lai Mlarvs - Zod
| T — . e gt com
Elmm:;ﬂ oy Mame =00 Zons
:.T;sc Eroner R -
Counrw: dEA
S Make /Mol SlRGC HDRGELT
enge Kay!
| Subwrribe to product resslester
| Suberribe o anonymoE Srveys
Fhores Ao dvathon { Bt whe Do
dmre [T
Symtem Licesae: AVES2-YNRYGEGE:
_ceree Legel LM} Edibion
Addtional Liieses:
b ! Cmnre
Field Description
Activate License
First Name Enter the first name as it appears in the HID license.
Last Name Enter the Last Name as it appears in the HID license
Email Enter a valid email address that can obtain messages about licenses and accounts.
Company Name Enter the Company Name.
Field Description
State/Province Enter the State or Province where the Company is located.
Country Enter the name of the Country where the Company is location.
Printer Make/Model Enter the printer (or Encoder) make and model.
License Key Enter the License Key for Asure ID received from HID Global.
Subscribe to product newsletter Select the check box to subscribe to Asure ID product newsletters.
Subscribe to anonymous surveys Select the check box to subscribe to surveys.
Phone Activation This option displays an Activate Offline window that provides HID Global contact information to
activate the software. This window displays an Offline Request Key that you submit to the HID
Global contact. An Offline Response Key is given to you to enter and Submit in the window.
Activate Online This option requires an Internet connection and completely activates the license on this device.
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Field Description

Asure ID

System License Displays the License Key activated for your information listed above.

License Level Displays the license level for the activated license key.

Additional Licenses Additional license keys can be viewable if HID Global support has directed you to install

additional license keys.
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2.13 iCLASS SE Encoder options

This option allows you to modify iCLASS SE Encoder options on the Asure ID application.

l Note: This option has multiple tabs for configuration. See the following sections for details.

Dpbaons E
L S e | i |

anplsia

ZHro &

sl e Azmous Sclected Pornatfsl

Frncne

dd-anred Prinkie g
Crending
1

o d Dmsign
Do

AR R Frender |

I the formal o afe tving 10 “ead 1 0ot leied here. oangact vour I refeesentative o st

UK Cane

2.13.1 iCLASS SE Encoder Formats tab

The iCLASS SE Encoder includes a format interpreter capable of interpreting all open and custom formats developed
and maintained by HID Global. Formats must be ordered from Customer Service, as formats are custom to a specific
OEM or end user, and not freely distributed.

The Formats tab (see graphic above) lists the formats Installed on an Encoder. The default format, delivered with Asure
ID is H10301. Contact a HID Global representative for assistance if additional formats are required.

Field Description

Installed Formats

& Select the Install Format icon, to select and install an .EFI format file that was ordered and
— provided by HID Global.

Remove Selected Format(s) This option removes the selected Format from the list of available formats.

Restore Default Formats This option allows you to restore a default Format that may have been removed from the list.
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2.13.2 iCLASS SE Encoder Plugins tab

Each plugin used by the iCLASS SE Encoder is digitally signed by a key managed by HID and known by all encoders. Only
Genuine HID plugins are recognized by the encoder. Initially, one plugin is created for each supported card type (iCLASS,
MIFARE Classic, MIFARE DESFire EVI, Prox and Seos.

Plugins automatically install or refresh when Asure ID is started. Although additional plugins can be installed, you can not
delete the plugins installed by default. These plugins can only be Disabled or Enabled.

Note: Disabling unused plugins may increase the overall performance of the Work Order Manager and Reader
Configurations within Asure ID.

The Plugins tab lists the plugins currently installed, the version number, the Applet version, and whether the Applet is
enabled or disabled.

Laing kg
Sura

[— e |
Liemng i Hame “Augn Varmon Aeet smmes Acbe
[l Jwtn P REOLLF s mishia [ e
) R R
nal B Al fem G RELTLLAT tan sl L Tl
Tmscw Jboew Conflg . RO LET Imsnlabis Cunbls
LA Lmacy Donfg G ARO1AT e ikl T
METHEL Clmasic RERAO.LIT LRLIL Dl
MEIFERE (TR EY ABOAT SR Tzl
Pweac PRO.LET nuniatys Tamshis
Swra AEOLET e wikasiy Dyt
Lostiory iy Yo Pugrs
Actre M
Defait Diom Key Sle
=4 Lae
Field Description

In addition to viewing the installed plugins, you can perform the following tasks:

Install Plugin. Browses for a plugin from HID Global and installs the file.

)
Delete Applet.
@ Clears all applet .dll files from the SAM.
These applets are uploaded automatically on an as-needed basis when required for an encoding
operation.
Refresh Plugin View.

O

Custom Key Store Plugins Active Plugin: Allows you to develop a module for encrypting custom keys and how custom keys
are imported and exported.
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2.13.3 iCLASS SE Encoder Database tab

The Database tab displays information stored in the Asure ID database for the iICLASS SE Encoder. The Database
window allows you to view and manage records and keys.

Optronz (]
Lan guace
ainplsia
Ehre
tecursd Lacodes foer Keiteds; 1 O Breodeors
FassLrag
Frnere
Adeantrd Prinke Enoan HID Keys: 5 e HI0 Kays
Ercoding
Lirrredng Limiom Keyps: 0 Crear Cugtom Kzys
Cord Dmeign
ey Get Tems: 0 Cmayr Foy Bt [z
Trpas | sevcred el Adeun beys lom @025 52 Freoder deshilan ancloales
Ireert Wsork Srders ffrome J1ASS SF Brogoer deskion apokoston
Trrgrer | Koy mnd Ky St Trpmn ) 258 5F Framber deskelng mpplessern

I=port Feader Confgursbon Profies from iLLAS: B2 Cnoodar deskiop appacsion

Field Description
Secure Encoder/User Displays the number of iCLASS SE Encoder/User Records.
Records Clear Encoders: Removes all Encoders (and admin keys) from the database.

l Important: Admin Keys must be re-entered to retain access to credentials and credits on the encoder.

Known HID Keys Displays the number of known HID Keys loaded on the database.
Clear HID Keys: Deletes all HID Keys from the database. Keys require reloading in Key Management.

l Note: These keys are not deleted from the currently active encoder.

Custom Keys Lists the number of custom keys that are on the database.
Clear Custom Keys: Deletes all Customer Keys from the database.

l Note: These keys are not deleted from the currently active encoder.

Key Set Items Lists the number of Key sets.
Clear Key Set Iltems: Deletes all Key Sets.

Import secured encoder The iCLASS SE Encoder is secured on a per user basis with Admin Keys. This option allows these Secure
Admin keys from iCLASS SE | Admin Keys to be imported to allow the specific credential, keys, etc. to be moved from the original iCLASS
desktop application SE Encoder Desktop application (version 2.3.6.8 or 2.4.0.10) into Asure ID.

Note: The importer uses the current Asure ID user name and password to decrypt the admin Keys. If
the passwords are different, you are prompted to enter the old password from the iCLASS SE
Encoder Desktop software.
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from iCLASS SE desktop
application

Field Description

Import Work Orders from HID Work Qrders can be imported from the original iCLASS SE desktop application (version 2.3.6.8 or
iCLASS SE desktop 2.4.0.70). Asure ID automates the importing of these (non-encrypted) items.

application

Import Keys and Key Sets Custom Keys and Key Sets can be imported from the original iCLASS SE desktop application (version

2.3.6.8 0r 2.4.0.10).

Import Reader Configuration
Profiles from iCLASS SE
Encoder desktop application

Import saved profiles created in the original iCLASS SE Encoder desktop application Reader Configuration
application.
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2.13.4 iCLASS SE Encoder Options tab

The Options tab contains basic configuration options, along with the option of checking the SAM Firmware compatibility.
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Field Description
Options You can set several basic configuration options, select all that are needed:

 Load work order from last session at startup

» Automatically focus next row in grid after executing a work order

 Automatically add a new row after executing the last row in a work order

» Prompt user between each credential that is encoded during batch encoding

Do not show firmware upgrade required dialog on startup

» Dynamically store and load keys and credential counters for encoders not present when .ise or .xml
configuration file is loaded.

Custom Key Access Code | You must enter the 4-9 digit code to securely access the Custom Keys from a workstation. This code should
be the same across all workstations where custom keys are automatically synchronized.

Note: The SNMP encoder Admin keys must also match on all workstations where custom keys are
automatically synchronized.

Low Credential Credit Sets the minimum threshold for consumed printing/encoding credits. A warning is issued when the threshold
Warning Threshold is reached after an encoding operation is performed in the Work Order Manager. The default minimum
threshold is 25.
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Field Description

Actions Check SAM Firmware Compatibility: Allows you to check and upgrade the SAM firmware version.

When the desktop application is launched, it checks for the current SDK version of the encoder device. If the
SDK detected on the encoder is too old, the desktop application boot loads the version of the SDK that is built
into the assembly file to ensure compatibility.

A message is displayed if the firmware is up to date.

Note: If the detected version is too new, you are directed to the HID support site to download the latest
version of the software. It cannot downgrade an encoder.

Load new Core Firmware to encoder: Allows you to upgrade the core firmware (.fw file) on an iCLASS SE
Encoder.

2.13.5iCLASS SE Encoder About tab

The About tab is displayed with the current application information.
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3.1 Introduction

The following setup and configuration instructions are for the iCLASS SE Encoder Desktop application.

3.2 System requirements

Type Microsoft Windows 10 (32-bit and 64-bit)
Microsoft Windows 8.1 (32-hit and 64-bit)
Microsoft Windows 8 (32-bit and 64-bit)
Microsoft Windows 7 (32-bit and 64-bit)

Computer/Processor 1 GHz or higher Pentium-compatible CPU USB Ports

Memory 64-bit systems: 2 GB RAM

32-bit systems: 1 GB RAM or higher
Hard Disk 1 GB free space
Display VGA or higher resolution monitor

Software Environment Latest Operating System service pack

User Permissions Local machine administrative rights for iCLASS installation and secure database administration
Internet access for license activation or phone for phone activation

3.3 Administrative privileges

You must have Administrator privileges to complete the Installation and Startup procedures. To verify you are an
Administrator on your computer:

1. Go to Control Panel > User Accounts > Manage User Accounts.

2. Under Users for the computer, locate your User Name and verify the associated Group column displays
Administrators.
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3.4 Getting started

3.4.1 Administrative privileges
You must have Administrator privileges to complete the Installation and Startup procedures. To verify you are an
Administrator on the system:

1. Go to Control Panel > User Accounts > Manage User Accounts.
2. Under Users for this computer, locate your User Name and verify the associated Group column displays
Administrators.

3.4.2 Initial setup

1. Plug in the CP1000 Desktop Encoder to a USB port on your PC.

2. Plugin the HID USB Flash Drive to a 2nd USB port on your PC.

3. From the USB flash drive, install the Asure_ID_Setup application file located in the Install folder. Follow the
Installation Wizard to install the application. If prompted, allow the application to make changes to the computer.

4. Launch the Asure ID application and perform the configuration tasks.

Note:
Log on credentials: Username: admin Password: admin.

A Windows error may appear indicating that not all of the all drivers were installed correctly. This is expected as the
encoder has a chip that appears as a smart card and if Smart Card PnP is enabled, Windows tries to locate a driver
for this chip which cannot be located.
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3.5 Initial configuration
3.5.1 Change default administrative keys

It is important to change the default Administrative Keys during initial setup for security reasons.

1. During the initial installation, the Unsecured Encoder! window is displayed, click Yes to change the keys.
-Umu:ur!:r'iuudu! ‘

Thee current encoder has the default admmistrative keys

that ship fram the fsctory,

For seoeriby reasons, these keys need bo be overrdden.

Change these keys now®

EEev=i

2. The Provide New Admin Keys for Encoder window is displayed. This window gives three different options for
changing the default Admin Keys:
¢ Manual Entry - this option allows you to move information from a previous encoder, or enter customer created
keys. Manually enter your Admin Keys in the Auth Key, Privacy Key, and Secure Channel Key fields and click OK
to confirm.

Note: Admin Keys must contain 32 characters.

5y Provide Mew Advin Keys for Ercoder = | = !ﬁ
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| Lild l Careel

* Randomly Generated Keys - this option generates random keys. Click Generate Random Keys to have the
software randomly generate keys. Click OK to confirm.
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» Passphrase Generated Keys - this option allows you to enter a memorable passphrase (minimum of five
characters). The software then generates keys based on the passphrase. Enter your passphrase in the
Passphrase field and click Generate Keys From Passphrase. Click OK to confirm.

s Provide Mew Admin Keys for Encoder = | = s

Auth Hep= FFIFBCBSFRSEME 2ER T TIED R ToR1AT
Privacy Keyz | TEEFEST M ACEIDA 2854 F AT FI 3050

e Chnme] Heps O/ 106 LA SCACEODOER 00 U 000

Generate Bandom K=ys

3. A message is displayed prompting you to make a backup copy of your new Admin Keys. Click Yes to copy the new
Admin Keys to the clipboard.

Important: Safely store the value of the admin keys for future reference as HID is unable to recover these
keys if lost. If the admin keys are lost, the encoder needs to be sent to HID to be reset.

ey Store P e e e

BY B b e el s vl vl b able 1o arcese poie evweader)

Press Yoa, b oopy thes keps to the dipboard fo stere them in a sooure localion,
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3.5.2 Enter the Asure ID CP1000 Edition license key

The Asure ID CP1000 Edition License Key is AV352-YNRV6EG6G. The Admin password should be modified from the
default values for security reasons.

1. Select Work Order Manager > File tab > Options.
2. Select the Licensing option.
3. Enter the License Key AV352-YNRVG6EG6G and click your activation option.
4. When the License Key is activated, the CP1000 Edition is displayed as shown.
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3.5.3 Change default Admin password

The Admin password should be modified from the default values for security reasons.

1. Select User Config > Home tab > Change Password.
2. Enter new and confirm password. Click OK.
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3.5.4 Upload encoder configuration package
The following steps load the required files (on the USB flash drive) on the CP1000 Desktop Encoder.

1. Go to Work Order Manager > File tab > Upload Encoder Configuration Package.
2. Locate the Credits and Keys folder, on the USB Flash drive. Load the .ise file included on the USB Flash drive.

™ Work Grder Manager - Asure D = B
—— @
L 2 Eddt b o T 2 ]
(S i Pl P i m o LM R e TP R
A Work [~ pamove 1= Card Info
ﬁ Install Fosmats i
i x; Werk: Instructions | Wtk Cydier Execution
(O e ) T —
| Seleched Encoders
Uplead Cradential Credis I OMMIEY B427 OCEC A « @
¢ Selmched Techmology:
:‘_ Irngroat ok Ondwr From File iCLA5S
Cormant Simte:
,'*_ Export Wark Order to File
Drscorrecivd
ot ¢ SAM ¥erson:
Open Log File
j Pes [y
Credarviial Cradts
Recent ftems k
Opboreg: o pExit Asure Dy
‘Weork: Crtier Deserprbion

Hendy

PLT-01067, B.0 4 February 2024



m Powering Asure ID® iCLASS SE CP1000 Desktop Encoder
Trusted Identities User Guide

3.6 Change default Admin password

The Admin password must be modified from the default values immediately (Username: admin, Password: admin). For
security reasons, this access should not be left on the application.

Important: When creating, a new Admin user, or changing an Admin password, it is important that this
password is saved in a secure location. At this time there is no password reset feature in place.

See 9.8 Change password for detailed information on modifying the default Admin password.

3.7 Add system users

See 9.5 Add a user for detailed information on User Management and adding users.

Important: When creating a new Admin user, or changing an Admin password, it is important that this
password is saved in a secure location. At this time there is no password reset feature in place.
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4.1 Introduction

This User Guide is specific to the iCLASS SE CP 1000 Desktop Encoder. The following sections cover the initial
configuration of the iCLASS SE Desktop Encoder.

4.2 Plugin package

A plugin package configures both the iCLASS SE desktop software and the encoder for the type of technology being
used (for example iCLASS). This installation package contains all the counters, configuration, format and key files
necessary to execute work orders for various technologies.

Plugins initially provided include:

e iCLASS

« MIFARE Classic

e Data Mapper

» MIFARE DESFire EV1
 Elite Prep Card

e Prox

¢ Load HID Application Keys
e Seos

» iCLASS Legacy Config Card

During initial installation, all required plugins are installed. By default, the iCLASS SE Encoder Kit ships with standard
keys and a small number of credits to get started. See 2.13.2 iCLASS SE Encoder Plugins tab for more information on
plugins.

Languaga L ir %mm
eimy Irminied
Rasourcas o] [
Licanzing Plugin Mame T —— applet Yarmoo e ]
car Sasian e N [ " S
NeEvires Comtm P et Tk ART o il ek =TS
Ete Prep Cand T80, 157 (eSS
Load HID Apphcalion Keys  T.E.0, 157 Cgnbie
Reaier Options Config ToB b 15T B
ICLASS Lepary Config ... 78,0, 187 = -
AR TRLNVAT Doyl
FOFARE DESFna BV L T.B.0.187 Etasdin
Prax F.O.0L 1aT =P
Zaca T.B.0. 187 = PRt
Clmtom Key Storm Plugs
Activm Plugin
Defauit Custom Key Store
T Canoel |
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4.3 Formats

HID programs thousands of formats used in the security business. Every format has a name and a number. A format
describes how a credential is to be constructed and deciphered (for example: the number of data fields, size, legal value
ranges, and how they are constructed when written to a card).

The application is provided with a default format of H10301. If an additional/different format is required, contact an HID
Global representative for assistance. To install a format file, follow the steps listed in 2.13.1 iCLASS SE Encoder
Formats tab.

e =
Language (R Pl | Oetsasse | Dptions | Abou: |

IrstEled Sormats

Sking
AesOurces | -]
Licensing H12301 Remove Scleched Format(s]

If the format you arz trying o read is not listed herz, cortact your HID sepresentative for assistance,

oK Cancel
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4.4 Upload encoder configuration package

The Credential Credits and Keys are delivered on the USB Flash drive in the Credits and Keys folder. However, when
additional credits are required they are ordered from HID Global.

Note: Credential Credits and/or Keys can be received as a single .ise from HID Global. See 7.8 Load HID keys for
information on loading these files.

Gpen e
@C ,vl [ \’_n.;n..:-dter » CENTON US3 i.F.:J '+ Credits and Keys - | by [ [ Search Credits and Kays B2
Organze = Share with = Slewr foocer == [ ﬁ
I Favantss 3 Mame ? Date modified Twpe Size
[ _ | SH_CPMI4{5C11101 233071 Jize 1752004 2:26 P4 I5E File El ]
b g Libraries |7
I '!”Er'ampu:er

1. Select Work Order Manager > File tab > Upload Encoder Configuration Package.

Install Plugin Fackage

Inzta’l Fermats

Lipload tnesder Corhiguration Package ]

Uplaad Credential Crediks

Import Work Chrder

Export Work Order

TEYEw TR

Cpen Log Rils
Recent [terms b
| Opmors | (Bt dsure 1D

2. Browse to the iCLASS SE Encoder File (.ise file) provided by HID Global.
3. Double-click the file to be loaded or select the file and click Open.
4. The software updates the keys and key sets. A progress bar is displayed as the keys and credits are loaded.

Uploaded Key 2 of 21 to SAM.
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5. When successfully loaded, the message Package has been successfully installed appears at the bottom of the

window.
- Wioek Ordder Manager - Asure 11 - B x
N e » @
Foss - grviiiee P R
{ ’ - + Telt o | Rmmt Tiart
i RO = s R O
Cpen  Close e acd Work ! e Adc Mocoed | Add Hatoh Resove Edeuie - Exoouts 1
@xhu: B Bper mro- Tnefrction GR = farordn Perprde Salsciad -ﬂcard.nﬁ:—
! Work e Meneoement L Workienetions . | Work Croer Execubion: |
- x|
Selecied Encder:
IO OMNBTY 570K 500 - |60
Sekected Tednology:
CLASS -
s Currend Stahes:
""_‘l-r' -
Correched
Ery Management SN Vergor:
. sann
Credentiel Credits:
Reacks Conliguratiun
1?
IJzer Config
1
Wk Crdes Descripbon
m « recerd 2 of0 +—— [
Package has bewn s essfuly il!l.nl:d.]

After the upload is complete, the installed package contents are displayed on the Key Management > Keys tab pane.
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4.5 Custom keys

The initial package provided to the customer includes a limited number of credentials to get you started. Custom Keys
are created from the Key Management application.

- Key Management - Asure 10 iy

Home 2 g
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For information on Creating Custom Keys, see 7.2.1 Key Management toolbar.
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5.1 Introduction

The Work Order Manager module allows you to create, manage and execute Work Orders.

5.2 Work Order Manager Home tab

The Work Order Manager Home window contains the following areas.

-

= Work Order Manager - iICLASS_SE_SO_ORNLY - Asure [D = B X
B - <@
ﬁ Di‘l:w (= E.Eﬂm:ﬂi B ™ it E! :S E: |B |3 | o) ReadBack |
< £ pename W] Exoert to C5v ) B At heait]
Open C Werk [ Ramove || AddRecor Eatch Remeve Execute Exsaute (@ Card Info
ﬂ-ﬁ:leh: ] Excert b2 "OF | trsicten [ Records  Records Selected A ﬁ
Work Order Managemen. Work Instruciions Wiork Order Execu i
Drag a column header here t group oy shat column e
| ©onsssEEnmder | o 1 number  Fadiicy_Code  CLASS. Card, Sevich, Mooy, [ e e -
> I | 1o srxsce - ©
g Sefected Technelogy:
Work Order Manager iCLAZS -
™ Current Status:
W
Connacted
Ky Management SAM Versio:
. 4.0.0.0
Crecential Credits:
Reader Configaration
) i s
& I S
1 Gevrwine HIT:
User Config E_n_l_ru"u:
Werk Order Descripion
JCLASS: Write "H 0301 (5F)
HID [ - I
Rearly 7
5.2.1 Work Order Manager toolbar
- W Work Order Manager - ICLASS_test - Asure ID =TBTx
A Hue e ]
[ hew [ save as - ) e ) . .
N Pl B 7= B B8 Do
Open Oose ‘ &IEWIMCS'I‘ Add Wark Add Record Add Batch Remove Ewecute Execute
(3l Remave e Card Info
@ Delete ) Export to POF || jnetruction Records Records Selected Al o
Wiark Order Management Work Instructons Viork Order Bxecution

Toolbar Function | Description
Open Opens an existing Work Order. See 5.4 Open a work order.
Close Closes the current Work Order. See 5.5 Close a work order.
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Toolbar Function

Description

New Closes any currently open Work Order and opens the Work Instruction Wizard to create a Work Order. See 5.6 Create
a work order.

Rename Renames an existing Work Order. The Manage Work Orders window appears. Select the correct work order and click
Rename Work Order. See 5.7 Rename a work order.

Delete Deletes an existing Work Order. See 5.8 Delete a work order.

Print Prints the open Work Order. See 5.9 Print a work order.

Save As Saves the open Work Order with a new name. See 5.10 File save as a work order.

Export to CSV Exports the work order to a comma separated file. See 5.11 Export work order data to a CSV file.

Export to PDF Exports the work order to a Adobe PDF file. See 5.12 Export work order data to a PDF file.

Add Work Opens the Work Instruction Wizard to walk you through the creation of a Work Instruction. See 5.13 Add a work

Instruction instruction to a work order.

Edit Modifies an open Work Order as needed. See 5.14 Edit a work instruction.

Remove Removes an open Work Order. See 5.15 Remove a work instruction.

Add Record Adds a single record to the Work Order database. Each record added is a credential to be encoded with the Work
Order. See 5.12 Export work order data to a PDF file. See 5.16.1 Add a credential record.

Add Batch Adds a batch of records to be encoded with the Work Order database. See 5.16.2 Adding a batch of credential

Records records.

Remove Records

Deletes one ore more Work Order records at a time. Shift + Click to select all records or
Ctrl + Click to select individual records for removal. See 5.16.3 Removing records.

Execute Selected

Executes selected Work Order record. This allows you to select a record, and encode the work instructions. As each
card is completed, the display for the credential record is grayed out and the serial number of the card is displayed in
the column. With each encoding, the associated Credential Credits decreases by one. See 5.16.4 Execute a work
order on selected credential records.

l Note: If there are not enough encoding credits for the process, a message is displayed.

You need to contact HID Global and order more encoding credits.

Execute All

Executes all records in a Work Order. The system selects all records and encode. The process continues until all the
credential records have been encoded. See 5.16.5 Execute a work order on all credential records.

Read Back

Reads back the card currently on the encoder and attempts to read a card and locate its corresponding record in the
data of the current Work Order. An error message is displayed if the card information does not match that in the Work
Order. See 5.16.1 Add a credential record. See 5.16.6 Read back.

Card Info

Reads the UID and memory configuration of the presented card.

Place a card on the ICLASS SE Encoder, select the card technology type, then select this option.
Note:
Not all cards display the same information. In general the information is:

» CSN - Card Serial Number
« Card Type (for example, SO Only)
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5.2.2 Work Order Manager Configuration pane

Selected Encoder:

HID OMMIKEY 5427 O 5C0 - K3
Selected Technology:
ICLASS

Current Status:
Connected

SAM Version:

4.0.0.0
Credential Credits:
Genuine HID

1

Genune HID, HID 510
35

Genung HID, Custom

36

Work Order Desoription

ICLASS: Write ‘H10301" (8E)

Field Description

Selected Encoder

All available encoders are listed in the drop-down list. Click the Refresh to refresh the type of encoder.

Selected Technology Displays all card technologies loaded on the encoder.
Current Status Displays the status of the encoder.
SAM Version Displays the current SAM firmware version.

Credential Credits

Displays all the credits loaded on the encoder.

Work Order Description Displays each work instruction on the open Work Order.

PLT-01067, B.0

53

February 2024



m Powering Asure ID® iCLASS SE CP1000 Desktop Encoder
Trusted Identities User Guide

5.3 Work Order Manager File tab

The Work Order Manager File tab contains specific options for this module.

Install Plugin Package

Imstall Formats

Upioad Encoder Contiguration Package
Upload Credenbizl Credils

Impart Wark Order

Lxport Waors Order

Chgen Log File

B [® [« [ [ B 5.

Recent lk=ms [

! Ciptions Enit Asure 1D

Option Function Description

Install Plugin Package A bundle of files that installs all the necessary plug-ins for the encoder.

Install Formats Imports an encrypted file determining how a PACS credential is formatted. See 1.2.7 Formats.

Upload Encoder Uploads credential credits and HID Keys on to the encoder. See 4.4 Upload encoder configuration package.

Configuration Package

Upload Credential Credits | Allows the upload of Credential Credits (.xml and .ise) provided by HID Global.

Import Work Order Allows you to upload a Work Order Export file (.xml) to Asure ID CP1000 Edition application. Can also import
key sets and formats from .isx packages.

Export Work Order Allows you to save a Work Order for backup and to upload the file at a later time.

Open Log File Allows you to view the log file of events for the Asure ID CP1000 Edition application.

Recent ltems Displays the Recent Work Orders, for quick reference. Work Orders can quickly be opened by double-clicking a
Work Order on the list

Options See 2.8 Options window for detailed information.

Exit Asure ID Logs the current user out and exits the application.
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5.4 Open a work order

1. To Open an existing Work Order, select Work Order Manager.
2. Select Open from the toolbar.

-

Work Order Manzger - ICLASS [est - Asure ID - B X
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3. Select a Work Order from the list, and click OK.
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4. The Work Order information populates the Work Order Manager window.
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5.5 Close a work order

1. When a Work Order is Open, select Close from the toolbar. See 5.4 Open a work order.
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5.6 Create a work order

A Work Order is comprised of one or many Work Instructions. A Work Instruction is a single command issued during
Work Order execution. The single Work Instruction can either read or write to a specific memory location.

1. Select Work Order Manager module. Select New from the toolbar.

-

i- Work Order Manager - ICLASS-SE-Config-H10301 - Asure ID - B x
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|'_'lu=u E Save As o - - & f
@ﬁ' i A T
ﬁl S k Sdd Record Add Batch
Whar =T RE Bal Remowe Execlie Exerute Card Tnfa
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2. Select the required technology, and click OK.

COTTEES—— x

MIFARE Clagsic

MIFARE DESH2 EV]
Prox
Seo0s

Lo« Jp cance

3. See Work instruction wizard for details on each technology wizard. When you have completed the wizard, return to

the following step.
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4. Select Yes to save the Work Order.

Q The Work Order has been modifed. Would you ke o save e changes?

5. Enter a descriptive name for the Work Order, and click OK.

Sawe Work Order

#uwaiable Tempiates:

Templake Mame:
[ as5-config4110am ]

L= Ji oo

_‘I 4

6. The Work Order information is now displayed on the Work Order Manager window, with the Work Order name

displayed across the top of the window.
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Ready
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5.7 Rename a work order
1.

While in the Work Order Manager module, select Rename from the toolbar.
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2. Select a Work Order from the Manage Work Order window, and click Rename Work Order.
3. Enter a new name of the Work Order on the New Work Order Name window, and click OK.

4. The Work Order name is updated on the list. Click OK.
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5.8 Delete a work order

While in the Work Order Manager module, select Delete from the toolbar.
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2. Select a Work Order from the Manage Work Order window, and click Delete Work Order.

3. The file is removed from the list.
4. Click OK.

Avalabde Viore Orders:

Analable Viore Orders:

CLARE SE S0 ML

Actions

Actiona
Delete Work Orcer Delete Work Orcer

o
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5.9 Print a work order

Work Orders can be simply printed to a local printer.

F 5]

it Wiork Order Manager - ICLASS_test - Asure 1D - BX

N - ‘@
G E@Cr(@Qpxr Bo= B BB E oo

Open Cloes Add ‘Work GQEW\-E Add Record  Add Baxch Remove Exeoube Execute {&ca:ﬂ Infin

) Del=te ) Sport b0 POF | fnstrucsor fecords Records Selected
Work Order Management Wrk IneTuctions Work Order Executon
1. Open the Work Order Manager module.
2. Open a Work Order. See 5.4 Open a work order.
3. Click Print from the toolbar.
4. Select your normal printer options from the Print manager.
5. Click Print.
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5.10 File save as a work order

This process makes a copy of the Work Instruction to a new Work Order, where it can then be modified, as needed.

l Note: The database is cleared for the new Work Order.

1. Open the Work Order Manager module.
2. Open a Work Order. See 5.4 Open a work order.
3. Click Save As from the toolbar.

P A

i Work Ordar Manzger - ICLASS fest - Asure 1D - BX

A @

a-E' Py O i R =
Exilt - = ' Read Badk
ﬁl Rename i#) =port to €5V 0
4 Work G fpmove | Add Record Add Bach Rerove Execute Execute ,& Card nfo

T Dosee 1] S0rt 10POF | fngiucsn fecords Records Selected Al
Work Order Management Work [neructions Work Orcher Execuaton

%‘[%h
'J

4. Enter a new Template Name for the Work Order, and click OK.

x

Avsiabie Templates:
ICLASS_WWa_ig
ICLASS-SE-Config-3-14410301
MIFARE-Config-H 12301
MIFARE-Cenfig-sterdard-H10301

Temolate Name:
{rciass_wo_1 )

i e

5. The new Work Order is saved and opened with the new name ready to edit, if needed.

6. If the Work Order with this Template Name already exists, a Warning window appears. To continue, click Yes to
overwrite the current Work Order.

F I Worl Order alrcody cxsts, Weuld you ke to cversrite 2

]
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5.11 Export work order data to a CSV file

Work Order Data can be exported to a Comma Separated Values file (CSV) file.

1. On the Work Order Manager toolbar click Export to CSV.

P A

iy 4 Work Order Manzger - ICLASS fest - Asure ID - BX

N - ‘@
Fo= 8B B 8 &3 3o

Close Add Work. spmove | Add Record Add Bach Rerove Exeouste Execute Card Info
ED Deiate Svport o FDF | fngtrucdon F Records Records Selected  All @
Work Order Management | work Insuctions Work Order Exerutan

2. Browse to a location to save the file, and click Save.

i Save s - - - a ﬁv

GD-' Lo v Libraras ¢ Documents & Work Orcer Fiey - | Ay [ Search ok Grder Files Al
Crganize = Mewr futder = - -
o Favoriles Documents library Amngelny Fabder »

Wiork_Uroer_Hies
ol L igases “eerme Dale mdilied lype : e
el Lompuler Pl merms match your search

Fil= pams i-CLA‘SS-EF.{mﬁg -
Mnmlﬁ:«mﬁawmﬂﬂat’ij -

= Hiids Folders ‘ Save I . Cancel

3. Below is an example of the CSV file.

{EI |- ICLASS-SE-Config-H10301.csv - Microsoft Excel = B EE
Home Insett Pagelayout Formulas Data  Review View Acobat ¥ @) o @ 2
Al - & | Card_ld_Number -

A B C D

Card |d Number lFaciIiw_i:,-nde i CLASS Card_Serial_Number Custom_Field
1 51244201FSFF12ED

1 52244201FSFF12ED

1 7ADGFCOOFBFF12ED =
1 0102FCOOFBFF12ZED

1 51244201F5FF12E0Q

1 52344201FSFF12ED

1 7AQ&FCOOFBFF12ED

1 0102FCOOFBFF12ZED

1 51244201F9FF12ED

1 52244 201FSFF12ED

ki

L

BlEE v & <o v & |w k-
- R RE- BT R R TR TR
B

A%

W 4 b ¥ | KLASS-SE-Config-H10301 % IEX b 30|
Ready |[EOE 100% o) ) o
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5.12 Export work order data to a PDF file
Work Order data can be exported to a portable document format (PDF) file.
1. Work Order Manager module click Export to PDF.
iy 4 Work Order Manzger - ICLASS fest - Asure ID - BX
e @
GFT OG0, Do B BB E Do
¥ cename — || Sport o5y o :
Open Choee Primt Work 3 Add Record  Add Bach Rerove Execube Execute Card Info
x Jalo o Ln;l:rumr P s fecords Records Selected Al @
Work Order Management | work Insuctions Work Order Exerutan
2. Browse to a location to save the file, and click Save.
"hm_.k o - - o - ﬁ“‘
GD-' L v Lisearss » Documsmts & Woork Orces Fiag w | by || Searcr werk Crder: Files al
Crganize = Mew fuider = = -
W it Locuments library Kooy i
Wik _Drger_Hies
il Liigues, MNarne Pale mudilied | ype : i
el Lompuler Pl merms match your search
File gams  #CLAZE-SR-Config -
Save a5 type | Postabie Document Fomns Files [* o) -
e Csve )| conce |
3. Below is an example of the PDF file:
| Ble Edit View Window Help
Rowe- | B F OB/ @OBPHDE
EII | IE 4™ | - (o) | 787% vl | ] Tools Comment Share
Card_td_Mumber Faclity_Code | CLASS_Card Seral Mumber
CHI2FEOFEFF 12ED
TADGFCDDFEFF LI
64 February 2024
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5.13 Add a work instruction to a work order

A Work Instruction is a single routine issued during Work Order execution. The single Work Instruction can either read or
write to a specific memory location.

l Note: This example is of a Custom Configuration.

1. Open a Work Order.

e Work Order Manager - Asure ID = B X

N - ‘@

[]E g::;:;”ﬁf. g 0 E@ S _i:ﬁ g 9nees

Open | Close f ' Bdd Vot ™ Ramove Exmcyt cardInfo
Y Datere Wil Esporr tnatruckon 3 Recomds B i @
Wiork Circler Managemen: | work Istroctons | Work Orcer Sxaruton
*- st sy -“ Dirag & coiunmn heacier bere to groo oy Bl column 5 LT3 ¢ -
|'9 ICLASE SE Encoder ’ Select=d Encocsr;
= HID CMNIKEY 5437 O 5C 0 - &
_‘3 Selected Technology:
Wark Order Manager CLass -
Brae Current Stamie:
—r
Corrected
K=y Management SAM Wergiom;
. 40.0.0
Credential Credits:
Resdsr Configurasan
: | Genune HID, CLASS Eite
& =
menune HID
Liser Config e
25
Work Cirder Descriptan

Open Work Order

W-IIII--I-II-II-.--I-I.-‘-I-I!-I-I-I-I-I‘
- [ T S Sy

Ttem detail
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3. The Work Order information is displayed on the Work Order Manager window. Select Add Work Instruction.

-

i Rl Work Order Manager - ICLASS_SE_SOONLY - Asure D = 'BTX

[ ‘@
@G0Bl B8 8RE o
Open

Pt Add Work Remoye |AcdRecord AddBatch Remove Executs Exescute () cand Info
[ S ] Export to POF | fretruction ld : Rermeds Aecords Selected Al L

Wiork Order Management || Work Instructions. | Work Order Executon

v that column

||l:'_'LASS Card Seral_MNumber

o, I B e -

Salarted Technolagy:
Work Crgier Mianaper ICLASS %
o Current Status:
- Conmected
Hey Management SAM Versian:
. 4.0.0.0
? Genuine HID, iCLASS Effe
& £
Liser Conig Genuine HID

‘Wark Order Description

m « rewd 101+~ [

Ready

e

4. Select the technology type from the list and click OK.

CETTe— X

MIFARE Classc
MIFARE DESFrs EVI
Prox

Cens

R

5. See Work instruction wizard for details on each technology wizard. When you have completed the wizard, return to
the following step.

6. Select Yes to save the Work Order.

g The Worle Order has been modfied. \Weould you ke to ssve the drangea?
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7. The new Work Instruction is now listed on the Work Order Description.

-

rh i Work Order Manager  1CLASS SE-Config H10301 - Asure 1D i T
“ o ! e |
ﬁ W [ e Bswea | |3 e | @ @ % 3 |3 ) Feend Dok
Oper: Ciose

®orewme = i) spartocsy

Brink || ackd Wark Remave || Add Record &dkd Balth Remoue Esemule Faerules Card Info
(29 Deete ] 200t 0P | neiacton | Recorde Fmorde Selacted Al L .
lark Orcer Management | _ WorkInstucbers | Work Crdes Cxeaubion J

Oyetasssseneder | o p . Facity Code | iOLASS_Ca.. | Facity_Ce... | CareJd M. | s
' | I M) CCoE s - ©
| | & | Selecled Tedbrmony-
Werk Orcer Manzger I PLASE =
K Current Status:
—_—r 5
Corecled
“ay Management ZAM Yoraon:
. 4.0.0.0
i .. Cresdenbal Credis:
e ;’" Lionune HIL, ILARS Hibe
j._ 25
Lanare HIL
Uiser Config _ {25

R I T o [ T

‘Waork Order Desaipton
CLASS: e "HI030 17 (S5}

D )
o i1t 4.~

Ready ':i;
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5.14 Edit a work instruction

The following describes the simple process of editing an existing Work Instruction.

1. Open a Work Order.
2. Click Edit in the Work Instructions section of the toolbar.

i Waork Order Manager - ICLASS_SE_SO_ONLY - Asure ID = BT
= - <@
| 4 = E 1 5 ¥
ﬁ ..... new (T B savens B = e B B e 3 a ) ReadBack |
Open Chose S r *) o Ao Work fod d add Batch Exeostes
Print femaove Record AddBatch Remave Execite @ cand Info
) Deete ) Export to POF || frestyuction E | Records Records Seected Al L
Wiork Order Mansgement | Werkinstuchions | Viork Order Execubon
Applications ¥
[ @yierAss s Enenter S | g 14 pumber | Factity_Code 1SS _Card_seril pumber | “oecied Encader: =
. 5 || ] HID OMNIKEY 5427 K 5C 0 -
I T
Salected Technology:
Work Crdler Manansr 1 ASS -
; CUTEnt Stahs
Connccied
R I ETIRTR: SAM Versiun;
. 4.0.0.0
Cradential Credits
Reeadey Comfiguration
.: Geniine HIT, IC1 ASS Fiit=
" 25
FEnURe HID
User Config =
. o '-'Jﬁrk Order Desoripbon
HID [ - I
Ready

.

3. Double-click a Work Instruction from the list to edit.

Select Work Insbrschion

booc || cones

4. The Work Order Instruction wizard is opened. See Work instruction wizard for details on each technology wizard.
5. When complete, the Work Instruction selected is modified.
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5.15 Remove a work instruction

The following describes the simple process of removing an existing Work Instruction.

1. Open a Work Order.

2. The Work Instruction is now displayed on the Work Order Manager page.
3. Click Remove in the Work Instructions section of the toolbar.

-

n

™ Work Order Manager - iCLASS_SE_ S0 ONLY - Asure ID - B X
N 2 @
QBT S0. B W DD o
Open Chse gﬂ:m Pri ﬂ]-wthﬁ‘r aAd Wiork &dd Record Acd Batch R E E
int 2 Rieshae [ai) smove Eveqie Eienime Card Trifo
(D relet= W] Sport 0 POF | Lot action Ld Records Records Selected Al @
Warl Order Management | Work Inatructions Yiork Crder Exeaution |
Drag & column heades hes ' group by that colme Configueation L x|
| © LSS ST Encader | Card_Jd_Humbei | Faciily_Cods i CLASS_Cerd _Seria_Nuriber i
> I T |~ 0= rascr - @
| _J Sedeched Technelooy:
Work Order Manager class :
e ) Carrenl Slahes:
B
Conrecled
Key Managoment SAM Yermon:
. 4.0.0.0
Crecental Cradits:
Reader Configuration
: Gzn.rc: HID, KCLAZS Elite
& = =
GaErLire HID
User Config -
Work Order Desaiption
] ASS: Writw *H10301" (SE)
o ... - (—
Ready

4. Double-click the Work Instruction from the list to remove.

Select Work Insbrschion

b o

1

Cancel

5. When complete, the Work Instruction is removed.
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5.16 Work order execution

After the Work Instruction and Work Orders are created, you execute a work order. This section gives an overview of the
process to write SIO credentials to an iCLASS card, but is applicable to other Use Cases.

5.16.1 Add a credential record

This section covers how to add a single credential record.

1. Open a Work Order.
2. From Work Order Manager click Add Record.

L Work Order Manager - ICLASS Sk Config H1030L - Asure ID = B X
= <9
N = Save As = ) - -
DRI G, O [(B]8 8BRS om-
®, ferame [#] Expart ta CSV ;
e Cos= Frinl Al ok L_‘; Remove | feid Record} Ads Batch Remove Feeoule Faeculs ﬁ Card Info
(5 Delee {8| Expart tn POF || nshiuctin Remords Recoeds Selectsd Al
Wiork Crde- Management | Work InstTuctions Wark Order Deecuton
o=t | Corfourstio B
- 1 Do
| @ enssmenemder STy 1 x| Fadity Code || CLASSCa... |Fadkty. Co.., | Card I M., || 000 Enooer il
» I N W) > o< O
j Seler led Tedrodogy:
Work Crde Manager ICLASS -
Ay Currert Saws:
g |
Commected |
Ky Management SAM Version: [
. £.0.0.0 |
Credential Credits: |
Remder Configuaton |
b ] Genuine HIT, ICLAZS Efte
p:
Genuine HIC
sz Cenfig [5e
S P I
Wk Cireeler Tesariplion
ICLASS: Write "H10301" [SE)
m 1 ASS: Rmad W 10301" (SE)
|4 Record 1061 b~ [
Ry
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3. Asingle credential record is added.
L Wiork Order Manager  1CLASS - SE-Config H10301 - Asure ID =0 B
= - -2
— - __| — §
QRS- G5, Do B BB D Do
w5 i Sxport o SV | s s et
Opem Cose ] Srint | Whar Remer || Add Re & Bairh emoue Fyemite Fusrute Card Info
@ Ueete m Pt 00 FLF | sty ticn E = | Revencks  Revorcls Sedes 1] all ﬂ |
Work Crcer Manngement | Wark Tnstuchors. || Work Order Execution |
f Selectes Encoder:
| [ OMNIHEY 5427 CKSC 0 - &
Selacken Tedtnaisgy:
iass 5
s CurTent Statue;
‘Connected
<Ey Management SAM Werslon:
. |4.0.0.0
Credankal Credis:
b ] Genuine HID, ICLASS Blba
&
User Conf Genisine HIDH
25
| e T T T
‘Work Drder Desaipbon
{CLASS: Wirite "HI030 1" {5E)
CIE ... coss—
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5.16.2 Adding a batch of credential records

This section covers how to add a batch of credential records.

l Note: A single credential record or a batch of credential records can be added by following these steps.

1. Open a Work Order.
2. From Work Order Manager click Add Batch Records.

"

s Work Ordar Manager - ICLASS-SE-Canfig-H10301 - Asure ID - mx
ﬁ LR = B
BE- @0, D=  B[e]e @@ o

a Close PP ﬂ faintdisia Add Waork Add Record§Adc SetchiFe E E
pen vint o Ramove o d8a move Execute Execute Card Info
9 Dalete ] Export 13 50F | patructn 3 Records JRecorcs Selacted Al @
Wark Order Managemen: | work Istrochons Work Order Executon
| 4 i ” [Diraq & coéumn heacer bere o grouo oy Bl column Cwfprain o 4 x|
| @ 1cLass & Encoder

Card_id ... | Facty Code | CLASS Ca.. | Facity_Co.., Carel_Id Ny, || o0 oot

) ' I I I I " <o - O

Selected Techrology:
Wark Order Manager CLasS -
Sy Current Stamis:
—
Correcsed
Key Management CAM Versor:
. 40.0.0
Credential Credits:
Resdsr Configurason
: | Genune HID, CLASS Eiie
Genuine HID
Usier Config o

|7 i e MY, T i TS, TR

‘Work Cirder Descriptan

s e 1.1 4 [

[

3. Enter the number of credential records to add. Click OK.

Add Records B xi
Musmbher of Records: 5o

E O ’| Careel
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4. The credential records are added to the list.

-

i Work Order Manager  ICLASS SE-Config H10301 - Asure 1D S

-
= - ‘@

DL @2 A= B B8 D (Lo
®, meene | =xport o CSV T s et
ipm  Cose Syint ; | Winr| Removs | A Re &rki Fa Femmue Faemils Fasrul= Card Infz
@ Deete m xpoft o EDE | Jrtyin fian E | Revonck  Feoorch Seles 1= all @ : |
Work Crder Management | Work Tnstuctors (| Wiork: Crder Feeoutinn |
B Criag a column header hee to craup by that columa E'__';. 2
Card_¢_M,.. Faglty Code iCLARS Ca... | Facity Cao... | Carc_jd M. _mm= - :
I ) [ ) | ' 1 |HEZD OMMIKEY 5427 CK.3C 0 » @
Selacken Tedrnaiogy:
(iCLA5S -
Curent SaLE:
Connected
= ] | SAM Version:
. | 4000
Credznkal Credis:
2 | Genure HID, I0LASS Bt
&
Ly vl'_q:nﬁg Geniire HID
| 25
| | TR T Y TR T
Work Drder Descripton
C_ASS! ke "HI0Z30 L™ S2)
LI ... cos—
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5.16.3 Removing records

1. Open a Work Order.
2. Select one record, or a range of records.
3. Click Remove Records.

vork Order Manager - I0LASS-5E-Config-H10301 - Asurs ID - B X
2 @
Mt ] - -
Eerte Bo= B Bl (&=~
Prin m iz Add Wark AddR d Add BatchfRemowve] E B
L8 W Remove =l g i xerlle Execile Card Infa
| Export 13 POF || rsinuction 3 Records NRecordsdselected Al L
Work Instruchions
g & o header here o groop by that cokeon Ca s
G Sl s | Pty e, [FELARN ... | Bl 0. | Sl i e || Fo et
| 1' 1 o a HID OFMIKEY 5427 T SC 0 *'a
S O -
Werk Order Manaser ICLAsS "
ey Current Stahe:
et
Conneched
Kay Management SAM Verson:
. 4.0.0.0
Credential Crads:
Reader Configuratsan
: Geruine HID, iCLASS Eibe
s :
Gerusne HID
25
¥v'ork Ordier Description
m ER “ -
- recad 202 +— [

4. Click Yes to verify the deletion.

Question

@ Are you sure you want to delete te selected record(s) from the Work Order?
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5. The credential records are removed.

- Work Order Manager - ICLASS-SE-Config-H10301 - Asure ID B x
e
D@ @, B B0 8L Lo
Open  Close ‘ Print ﬂ i Remove | Add Record Add Batch Rem EuemteEumE
e
@ Dekete i#h] Export to POF lngmm G Records Records Selectad N

| Selected Encoder:
| |HID OMMIKEY 5427 CK. SC O

| Selected Tedhnology:

IOLASS

Current Stabus:

Cormacted

| SAM version:
| 40.0.0

m + Reaord 10f 1+~

Credential Credits:
Genuine HID, iCLASS Elite
25

Genwne HID

25

Cmms s LT WO RO Clike LT CTO

‘Work Order Desoipbon

ICLASS: Winte H103017 (5€]
CLASS: Read H10301" (SE)

PLT-01067, B.0

75

February 2024



m Powering Asure ID® iCLASS SE CP1000 Desktop Encoder
Trusted Identities

User Guide

5.16.4 Execute a work order on selected credential records
This section covers how to execute a Work Order on a credential record.
Open a Work Order.

Place the correct card type on the CP1000 Desktop Encoder.

Select the records to encode (Ctrl+Click or Shift+Click) to select a range of records.
From Work Order Manager click Execute Selected.

> owpnp

h -
N
= - e [

A= St = Rl I = S - S - ] () P
qn Pri “I ey At Viork .‘INR.E( 4 Add Ban:h Rt E IE
i ¥ o e Execute JEveas 1
Cpen € Dokt | Export bPOF | [ Resmoye u D cadinfa

ey Besords  Rsctrds Sabscted
Work Order Maragement ok Tretrctines

Work Order Manager - CLASS_SC0_0nhy - Asiire 1D

fr—

i

|.EE_IEEEEE'£|!.‘:|'

Ot e Sian !
Corrmcied

[T —

4.0.0.0

Crecheniis] Cradits:
e HIDY

E
(Gerwares HIDs, HID 5100
¥

Work Crdes Destrpton

m I
w necrd sors -~ [

5. A progress window is displayed.
6. When the first card is complete, and if more than one credential was selected, a notice is displayed, asking to place
the next card on the encoder.

Operation In Progress _ﬂ Operation In Progress ll

Executing Work Instruction “Write "H10301" (SE)" Place next card to be encoded on reader,

i i

7. If prompted to do so, place the next card to be encoded on the reader.

PLT-01067, B.0 76 February 2024



Trusted ldentities

Asure ID® iCLASS SE CP1000 Desktop Encoder
User Guide

8. If encoding multiple cards, as each card is complete, the display for the credential record is grayed out and the
serial number of the card is read into the column. Note that the associated Credential Credits decrements by 1 with
each execution. Counter is updated only after all selected records have been encoded if encoding multiple records.
™ Work Order Manager - ICLASS-SE-Config-H10301 - Asure ID - =B X

A - @
O e = Fsaveis 3 = = - “ 3 3
ﬁ E 7 Edit EE@ E@ Eﬁ ; g, L) ReadBack
‘ = ‘ﬂzm ﬁlErm'ttuEElf i . s At :
Open  Chse Print War Asmoys | Re Batch Remowe Ewecute Execute ) Card Info
{ @ Delete ] Export to PLF || trnatruaction L4 Records  Records Selecled All o
Wark Orger Maragement | Wvprk Instruchons Work Order Evecution |
F'_-' L Drag = column header here to group by that colemn E-?- vigaral A X
| ) reLkss SE Encader | Gard Jo .| Fachty Gode | i CLASS, Card, Se.. Seected Encoder:
..... HID OMMIVEY 5427 CK.SC 0 - &
_J 1 3 | Sedeched Technology:
‘Wark Dedsr Mananss 3 1 0 ] IELASS
y 4 L 0 0 | Current Status
o
5 1 i 7| Connected
ey Mt ,5 1 I | SAM Yersian:
. 1.00.0
Credental Credits:
Reader Configuration
2 Genuine HID, ICLASS Eiite
‘- 24
Repir s | Genuing HID
|25
‘Wiork Order Description
{CLASS: Wnke H10301" (55)
m - | -
Note: If there are not enough encoding credits for the process you are executing, a message appears with a
similar message as shown below. You need to contact HID Global and order more Encoding Credits.
r‘?-.o— |
Emor =)
Ig Out of Bite Legacy App encoding Credits
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5.16.5 Execute a work order on all credential records

This is the same process, as 5.16.4 Execute a work order on selected credential records above. However, you do not
need to select any credential records, and the process continues until all the credential records have been executed.

-

h r
=

Work Order Manager - ICLASS-SE-Config-H10301 - Asure ID

{ ﬁ Onen  H Plsaveas
Raname Exoort to 5V
Open  Closs ‘ EJ
i Defete 8] Eemert b POF || instruction
Work Order Maniagement 1

Eey Managemant

Reager Configuratan

‘?

Uiser Canfig

Card_Jd_M... Faclity. Code

3 o=

\ars Tnatru d:k:r's

| CLASS_CB...

8 B w32Ee

Bgd Work [3 Remove Add Fecord AddEstch Remove Exeoute fExecute
i Fecords Records Selectedl Al

Faclity_ Coy..

w- reaord 1075+~ [

Card_Tg_M...

@

Seected Enooder:
HID OMMIKEY 5427 S S0

|| Seiectzd Technology:
(iCLASS

Current Siatus:

(Cormected

SAM Wergion:

14.0.0.0

Credential Credits:

- M X

@

Read Bade

Card Info

-9

Genure HID, ICLASS Elite
25

Genure HID
25

Work Crder Descriplion

P L TREY O R

[k P

-
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5.16.6 Read back

The Read Back functionality attempts to read a card and decipher/locate its corresponding record in the data.

Place the card on the reader.

> owpnp

To read a card, open a Work Order with the correct technology type and format.

From Work Order Manager click Read Back.
If successful, the Credential Record information on the card appears in the Card Info window if a match is found.
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6.1 Introduction

The Work Instruction Wizard appears any time you:

¢ Create a New Work Order
¢ Add a Work Instruction to a Work Order
¢ Edit a Work Instruction

There are currently five (5) technology types available, with a corresponding Work Instruction wizard.

e iCLASS

* MIFARE Classic

e MIFARE DESFire EV1
e Prox

e Seos

See the following sections for detailed information on each work instruction wizard.
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6.2 iCLASS work instructions
6.2.1 iCLASS: HID access application

This section covers the Work Instruction wizard for iCLASS, with the HID Access Application encoding.

1. Select the iCLASS technology type, and click OK.

x
WFAR.E%E.‘HC
MIFARE DESHa EV]
Prox
Sens
I 0K I_~ Cancel

2. The Work Instruction Wizard opens to allows you to configure the Work Instruction for iCLASS. Click Next.

Welcome

This wizard wil assist you in configuring a work order instrucdon For encoding to ICLASS

To condue, dick Mext
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3. Select Data Format: You can make selections from the following. When complete click Next.

Field Description

Instruction Type Read, Write, or Roll Card Authentication Key

Data Type HID Access Application, or Custom

Options Overwrite Existing Credential: Allows the iCLASS SE Encoder to write over an application that has already

been recorded in the Work Order database.
Enable User PIN Entry available with SR (HID Access Application and SO only)

Credential Type SE (SO only), SR (HID Access Application and S0), or HID Access Application.
Format: Select a Format from the list.

Note: For this example a Write/HID Application/SE (SO only) configuration is selected.

ol

Select data formal
Eelect the format of the data that wil be writlen to the card.

Instruction Tyme Crecenss Type

=
~ 5R (HID Access Applcation ard S0
R -

~ ' Roll Card Authenbcation Key Format:

Hiozo ____JEe

Dt Type

["‘ Hmm#ﬁ:ﬂm]

. Custom
Option:

IF the format you are Eyng to resd £ net ksted here,
[ Onverwrite Existing Credential ontact wour =10 reprezentative for assistanoe,
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4. Define Format Parameters: You select, then customize each parameter defined for the selected format. Select the

line to modify. Each parameter is editable with text or from a drop-down menu.

Field Description
Name The name is read from the Format file. It is recommended to not change this name unless necessary.
Parameter Type This can be Auto Increment, Static, or Manual User Entry.

l Note: Type is typically determined by the Format file.

Enforce Unique Check this box for a runtime check of the manual value entered to guarantee uniqueness, prior to
Numbers executing the Work Order.

Default Value The default Static value is used when auto-creating a new Credential record.

Increment Step The step value used to increment Auto Number sequences.

Auto Numbers This field sets the Auto Number Sequences for the Work Instruction. The ranges are set by selecting the

ellipses (..) and entering the ranges (see following graphic).

WLASS Enooding

Define Formal Parameters
Diefine fonmat parameter apedifics

Hame Parameter Tyge Enforce Unigue Mumbers | Default Value
Fadiity Code Startic

b Cond Tabumber | Maite Tnerament [

=101 =}

Increment Step | Aubn Number Ranges

Coniel

Auto number sequences window

Select Add Range and set the range in the editable fields. Click OK.

Buto Mmher Sequences JM_.:EI
oo 2
Start Mumber End Murmber
H 256 1000

l oK l Cancel 4

5. Click Next to continue with the Wizard.
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6. Memory Map Selection: Select card configuration and location where the data is written. Click Next.

Field Description

Expected Card Type Configured or Unconfigured.

Note: If Configured is selected, the Card Configuration field below must be set.
Unconfigured cards are not supported on CP1000 encoders.

Card Configuration Select the memory configuration from the drop-down list. Options are:
2K (default), 16k2, 16k16, 16k2+16k1, 16k16+16k1, 2K (SO Only), 16k2 (SO Only), 16k16 (SO
Only), 16k2+16k1 (SO Only), 16k16+16k1 (SO Only).

Note: Memory Map is grayed out with the Data Type set to HID Access Application, as the HID Access

Application is always encoded in the same place. However, if the Data Type is set to Custom, the
Memory Map is active.

Expected card type: configured

Note: This is the default and recommended setting. All iCLASS cards shipped from the HID factory are
configured, unless specifically requested.

csseonima -loix

Memory Map Confipuration
Select card configuration and kecation whene data wall b= wrilben

Expetted Card Type:
Configured -
Card Canflguration:

< Bk Cancel
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Expected card type: unconfigured

l Note: Not available on CP1000 encoders.

£ 1 A% Facnding = = Dtﬂ

Memory Map  Cnnffiop armlion
Select card configuration and lecs lion wherz data vl be vaitten

Espocted Card Type:
o -,J,,.d' R O

Card Canfigur ation:
= -

| =Bk I Mgt > I| Canesd |

7. Key Selection: Select a key to lock the AppArea after the data is written, and click Next.

Field Description

Card Authentication Custom or HID defined Key Sets may be selected.

Keys

SO Encryption Key Custom or HID defined SO Encryption Key Sets may be selected.

L=
Ky Selection

Select a key which val be u=ed to lock the Applrea after the data € written

Keys
Card Autheniication Key:
Standard
50 Encryplion Key:
Standand

Carcel

8. You have completed the wizard. Click Finish.
9. Return to 5.6 Create a work order, step 5 to save the Work Order.
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6.2.2 iCLASS: custom encoding

This section covers the Work Instruction wizard for iCLASS, with Custom Encoding.

1. Select the iCLASS technology type, and click OK.

x
EFgE !m
MIFARE DESFrs EVI
Enan
Sens
=

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for iCLASS. Click Next.
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3. Select Data Format: You can make selections from the following. When complete click Next.

Field Description

Instruction Type Read, Write, or Roll Card Authentication Key

Data Type For this example Custom must be selected.

Options Not available with Custom.

Custom Data Plugin Type: ASCII Text, Hexadecimal Data, Unicode Text, and Integer.
Name: Modify the Name, if needed.
l Note: Name field constitutes column in Work Order data view.

Note: For this example Write/Custom/ASCII Text/Custom_Field configuration is selected.

ol

Select data formal
Eelect the format of the data that wil be writlen to the card.

Instruction Type Cuzterm Dats

Read Hugn Type:
£ Wibe ASCIT Text
~ Roll Card Authenbication Key —

Custom_Feld

Dt Type ‘
" HID Acoess Apolication
Ot

i « Back
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4. Memory Map Selection: Select card configuration and location where the data is written. Click Next.

Field Description

Expected Card Type Configured or Unconfigured.
l Note: Unconfigured cards are not supported on CP1000 encoders.

Card Configuration Select the memory configuration from the drop-down list.

Options are: 2K, 16k2, 16k16, 16k2+16k1, 16k16+16k1, 2K (SO Only), 16k2 (SO Only), 16k16 (SO Only),
16k2+16k1 (SO Only), 16k16+16k1 (SO Only)

Default is 2K.

Memory Map Define (select) the AppArea/Block.
l Note: This field can be scrolled.

P o

iCLASS Encoding |5 ]

Memory Map  Configuration

Select card configuration and location where data vil be writken

Expectad Card Type: MEmary Mas
[tmﬁ;r.n'ed v] | i
Card Configuration:

G ) 2

o = T

- Elogs_24
I Blegs_25
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5. Key Selection: Select a key to lock the AppArea after the data is written, and click Next.

Field Description

Keys Card Authentication Key: Custom or HID defined Key Sets may be selected. Select the key used to
authenticate to the key currently securing the AppArea to encode.

SO Encryption Key: Custom or Standard Key Sets may be selected.

New Card Authentication Key: None or Custom Key Sets may be selected. Select a new key here only to
change the key that is used to secure this AppArea.

Encryption Encryption Type: None, or 3DES

Encryption Key: This field appears with the 3DES selection above. Select the Encryption Keys loaded. This
encrypts the data on the card. Data must be decrypted accordingly, when read by 3rd-party applications.

JR1=TE

Key Selection
Select a key which will be used to lock the AppArea afte- the data is written,

Keys
Card Autheniliabon Key; Mew Card Aulznbicalion =y:
EStandard - Nane -
50 Freryption Key:
Ctandard .

Encaryphion
Enayphion Type:
Mome ¥

6. You have completed the wizard. Click Finish.
7. Return to 5.6 Create a work order, step 5 to save the Work Order.
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6.3 MIFARE Classic work instructions
6.3.1 MIFARE Classic: HID access application

This section covers the Work Instruction for MIFARE Classic, with HID Access Application encoding.

1. Select the MIFARE Classic technology type, and click OK.

X

BCLASS

MIFARE Classic
MIFARE DESHra EV]
Prox

[

=

I 0K I Cancel

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for MIFARE Classic. Click Next.
3. Select Data Format: You can make selections from the following. When complete click Next.

Field Description

Instruction Type Read, Write, Roll Card Authentication Key, or Move Genuine SO Sector

Data Type HID Access Application, or Custom

Options Overwrite Existing Credential: Allows the iCLASS SE Encoder to write over an application that has already

been recorded in the Work Order database.

Credential Type SE (SO only), SR (HID Access Application and S0), or HID Access Application.
Format: Select a Format from the list.

Note: For this example, a Write/HID Application/SE configuration is selected.

-5

Select data format
Seiact the format of the cata that wil be written to the card,

Instmuction Type Credental Type

Read a= ﬂ'"r}
R {HID Aocess Applcatkan and 50)

=) sl

fiod Card Authentication Key Format:
CEET
Move Garuine S0 Sector
Cata Type

[ - I-ﬂl:l.ﬁncus.imbmmn]

~ Custam IF the format you are trying to read s not bsted hare,
coniact your HID representative for assstance.

Ophons

| Overnirite Exiting Credential

< flack ‘ et o || Canced
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4. Define Format Parameters: Select, to define each parameter for the selected format. Select the line to modify, each
parameter is editable with text or from a drop-down menu.

Field Description

Name The name is read from the Format file. It is recommended to not change this name unless necessary.

Parameter Type This can be Auto Increment, Static, or Manual User Entry.

Enforce Unique Check this box for a runtime check of the manual value entered to guarantee uniqueness, prior to

Numbers executing the Work Order.

Default Value The default Static value for Static and Manual parameters.

Increment Step The step value used to increment Auto Number sequences.

Auto Numbers This field sets the Auto Number Sequences for the Work Instruction. The ranges are set by selecting the
ellipses (...) and entering the ranges. See following graphic.

HIFARE Eneoding = ;ig.l_.x]'

De=tine [ ormal Parameters
Define fommal paramelsr specifics.

Hame Paranmels Tepe Enforce Urigues ..., | Delaull Vaie Ircremen] Slep Bl Pumier Ba. ., )
Fadlty Cods Static 1 1}1-255
Card IdMumber | Auts Increment| |

Auto number sequences window
Select Add Range and set the range in the editable fields. Click OK.

=181 x|
t—ﬁ.ﬁ =)

Add Range  Remove Fanoe

Start MNumber End fumber

5. Click Next to continue with the Wizard.
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6. Key Selection: Select a key to lock the AppArea after the data is written, and click Next.

Field Description

Keys Key Set: Standard, Custom or HID defined Key Sets may be selected. Authentication Keys are the keys

currently used to protect the Sector. Select Default if working with a blank card or Sector.
Authentication Key A: Select an option from the drop-down menu. Authentication Key B: Select an option
from the drop-down menu. SO Encryption Key: Select an option from the drop-down menu.

Note: Only available when writing SE or SR cards.

MAD Write Key B: Select an option from the drop-down menu.

Key Selection
Sefect akey which vl be used tolock the Appleea after te dats s writlen

Kaye

Koy Sct:

Authenlic alicn Key A:

Baslhi_Key_1 -
A lhenlic alion Key RB:

Me=Cadl Key A -
S0 Enarwvpian Kew:

Ne=faulr S0 Fnryption Key -
MAD Wiile Key R:

D=l di HIT MAD Key A -

. < Bare Newt > Cancel

7. The wizard is complete. Click Finish.

8. Returnto 5.6 Create a work order, step 5 to save the Work Order.
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6.3.2 MIFARE Classic: custom encoding

This section covers the Work Instruction wizard for MIFARE Classic, with Custom Encoding.

1. Select the MIFARE Classic technology type. Click OK.
X
iCLASS
MIFARE DESFire EV 1

Pron
Seos

L b coned

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for MIFARE Classic. Click Next.
3. Select Data Format: You can make selections from the following. When complete, click Next.

Field Description
Instruction Type Read, Write, Roll Card Authentication Key, or Roll Card Authentication Key.
Data Type For this example Custom must be selected.
Options Not available with Custom.
Custom Data Plugin Type: ASCII Text, Hexadecimal Data, Unicode Text, or Integer.
Name: Modify the Name, if needed.
l Note: Name field constitutes column in Work Order data view.

Note: For this example a Write/Custom/ASCII Text/Custom_Field configuration is selected.

HIFARF Fnenidmg = .alﬂl:ﬁl

Lelect data format
Sebect e formal of e dala that will be willen Lo e ard.

Ireauchion Type Cuslom Cala

Read Pluyin Twoe:

&
.
Mame:

Rl Card Authenticabon By
2 Cuetom Feld

Mowe Gerune 50 Sechor

Cata Type
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4. Memory Map Selection: Select card configuration and location where the data is written. Click Next.

Field Description
Configuration Card Type: 1K, or 4K
Sector Trailer Authentication Key: Key A, or Key B
Update MAD Select the check box to update the MIFARE Application Directory (MAD).
l Note: This is an optional parameter (sector 0 is always reserved for this purpose).
Application ID: Enter the Application ID your company has registered with NXP to update.
Change access Select the check box to Change access conditions
conditions Sector Trailer Access: Select an option from the drop-down menu.
l Note: See the NXP Datasheet for more detail on Sector Trailer.
Block Access: Select an option from the drop-down menu.
Memory Map Define (select) the MIFARE Sector/Block (scrollable field).
I Note: The legacy HID application can be encoded on Sector 1. This is a fixed location. The HID SIO
application can be encoded in Sector 4 generally, but can be moved.

=10/ x|

Memory Map Corfiguration

Select card configuration and locaton where data vwil be writlen

configuration Merory Map n
Cand Typs:
¥ = ¥ -
Sector Traler Authenticaton Key
Key A -
" Lpdate MAD & Sector. 2
Agwiation Dz e
i Bed L
[ .. Blodk 2
& Change aocess condibions l.:" Secter 3
Sector Trader Access: I/ Blodk_0
i u
(301) Key & [Write with Key &), Key B (Read ... - I Blodk_L
I
Block Access: . Block 2
{000) Pull Access using Key A or B - & Sector_%
| Black_0
« Back baewut > Cancel
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5. Key Selection: Select a key to lock the AppArea after the data is written. Click Next.

Field Description

Keys Key Set: Not an option.

Authentication Keys are the keys currently used to protect the Sector. Select Default if working with a
blank card or Sector.

Authentication Key A: Select an option from the drop-down menu.

Authentication Key B: Select an option from the drop-down menu.

SO Encryption Key: Not available with the Custom option.

MAD Write Key B: Select an option from the drop-down menu.

0l

Key Selection
Select a key which vdl be used to lock the Applrea afier the dats s writlen

Reys
K=y 5k

| Dverarit= Exigling Kays
Authentication Key A:
Do Fadt Ky A -
Authentication Key B:
D Fadt Key B -
50 Enarvptian Key:

MAD Write Key B:
Ceefuit HID MAD Kev B -

6. The wizard is complete. Click Finish.
7. Returnto 5.6 Create a work order, step 5 to save the Work Order.
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6.3.3 MIFARE Classic: move genuine SO sector

This section covers the Work Instruction wizard for Move Genuine SO Sector process.

1. Select the MIFARE Classic technology type. Click OK.

%

CLASS

MIFARE DESFAr= EVI
Enan
Sens

=

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox. Click Next.
3. Select Data Format: Select the following. When complete click Next.

Field Description
Instruction Type Move Genuine SO Sector
urrane encodmg =i0] %]

Select data formatl
Eelect the format of the data that wil be writlen to the card.

Instruction Tyoe
' Rapd
" it

_ Rl Card Authenbcation Key

H 1030 L
£ Move Genune 50 Sechor
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4. Configure the HID Genuine SO to a new sector. Click Next.

Field Description

MIFARE Card Type Options are: 1K or 4K

SO Sector Number Auto Detect

New Sector Number Select new sector number from the drop-down menu. Range is 1-15

New Sector Auth Key Options are: Key A or Key B.
Type
New Sector Auth Key Options are Default Transport Key, or defined Authentication key.

Note: If a key is selected other than HID Standard, the reader needs to be configured with the MIFARE
Key Set you are using for the SO Sector. See 8.9 Load HID application keys for details.

0]

Gerusine 50
Configure hew bo move the HID Genuinz 50 to a new sector

50 Sactor Number:

Ivewe Sactor Number:
14 .
Mewe Sector duth Key Type:
Key A .
MEw Sactor At Key:
Default Traneport Key -

E E.a:‘: sactazn

5. When the wizard is complete, click Finish.
6. Return to 5.6 Create a work order, step 5 to save the Work Order.
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6.4 MIFARE DESFire EV1 work instructions

6.4.1 MIFARE DESFire EV1: HID access application
This section covers the Work Instruction for MIFARE DESFire EV1, with HID Access Application encoding.

1. Select the MIFARE DESFire EV1 technology type. Click OK.

x

ICLASS
MIFARE Clnsgir

Pron
Seos

[

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for MIFARE DESFire EV1. Click
Next.
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3. Select Data Format: You can make selections from the following. When complete click Next.

Field Description

Instruction Type Read, Write, or Roll Card Authentication Key

Data Type HID Access Application, or Custom

Options Overwrite Existing Credential: Allows the iCLASS SE Encoder to write over an application that has already

been recorded in the Work Order database.

Format Select a Format from the list.

HID Access Application | A physical access control (PAC) application that allows a smart card to be used for physical access into a
building or secured area.
Application ID: The reference identifier for an application on a card.

Note: For this example, a Write/HID Access Application configuration is selected.

MIFARE DESFire BV Encodeng

Sedoct data fonma
Select the formak of the data that wil be written to the card,

IrsalsinBirs Ty Frmsnal

Rrad

Formnat:
: Bdd
Holl Card Aurthenbosbon Key

Format FECC
Mavta Type
[ HIT At e Agupilis alian ]
O ko If the format vous are rding o read B not istod hore,
sartact yaur HID repeearabaties fae sesiatanes.
opbars HID Apcess Apphcaton
Ouerarile Feetiog Credamlisl Applcation I0n D534 [HIDFactory)

cesn (Coems ) | corem
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4. Define Format Parameters: Select to define each parameter for the chosen format. Select the line to modify. Each

parameter is editable with text or from a drop-down menu.

Field Description

Name The name is read from the Format file. It is recommended to not change this name unless necessary.

Parameter Type This can be Auto Increment, Static, or Manual User Entry.

Enforce Unique Check this box for a runtime check of the manual value entered to guarantee uniqueness, prior to

Numbers executing the Work Order.

Default Value The default Static value for Static and Manual parameters.

Increment Step The step value used to increment Auto Number sequences.

Auto Numbers This field sets the Auto Number Sequences for the Work Instruction. The ranges are set by selecting the
ellipses (...) and entering the ranges. See following graphic.

MIFARE DESFire EV1 Encoding

Diefirse: Fommal Pl ars
Configire format paramerter data feld names, value uniguenss, Mumber 1N g and sutc=norerantng

behavier.
Hanse Faranmmtier Tvoe Enforces Unicue ... | Dafaudt Value Erecr et Slep Auto MuTher Ra...
Fadiity Code Static i 1 1| 1-T55

il Card 1 Humber

< Badk L Mext = Canoel

Auto number sequences window
Select Add Range and set the range in the editable fields. Click OK.

1ol
B B

AddRange Remove Range
I Start Mumber End Mumber

I ]

5. Click Next to continue with the Wizard.
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6. Key Selection: Select a key to lock the AppArea after the data is written, and click Next.

Field Description

Key Set Key Set: Custom or HID defined key sets may be selected

Change Key Set: Standard (No option).

SO Encryption Key: Key set used to encrypt the SO credential. Standard, Custom, or HID defined key sets
may be selected.

Override default PICC Master Key: Allows you to override the HID Standard or Elite PICC Master key on a

DESFIRE card.
Application Keys
Key Type Displays the Key type.
Crypto Method Triple DES, AES, or 3 Key Triple DES (24 byte keys)
Key Diversifier Algorithm | None, NIST SENC HMAC, NXP AV1 1 Key Triple DES, or NXP AV1 2 Key Triple DES
Auth Key None, NXP Default Transport Key, or HID SO PICC Master Key. Also custom Auth Key is listed.

MIFARE DESFre EW1 Encoding

My Seslescitionm
Salact & kay which will ba Usad to leck th AppArea aftor the dats g writian,

Kmy Set: Changs Key Set:
= | Hew ey Set
S0 Erwrypbion K.
= | Hicw Kow Sel o Cuerride default FICC Master Key
ADPRCELon Kans
K=y Type Cryoitn Fethod Ky Diversifier Algonit tarth Kay Thanges Key
ApplcaBordiaster  Trigle DES Feare= Mo Daefanilt Trarsport Key Mo
Kyl Trighe CIES I Tl TiCernm
Kay2 Trigsla DES P P Pl
Kay3 Trigslw Cf I Mona Mo

7. The wizard is complete. Click Finish.
8. Returnto 5.6 Create a work order, step 5 to save the Work Order.
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6.4.2 MIFARE DESFire EV1: custom encoding

This section covers the Work Instruction wizard for MIFARE DESFire EV1, with Custom Encoding.

1. Select the MIFARE DESFire EV1 technology type. Click OK.

%

o O

MIFARE DESRr= EV

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for MIFARE DESFire EV1. Click
Next.

3. Select Data Format: You can make selections from the following. When complete click Next.

Field Description
Instruction Type Read, Write, Roll Card Authentication Key, or Move Genuine SO Sector
Data Type For this example Custom must be selected.
Options Not available with Custom.
Custom Data Plugin Type: ASCII Text, Hexadecimal Data, Unicode Text
Name: Modify the Name, if needed. Note: Name field constitutes column in Work Order data view.

Note: For this example, a Write/Custom/ASCII Text/Custom_Field configuration is selected.

MIFARE DESFirc EV1 Encoding = =

Seledt data lormal
Select the foemat of the data that will b= written to the card,

Inctruction Type Cugtom Data
Read Phigin Type:
— ASCTT Tt
' Mame;
ol Card Authenboabon Koy
Custom_Firld
Dl Type

- | HID Ancass Appication

Ciprtions

=
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4. Memory Map Selection: Select the card configuration and location where the data is to be written. Click Next.

Field Description

Application ID Enter the 3-byte Application ID your company has registered with NXP, in hexadecimal form.

File Number Select the file number (Range 0-31).

File Type Standard Data File is the only supported option.

File Size (bytes) Select the file size in bytes. Default is 16 bytes.

File Communication Select Ciphered or Plain for this example.

Settings

Key Change Mode To change a key, requires authentication with the following: Master Key, Key 1-13, Authenticate with key to
be changed, or Do not allow keys to be changed

PICC Master Key Select the PICC Master Properties from the list.

Properties

l Note: These options can only be managed when working with a blank card.

Application Master Key | Select the Application Properties from the list.
Properties

.

MIFARE DESFire V1 Ericoding =3 o =5

Memory Map Configuration
Sedect cand configuration and locabon where data will be wnitten

Apohcaton [D: PICC Masler Ky Propet lies
000 | Alovw spphcation createdelete without suthenBication
Al Mumber: - .
5 i | Alow directary list access without autharization
0 -
| Alowe the PICC Master Key to be changed
Ale Tyge=:
| Alove FICC Master configuration to be dhanped
Fic Size fbytes): Applcation Master Key Praperties

16 | Defete Al Rereale Faidling Agydi slinn

File Communicatian Settings: W Alowe Appicalion cornfigueation «hanges

e RS | alow e creation el deleton withee st sitborizaion
ey Change Made:

| Alow direciory list access wathoul authorizston
Master Key »

| Alnve dhangng of applic alion master key
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5. Key Selection: Set the Application Key options in accordance with the NXP datasheets, and click Next. All options
can be set from the associated drop-down menu.

Note: Selections must abide by the rules you set up for the card.

Field Description

Application Keys

Key Type Displays the Key type.

Crypto Method Triple DES, AES, or 3 Key Triple DES (24 byte keys)

Key Diversifier Algorithm | None, NXP AV1 1 Key Triple DES, or NXP AV1 2 Key Triple DES

Auth Key The key used to authenticate to the key specified by Key Type.
None: To signify the key is not used. None is only valid for optional Keys 1-13.
NXP Default Transport Key: For blank cards, typically NXP Default Transport key is used.
Custom Keys: Custom Keys is listed, if they are 16 bytes or larger and have been loaded to the currently
selected encoder using the Key Manager.
If the card contains non-default keys (either loaded at the factory or by 3rd party), than the proper custom
key must be selected that can authenticate for the specified Key Type.

Change Key The Change Key is used only if you desire that the current key be changed during the encoding operation.
None: To signify the key is not changed.
NXP Default Transport Key: For blank cards, typically NXP Default Transport key is used.
Custom Keys: Custom Keys is listed, if they are 16 bytes or larger and have been loaded to the currently
selected encoder using the Key Manager.

File Keys

l Note: Keys selected in the following must be configured in the Application Keys section above

Read Key Select Read Key number (Range 0-13). Default is 0.

l Note: 0 indicates that the Application Master Key is used to provide access to the file.
Write Key Select Write Key number (Range 0-13). Default is 0.

l Note: 0 indicates that the Application Master Key is used to provide access to the file.
Read/Write Key Select Read/Write Key number (Range 0-13). Defaultis 0.

l Note: 0 indicates that the Application Master Key is used to provide access to the file.
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MIFARE DESFire EV1 Encoding

Ky Selection
Sefect a key which vl be used tolock the Applrea after the dats s written

Applcation Keys
[ Key Type Crypto Method Key Diversifer Algontbm | Auth Key | Chanpe Key ]
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File K&y
Rand Keyi Wirit= Key: Read Write Key:
[+ 0. o
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6. When wizard is complete, click Finish.
7. Returnto 5.6 Create a work order, step 5 to save the Work Order.
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6.5 Prox work instructions

6.5.1 Prox: HID access application
This section covers the Work Instruction wizard for Prox, with the HID Access Application encoding.

l Note: This encoding only works with Genuine HID Prox credentials.

1. Select the Prox technology type. Click OK.

x

FCLASS
MIFARE Clasac
MLFARE DESHre BV

=

=]

l 0K I LCancel

2. The Work Instruction Wizard opens to allows you to configure the Work Instruction for Prox. Click Next.
3. Select Data Format: You can make selections from the following. When complete click Next.

Field Description
Instruction Type Read, or Write.
Options Overwrite Existing Credential: Allows the iCLASS SE Encoder to write over an application that has already

been recorded in the Work Order database.

Credential Type Format: Select a Format from the list.

Note: For this example, a Read/Format: H10301 configuration is selected.

Prive Fnonding - ﬁl

Select dota lomat
Sebert te formal of te data that vl be vwaitten b B caed

Irsauchon Type Credendial Tyos
 Read
Farmat
i H11301 Agd
Ciotions

|1 neerverile Exisfing Credentisl

I tra forat you are tryng to read Is nat isted here,
contact your HID repeesentatve for asistance,

b ([ ez ) | e
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4. Define Format Parameters: Define each parameter for the selected format. Select the line to modify, each
parameter is editable with text or from a drop-down menu.

Field Description
Name The name is read from the Format file. It is recommended to not change this name unless necessary.
Parameter Type This can be Auto Increment, Static, or Manual User Entry.

l Note: Type is typically determined by the Format file.

Enforce Unique Check this box for a runtime check of the manual value entered to guarantee uniqueness, prior to

Numbers executing the Work Order.

Default Value The default Static value for Static and Manual parameters.

Increment Step The step value used to increment Auto Number sequences.

Auto Numbers This field sets the Auto Number Sequences for the Work Instruction. The ranges are set by selecting the
ellipses (..) and entering the ranges (see following graphic).

roccncadeg =

Define Formal Parameters
Defne formal parameter spedfics.

Hame Paramebsr Typs Enfaree U‘i-q.n!- coi | DR Vake IncTement Shep Aute Nusher Ra, |
Fadiity Coda Stakc | 1] 1 1-255
T T N N ()

N e [

Auto number sequences window
Select Add Range and set the range in the editable fields. Click OK.

SR
Ly
t*_ua' hﬁ
AddRange Remove Range
I Start Mumber End Mumber

I ]

5. Click Next to continue with the Wizard.
6. When the wizard completes, click Finish.
7. Return to 5.6 Create a work order, step 5 to save the Work Order.

PLT-01067, B.0 108 February 2024



Asure ID® iCLASS SE CP1000 Desktop Encoder

Trusted ldentities User Guide

6.6 Seos work instructions
6.6.1 Seos: HID access application

This section covers the Work Instruction wizard for Seos, with the HID Access Application encoding.

1. Select the Seos technology type. Click OK.

%

BCLASS
MIFARE Clasac

MIFAREDESHe EV]

Pro

I 0K l

Cancel

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox. Click Next.
3. Configure Seos Instruction Mode: You can make selections from the following. When complete click Next.

Field

Description

Data Type

HID Access Application, Custom, or Read CSN.

Instruction Type

Read, Write, Roll Card Authentication Key, or Delete.

l Note: Delete is only available for custom encoding.

Options

Overwrite Existing Credential: Allows the iCLASS SE Encoder to write over an application that has already
been recorded in the Work Order database.

l Note: This is not recommended if the card number is already printed or engraved onto the credential.

Credential Type

Format: Select a Format from the list.

Seos Encoding

Appicabon

Chate T'ype

Note: For this example, a Write/HID Application configuration is selected.

Caonfiguere Sens Instnection Mode:
Eedect if the work instruction will be used o read, write, noll keys, or delebe 8 Cusiom or B10 Acre=c

[" HID Agiwdd Appiean ]
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4. Define Format Parameters: You select, then customizes each parameter defined for the selected format. Select the

line to modify, each parameter is editable with text or from a drop-down menu.

Field Description
Name The name is read from the Format file. It is recommended to not change this name unless necessary.
Parameter Type This can be Auto Increment, Static, Manual User Entry, or Previous Work Instruction.

l Note: Type is typically determined by the Format file.

Enforce Unique Check this box for a runtime check of the manual value entered to guarantee unigueness, prior to
Numbers executing the Work Order.

Default Value The default Static value for Static and Manual parameters.

Increment Step The step value used to increment Auto Number sequences.

Auto Numbers This field sets the Auto Number Sequences for the Work Instruction. The ranges are set by selecting the

ellipses (..) and entering the ranges. See following graphic.

.

Seas Encoding [

Define Format Parameters
Defirm format parameter specfics.

Mame Parameler Type Enforce Lnigue ... | Default Value Inorement Ste=p Aukn Mumber Ra.. |
¥ Fadity Code Static A R R —
Cand Id Mumber Asts Tnerement = 1 1 1-55535

<bea Tl et ) | concel

Auto number sequences window
Select Add Range and set the range in the editable fields. Click OK.

=
2 B

Add Range  Remove Ronge

r 9

Litart Mumber nd Mumber
» 255 1000 = :

| Ok I Cancel

5. Click Next to continue with the Wizard.
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6. Key Selection: Select a key to lock the AppArea after the data is written, and click Next.

Field Description

GDF Key Sets GDF Auth Key Set: Sets the key set to be used to authenticate to the GDF to grant access to create the
ADF for the HID Access Application. If the card presented at the time of encoding has the factory default
GDF keys, Asure ID attempts to change the GDF keys.

ADF Key Sets ADF Auth Key Set: Selects the authentication key set for accessing the ADF in which HID Access
Application credential is written.
Encryption Keys SO Encryption Key: Standard, Custom or HID defined key sets may be selected

29

Eeos Encoding
By Sadomclion
Sl e vl Thal el Dee wed O The @y e iza S and secaing of cala on e g
G0F Ky Seh

HEC reoumendy e s lane umreersiop ol Ueer cardk Dy uing a0 Sibe G0F semel or arealrg & Cuslom G0F keyeel.

GOF Aulh Key Sel;

Slamba = | [ims GOF Keyv Jel

ADF Ky Sl

AL dailh Key Sul:

rtmndand *  Eiew &DF Ery Seb
vy b Beps

=0 Encyplon ey

iAo «  PaEwd SO ".'-"':l' Set

s iia

7. The wizard is complete. Click Finish.
8. Returnto 5.6 Create a work order, step 5 to save the Work Order.
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6.6.2 Seos: custom encoding (basic mode)

This section covers the Work Instruction wizard for Seos, with Custom Encoding/Basic Mode. The Basic - Single Key
Mode Is designed to be the fastest way for users who are not familiar with the Seos architecture to create a Custom Seos
Application. Mainly, this is achieved by requiring you to define only one key, which is used for the Privacy Encryption Key,
Message Authentication Code (MAC) and as the Administrator Authentication key used for reading, writing and
modifying itself (the authentication key required to change keys during Key Rolling operations).

Note: This mode provides a moderate level of security, but for high-security or complex operations, the Standard
Mode should be considered.

1. Select the Seos technology type. Click OK.

Select a Mugin 7l EI

KLass
MIFARE Clasaic
MIFAEE DESH2 EV]
Prox

I 0K I Cancel

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox. Click Next.
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3. Configure Seos Instruction Mode: You can make selections from the following. When complete click Next.

Field Description

Data Type For this example Custom must be selected.

Instruction Type For this example Write must be selected.

Options Not available with Custom.

ADF Configuration ADF 0ID: A number (8 byte minimum) used to reference the application after it is created.

Show 0ID using ASCII characters: Displays ASCII characters.

Custom Writer Operation | For this example Basic - Single Key Mode must be selected.

Note: If the desired key is not defined, select <Create New Key> from the drop-down menu. Once the
desired 16-byte Custom Key and description are entered, click Create. The key is uploaded to
the encoder, after the wizard is completed.

Once this key is loaded to the encoder, it can only be referenced by OID, therefore backup the
key in a secure place, to configure the back-end system at a later time.

i n

Seos Enceding .

Configure Seos Instruction Mode
Select if the work nstruchon will be used to read, weite, roll keys, or debete a Costom or HID Access

Application
Data Type ADF Configuration
HID Access Applicatian ADF DID:

635F 6L IEGBEG 46 ASC R 626 16C 25736 56F 73

Instruction Type ~ | Show QID using ASCIT characters

Read Custam Write Operation
1% Basic - Sngle Key Mode
Rall Card Aulhertication Keys BeosBasicAdminkey |-
Delete Standard - Creste ADF and Dats Obpectiz)
Update Existing Data Obpect
Craste s Key : s

Farr Cascription: | Seos Easc Admin Key
Kay: SG13559TFADFS 1AF ATS 5906543668 700

Koy Sipe 15
Gensrate Randorn K=y Ruamdam Kay Size (bylez)
Wiy OO0

| Specify Kay'e O
Standard Key Sizes (bytes)
KLASS a
MIFARE Classic 5
MIOFARE DESFire EV1 & Seos 5}
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4. Key Selection: Select the keys that are used for the authentication and securing of data on the card. Click Next.

Field Description

GDF Key Sets GDF Auth Key Set: Sets the key set to be used to authenticate to the GDF to grant access to create the
ADF for the HID Access Application. If the card presented at the time of encoding has the factory default
GDF keys, Asure ID attempts to change the GDF keys.

a1 Encading =
My Sebection
Selert fhe keys thatwl be v=ed for tie authienbzazen and seerng of dam on bhe card,
O0F Ery Sets
HID recormmends uners Lahe owmendig of e carde Dy wing an Bile GOF hesoel o weeing & Guslom GDF kel

GOF Aulh Kier 32l
Slamlad = Hew GOF Koy Sel

5. Data Object Mapping: Configure which Object Tag is written by this Work Instruction and how the data is
formatted, and click Next.

Field Description

Plugin Type This defines how the data is entered in the Work Order Manager or in Data Entry. Options are ASCII Text,
Hexadecimal Data, Unicode Text, Signed 64-bit Integer, or Lumidigm Fingerprint Data.

Name This defines the name of the data field in which you enter the custom data.

Object Tag The Object Tag in Basic Mode is always DO.

Seos Encoding [

Data Obyect Mappang
Configurs which Object Tag wil be written by this Wiork Instructeon and how he dzta wil bz farmatied.

Hugn Type:
ASCTT Tewt
Hame:
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6. Review the configuration summary and click Export (to a .txt file) if required. Click Finish.
A7

Work Instruction Complete

You have successfully aeated a Seos Work Instruchon

ALE OILE
636F60 ZEGRG D6 76 CEFG26 16C2F TI6 0GR T3

Objecls amd Robes Used:

Nz Agkomn (Key 1- R

D] My

ADF Privacy Bnaryplian Kiey: Value="8024250300EBA1C POBC S0 MREACTDGA™

ADF Privacy MAC Key: Vahe="3024250 30081 1CACBC5 20763 AC 04647
Adman (Fey 1) YValue="8021250 300689 1C FUBC 520 PEALLTHBA”™

T dosz thes wizard, cick Fingh

7. Return to 5.6 Create a work order, step 5 to save the Work Order.
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6.6.3 Seos: custom encoding (standard mode)

Standard Mode is designed to support advanced Custom Application Configurations. You are not required to have
intimate knowledge of the Seos architecture for simpler configurations of Standard Mode, but for more complex
configurations it is helpful. Defaults are provided in this mode to create a single key with read/write/change key access
to a single object tag.

1. Select the Seos technology type. Click OK.

%

KCLASS

MIFARE Classic
MIFARE DESHra BV
Prox

| 0K l Cancel

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox. Click Next.
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3. Configure Seos Instruction Mode: You can make selections from the following. When complete click Next.

Field Description

Data Type For this example Custom must be selected.

Instruction Type For this example Write must be selected.

Options Not available with Custom.

ADF Configuration ADF 0ID: A number (8 byte min) used to reference the application after it is created.

Show 0ID using ASCII characters: Displays ASCII characters.

Custom Writer Operation | For this example Standard - Create ADF and Data Object(s) must be selected.

-

Seos Encoding
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4. Custom Privacy Keys: Select a custom key to use as the Privacy Encryption Key and Message Authentication Code,
which is created when the ADF is created, and click Next.

Field Description

GDF Key Set Sets the key set that is used to authenticate to the GDF to grant access to create the ADF for the HID
Access Application. If the card presented at the time of encoding has the factory default GDF keys, Asure
ID attempts to change the GDF keys.

Privacy Encryption Key | The Privacy Encryption Key is used to encrypt the transactions between the client and the ADF.
l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.

Message Authentication | The Message Authentication Code (MAC) is a 16 byte code appended to the end of encrypted data
Code (MAC) transmission to protect the integrity of transaction.

l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.

Key ID Select the Key ID in which the Privacy Keys is stored.
The default Key 01is the Privacy Key ID recommended by HID.

Advanced Options Advanced Options allows you to set the Seos Key Flags. Default settings are recommended for the
Privacy Keys.
| Seos ey Flags = |
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5. Primary User Key Role: Define a User Key/Role for accessing the default Data Object, and click Next.

Field Description
Role Name Rename the Role Name, if desired.
Custom Key Assign a Custom Key that this Role uses.

l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.

Seos Key ID Select the Key ID for the slot in the ADF this key assumes when the ADF is created.

Role Access Rights Modify the Role Access Rights as desired. It is recommended that the Primary User Role has Read and
Write access (Change Key access is optional).

Read Key: Is used to authenticate to a Data Object prior to reading its contents.

Write Key: Is used to authenticate to a Data Object prior to writing its data to it.

Change Key: Is used to authenticate prior to a Key Roll operation. See 6.7 Work instruction: roll card
authentication key for details.

Options Modify the Options (default options)

P o

Seas Encoding
Primary User Key Role

Configure te prmary user key role, At s minmum, tis roe shouks nave write dats access rights. IF
required addinonal rolee can be added on the next page of tha wizard.

Riale MNams: Rele Azzess Rights
Admin o Read Ky
Custom Key: 7| Wit Ky
Cushom Sees Key | Change Key
Zeoa Key ID:
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¥ Zecure Messaging
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6. ADF Configuration: Create and manager User Key Roles and Object Tags. Click Next.

Field Description
Available User Key Roles | Add, Modify and delete User Key Roles.

&?5 5?. ‘g& I Note: At least one User Key Role must be defined and assigned to an Object Tag, before you can

continue.
Drag and drop User Keys Roles onto an Object Tag in the ADF Configuration pane.

ADF Configuration Add and remove Object Tags.

) l Note: At lease one Object Tag must be defined in the ADF.

Action: Allows you to Edit or remove Roles from the ADF Configuration pane.

-

. Seas Encoding
ADF Configuration

5 (62 15

Avalable User ey Hoes:
Admin

'

Create and manage Ueer kKey Holes aw Object Tags. Crag and droo Avaiable User ey Roles o Object
Tagm i the ADF Configuration area o definz how objects wil be sccessed within the ADF.

ce

AUF Configurazon:

I4ame Actor
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3| = ObjectTag 20 . Eht
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Operator [Fead - KevoZ) Remave
=1+ (hj=ct Tag -2 Edit
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Note: By default the Object Tag DO is created and the Primary User Role is assigned access to this Object Tag.
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7. Data Object Mapping: Configure which Object Tag is written by this Work Instruction and how the data is
formatted, and click Next.

Field Description

Plugin Type This defines how the data is entered in the Work Order Manager or in Data Entry. Options are ASCII Text,
Hexadecimal Data, Unicode Text, or Signed 64-bit Integer.

Name This defines the name of the data field in which you enter the custom data.

Object Tag If more than one Object Tag is defined in the ADF, select which Object Tag this Work Instruction should

read or write. The default is DO.

i 2

...-SmsEm:mihg @ |

Data Dbject Mapping
Configure which Ohject Tag wil be writken by thie Work InsTucton and how te cata wil be formatted.

Plugin Type: {
ASCT] Taxt =

faslad Sl tet> ) | oo

8. Review the configuration summary and click Export (to a .txt file) if required. Click Finish.

i : -

Sens Encoding R
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Work Instruction Complete

fou have successfully aeated a Seas Work Instructon
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Cancel

9. Returnto 5.6 Create a work order, step 5 to save the Work Order.
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6.6.4 Seos: custom encoding (update existing data object)

To update a card where the ADF already exists, or if the ADF has multiple objects and was created in a previous Work
Instruction, then a distinct type of write operation is required to update the data object only and not modify any existing
keys or data objects.

1. Select the Seos technology type. Click OK.

x4

KLass

MIFARE Clasaic
MIFAEE DESH2 EV]
Prox

I 0K l Cancel

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox. Click Next.
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Configure Seos Instruction Mode: You can make selections from the following. Click Next.

Method 1—(configure ADF using an existing work instruction)

Field

Description

Data Type

For this example Custom must be selected.

Instruction Type

For this example Write must be selected.

Options

Not available with Custom.

ADF Configuration

ADF 0ID: A number (8 byte minimum) used to reference the application after it is created.
Show OID using ASCII characters: Displays ASCII characters.

Custom Writer Operation

For this example Update Existing Data Object must be selected.
Additionally select the Select ADF Configuration from an existing Work Instruction
option. Select the Work Instruction from the pull-down menu.

created prior to this Work Instruction.

I Note: This checkbox is only present if there another Seos Custom Write Work Instruction was

.

-

Seas Encoding
Configure Seos Instruction Mode
Sedact if the work mstrucoon wil be used to raad, wnite, rol kevs, or delete a Custom or HID Access
Aggmaalon
Diata Tyoe ADF Confguration
HID Access Application AZF O
Wit Tige Sqow OIC using ASCIT characters
Fu=ad Cushom \Wrte Dpe-abion
Hagoic - -ingle key Maode
Rl Card Authentdzaton Keys
Delete Sy Ceie Y il OReEE
£ Update Sxising Cat Object]
57 Select ADF Configuraton from an existng Work
ineTuchon
Wirite Custom_Fied (ASCIT Text)
Camoel

<, flmck | [exk = l
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4. Data Object Mapping: Configure which Object Tag is written by this Work Instruction and how the data is
formatted, and click Next.

Field Description

Plugin Type This defines how the data is entered in the Work Order Manager or in Data Entry. Options are ASCII Text,
Hexadecimal Data, Unicode Text, or Signed 64-bit Integer.

Name This defines the name of the data field in which you enter the custom data.

Object Tag Select desired Object Tag, if more than one has been defined in a Previous Work Instruction. Otherwise

type in the desired Object Tag, if the Select ADF Configuration from an existing Work Instruction (on the
Configure Seos Instruction Mode window) option is not checked.

o

Sm Encoding |

Configure which Object Tag will be written by this Work Instruction and how the cata wil be formatbed.

PFugn Type: I
ASCH Teuxt

T

Custom_Feld

Oject Tag:

5] "

5. Review the configuration summary and click Export (to a .txt file) if required. Click Finish.

o

o

[E=|

Work Instruction Complete

You have suzcesefly creased a Seos Work [rstruction

ADF OIDx
B357E0 ASEAA9546 PaCEF 6 25 16CE TI55EF 7S

Objects and Roles Used:
D3: Admin (Key 1-FWM)]
Defined Keys:

Export

To dose this wizard, dick Fisish

Camnoel
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6. Return to 5.6 Create a work order, step 5 to save the Work Order.
Method 2—(configure ADF manually)

Field

Description

Data Type

For this example Custom must be selected.

Instruction Type

For this example Write must be selected.

Options

Not available with Custom.

ADF Configuration

ADF 0ID: A number (8 byte minimum) used to reference the application after it is created.
Show 0ID using ASCII characters: Displays ASCII characters.

Custom Writer Operation

For this example Update Existing Data Object must be selected.
Additionally select the Select ADF Configuration from an existing Work Instruction
option. Select the Work Instruction from the pull-down menu.

Note: This checkbox is only present if there another Seos Custom Write Work Instruction was
created prior to this Work Instruction.

P

Sens Encoding

Application

Data Type

Inestruchon Type

1 Read

i) Detete

"1 HID Access Application

-

[

Configure Seos instruction Mode
Sedectif the work nstruction will be used to read, write, roll keys, or dedete g Custom or HID Access

ADF Conhiguration
ADF OID:
B35F60 JESBE 96496 TEC5F6 26 16C2ETI656F 73

| Shaw OID using ASCIT cherachers

Custom Write Operation

" Baeic - Single K=y Mode

1 Rl Card Authentication Keys

Standard - Create ADF and Cata Object(s)

[ © Lindate Ewsting Uata Object!

R o R

7. Goto 6.6.3 Seos: custom encoding (standard mode), steps 4-9.
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6.6.5 Seos: custom encoding (rolling custom Seos keys)

This operation changes 1 or more keys present in an ADF.

1. Select the Seos technology type. Click OK.

%

KCLASS

MIFARE (lamsc
MIFARE DESFrs EVI
Frox

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox. Click Next.
3. Configure Seos Instruction Mode: You can make selections from the following. Click Next.

Field Description
Data Type For this example Custom must be selected.
Instruction Type For this example Roll Card Authentication Keys must be selected.
Options Not available with Custom\.
ADF Configuration ADF 0OID: A number (8 byte minimum) used to reference the application after it is created.
Show OID using ASCII characters: Displays ASCII characters.
Custom Key Rolling For this example Roll Privacy Encryption and MAC Keys must be selected.
Options
e "

Configure Seos Instruction Mode

Sebect if the work mstruction wil be used o read, wrise, ral kevs, or delese a Cusiom or HID Acoess

Apgplication
Data Type ADF Confguration
HID Access Appheation ADF DI

£36F S0 2ESE6 969 THCEFA 15 16C 2 T3R5 73

Telnacbmt Troe —| Smaw OIC wming ASCIT charpcters

" Read Custom Key Poling Opticns
Wirite [&] Ihcll Prhvacy Encryplicn end MaC F-er:%
[ s F.e'.rs] e A e )
[rbeete
Pk et = Camoel
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4. Custom Privacy Keys: Select a custom key to use as the Privacy Encryption Key and Message Authentication Code,
which is created when the ADF is created, and click Next.

Field Description

Privacy Encryption Key | The Privacy Encryption Key is used to encrypt the transactions between the client and the ADF.
l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.

Message Authentication | The Message Authentication Code (MAC) is a 16-byte code appended to the end of encrypted data
Code (MAC) transmission to protect the integrity of transaction.

l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.

Key ID Select the Key ID in which the Privacy Keys is stored. The default Key 0 is the Privacy Key ID
recommended by HID.
Advanced Options Advanced Options allows you to set the Seos Key Flags. Default settings are recommended for the
Privacy Keys.
Seos Key Flags il

W | Lizi Random Mumbers

0K Carael

.

Secs Encading

Custom Privacy Keys
Configure the keys and opbons for the Privacy Enayption Key anc Message Authenboation Coce (MALZ).

ADF Configuration and Frivacy Keys

Privacy Enaypbion Key:

Privacy Enoryphon Key - ﬁdr.{\';ﬁﬁ.ﬂaﬁﬂr[-

Wessage Authertication Code (MAC):

Message Authenbication Code o= .
ke D¢ Create 3 Key @
ey 0 v Key Cescripbon:  |Privacy Enoryobon Key
Key: | <4CIEADIFOISTAF 3532 1I55506C 72870

Ky Sipa: 16

L Gererate Fandor key | Random ey Size (bytes):

Kizy T

| Spacify Key's OID
Standard Key Sizes [ bytes)

ICLASE g
WIFARE Clazsc [
MIFARE DESFire EVi & 5208 16
3 Ky TOES 24

.
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5. Custom Privacy Change Keys: If the Roll Privacy Encryption and MAC Keys check box was selected in step 3, the
Custom Privacy Change Keys window is displayed. Define the new Privacy Encryption Key and MAC, and click Next.

Field Description

Privacy Encryption Key | The Privacy Encryption Key is used to encrypt the transactions between the client and the ADF.
l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.

Message Authentication | The Message Authentication Code (MAC) is a 16 byte code appended to the end of encrypted data
Code (MAC) transmission to protect the integrity of transaction.

l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.

Key ID This option is not available on this window.
Advanced Options Advanced Options allows you to set the Seos Key Flags. Default settings are recommended for the
Privacy Keys.
Seos Key Flags =5

o | Lis Random Mumbers

OK Carel

.

Seers Frending

Custom Privacy Change Keys
Configure the kaye and options for te mew Privacy Encryption Key ard Message Authentcaton Code
TMAS), 1o whech the sxistiog Srivacy Keys wil be changsd,

A Caonfiguraton and Privacy Kevs
Privacy Enayplion Key:
Privacy Enorvphion Kev - Rall - Acvancod Ootions
Message Authentication Cade {MAC]:
Mezcags ALthenticaton Code (MAC) -Rol -
ey ID:

< Pack i Hexk = I Camcel
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6. Key Selection: Select the Keys that are used for the authentication and securing of data on the card, and click Next.

Key Selection
Select the keys that will be used for the authentication and sequring of datz on the card.
Custom Keys
Description Custom Ky Spos Kay ID Ky Flage
Auth Change Key <MNore > Key O Senwre Messaging | Contactiess
+ - I
T s [
7. The wizard is complete. Click Finish.
8. Return to 5.6 Create a work order, step 5 to save the Work Order.
129 February 2024
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6.6.6 Seos: reading a Seos data object from a custom ADF

1. Select the Seos technology type. Click OK.

X

KCLASS

MIFARE Classc
MIFARE DESFre EVI
Frax

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox. Click Next.
3. Configure Seos Instruction Mode: You can make selections from the following. Click Next.

Field Description

Data Type For this example Custom must be selected.

Instruction Type For this example Read must be selected.

Options Not available with Custom\.

ADF Configuration ADF 0ID: A number (8 byte minimum) used to reference the application after it is created.
Show 0ID using ASCII characters: Displays ASCII characters.

Read Configuration Custom Read Key: Specify the Custom Read Key which are used to authenticate to the ADF to read the
Data Object.

l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.
Read Key ID: This Read Key is to be referenced in the ADF.

5

Sexrs Fcoding

Configure Seos Instruction Mode

Sedactaf the work mstrucoon wil be used to read, write, rol kevs, or delete a Custom or HID Access

Apgmicalion
Daks Type ADF ConSguretion
HID Aoceee Appicaton ACE LDy

£ IAF N ISR AYA 4 TROEFG 75 160 PE TIR5EF 73

Snaw QL2 uang ASCLL characters

Trosdrim liom Tyge=
™ Read [ e Laonfguratan
Wirite Comslom Reat sey:
=, Dalete Read Key 104
Kew 1
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4. Custom Privacy Keys: Select a custom key to use as the Privacy Encryption Key and Message Authentication Code,
which is created when the ADF is created, and click Next.

Field Description

Privacy Encryption Key | The Privacy Encryption Key is used to encrypt the transactions between the client and the ADF.
l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.

Message Authentication | The Message Authentication Code (MAC) is a 16 byte code appended to the end of encrypted data
Code (MAC) transmission to protect the integrity of transaction.

l Note: If the desired key is not defined, select <Create New Key> from the drop-down menu.

Key ID Select the Key ID in which the Privacy Keys are stored. The default Key 0 is the Privacy Key ID
recommended by HID.
Advanced Options Advanced Options allows you to set the Seos Key Flags. Default settings are recommended for the
Privacy Keys.
Seos Key Flags il

W | Lizi Random Mumbers

0K Carael

.

Secs Encading

Custom Privacy Keys
Configure the keys and opbons for the Privacy Enayption Key anc Message Authenboation Coce (MALZ).

ADF Configuration and Frivacy Keys

Privacy Enaypbion Key:

Privacy Enoryphon Key - ﬁdr.{\';ﬁﬁ.ﬂaﬁﬂr[-

Wessage Authertication Code (MAC):

Message Authenbication Code o= .
ke D¢ Create 3 Key @
ey 0 v Key Cescripbon:  |Privacy Enoryobon Key
Key: | <4CIEADIFOISTAF 3532 1I55506C 72870

Ky Sipa: 16

L Gererate Fandor key | Random ey Size (bytes):

Kizy T

| Spacify Key's OID
Standard Key Sizes [ bytes)

ICLASE g
WIFARE Clazsc [
MIFARE DESFire EVi & 5208 16
3 Ky TOES 24

.
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5. Data Object Mapping: Configure which Object Tag is written by this Work Instruction and how the data is
formatted, and click Next.

Field Description

Plugin Type This defines how the data is entered in the Work Order Manager or in Data Entry. Options are ASCII Text,

Hexadecimal Data, Unicode Text, or Signed 64-bit Integer.

Name This defines the name of the data field in which you enter the custom data.
Object Tag Type in the Object Tag, from which the data is read. Default is DO.
Seas Encading

Data Objact Mapping
Configure which Obgect Tag will be written by this Werk Instruction and how the cata wil be formatbed.

PFugn Type:
ASCHT Text
Ll H
Cisstom_Feld
Oyject Tag:

D2 -

6. When the wizard completes, click Finish.
7. Return to 5.6 Create a work order, step 5 to save the Work Order.
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6.6.7 Seos: deleting a custom ADF

Important: This operation deletes any data associated with an ADF and the ADF itself and should only be
performed if the ADF and its data is no longer required.

1. Select the Seos technology type. Click OK.

%

KCLASS

MIFARE Classic
MIFAEE DESHra BV
Prox

I 0K I Cancel

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox. Click Next.
3. Configure Seos Instruction Mode: Make selections from the following. Click Next.

Field Description

Data Type For this example Custom must be selected.

Instruction Type For this example Delete must be selected.

Options Not available with Custom\.

ADF Configuration ADF 0ID: A number (8 byte minimum) used to reference the application after it is created.
Show 0ID using ASCII characters: Displays ASCII characters.

i o

Cres Prscoing

Configure Secs Instruction Mode
Sedact if the work mstrucoon wil be used to read, wnite, rol kevs, or delete a Custom or HID Access
Appicalion

Daka Type ADF Confguration

HID Aocese Applcaton ACE DDy

E36FA0 PERRRI64E TAOEFA 75 160 F TIR56F 73

Snaw QLS uaing ASCLL characters

Troslrim liom Tyge=
Read

Write

Roll Caed Authentic abon Keys
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4. Key Selection: Select the keys that are used for the authentication and securing of data on the card. Click Next.

Field Description

GDF Key Sets GDF Auth Key Set: Select the key set to use to authenticate to the GDF to grant access to delete the ADF
containing the application.

5. When the wizard completes, click Finish.
6. Returnto 5.6 Create a work order, step 5 to save the Work Order.
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6.7 Work instruction: roll card authentication key

This section covers the Work Instruction wizard for Roll Card Authentication Key Encoding for iCLASS, MIFARE Classic,
MIFARE DESFire EV1, and Seos.

Note: If a key is selected other than HID Standard, the reader does not need to be configured with the appropriate
Key Set you are using. See 8.9 Load HID application keys for details.

1. Select the technology type. Click OK.

x

M

MIFAKE DESHre EV]

2. The Work Instruction Wizard opens to allow you to configure the Work Instruction for Prox. Click Next.
3. Select Data Format: You can make selections from the following. Click Next.

Field Description
Instruction Type Select Roll Card Authentication Key for this option.
Data Type Not available.

Seos - HID Access Application

Credential Type Not available

Note: The screenshot below is using the iCLASS technology. This window is slightly different with other
technologies (MIFARE, Seos, etc.).

HLASS Encoding : =10 =|

Selesd data fomsl
Sedect the format of the data that will be witten to the crd

Instructian Type
Rzad

vl

[  Ral Card Authenfication Key |

Ophions

<o coc
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4. Key Selection: Select a key to lock the AppArea after the data is written. Click Next.

iCLASS key selection
The following section is the Key Selection window for iCLASS Encoding.

Field Description

Key Card Authentication Key: Standard, or HID defined Key Sets may be selected
New Card Authentication Key: Standard, or HID defined Key Sets may be selected
S0 Encryption Key: Standard, or HID defined Key Sets may be selected

WCLASS Encoding =10] x|

Key Selection
Select akey which wil be ised lolock the Applres after the dala s witien.

Eeys
Card Authenboation Key: MNew Card Authenficotion Key:
Slaniclaed - TCFOim -
50 Encryplion Key:

Standard

This anty warks with SE cards (510 Ondy). IF an SR card 5 detected during key rall, the 50 keys will not be
rofed and the 50 K2vs should not be changed on on the HID door reader.
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MIFARE Classic key selection
The following section is the Key Selection window for MIFARE Classic Encoding.

Field Description

Keys Key Set: Custom, Standard, or HID defined Key Sets may be selected.
Roll Key Set: Custom or HID defined Key Sets may be selected.
Authentication Key A: Select an option from the drop-down menu.
Change Key A: Select an option from the drop-down menu.
Authentication Key B: Select an option from the drop-down menu.
Change Key B: Select an option from the drop-down menu.

S0 Encryption Key: Select an option from the drop-down menu.
Change SO Encryption Key: Select an option from the drop-down menu.
MAD Write Key A: Select an option from the drop-down menu.

MAD Write Key B: Select an option from the drop-down menu.

MraRcEncoding =10) %]

Ky Selection
Select a key which vl be used tolock the Applvea afier the date s writlen

Keys
L= Rl Ky Sat:

Authentication Key A: Change Key A:

Defaudt Key A - SefaultKey A -
Authenfication Key B: Change Key B

Defaudt Key B - Sefaultkey B -
S0 Enorvpebian Key: Change 50 Encyoton Key:

Deefault SO Enaypton Key - Zefault 5C Snayption Key

MAD Winibe Key B! MAD Write Key B:

Defadt HID MAD Key B . Zefault HID MAD Key 5

< Back baewt > Cancel
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MIFARE DESFire EV1 key selection
The following section is the Key Selection window for MIFARE DESFire EV1 Encoding.

Field Description

Keys Key Set: Standard or HID defined Key Sets may be selected.

Change Key Set: Standard or HID defined Key Sets may be selected.

Custom PICC Master Key: Select to open the Application Keys section for configuration (see section
circled below).

MIFARE DESFire EVI Encoding =10 x|

Key Selection
Select a ke y which val be used tolock the Appdvea after the data s writlen

ke Sel
Ky Sl Change ey Sel:
- - | Custom PICC Master Koy
Appication Koys
Key Type Crypto Mebhod Ky Diversifior Algarithm Auth Koy
* {PiocMaster i

| < Back baeut » b Cancet
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Seos key selection

The following section is the Key Selection window for Seos Encoding.

Field Description
Key Sets Auth Key Set: Standard or HID defined Key Sets may be selected.
Change Key Set: Standard or Custom Key Sets may be selected.
Encryption Keys SO Encryption Key: Standard or HID Standard Key Sets may be selected.
Se0s Encodng x|
Key Selection

Sefeck the beys that will be wsed for the authentication and secring of data on the card.

Ky Selss
Auth Key Sete Change Key Set:
Standard = Standard -

Enoryplion Kows

50U Enoypban Kay:

Siancard

=

5. When the wizard is complete, click Finish.
6. Return to 5.6 Create a work order, step 5 to save the Work Order.
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6.8 Multi-technology card support

To support multiple technology cards, a Work Order can contain multiple Work Instructions for multiple encoding
operations for a single technology. For instance, to read a multi-technology Prox/iCLASS card you would first add a Prox
Work Instruction and then add an iCLASS Work Instruction. For more information on creating work instructions, see
Work instruction wizard.

Note: A special feature exists to read the PACS credential from one technology (for instance Prox) and write the
same formatted credential into another technology supported by the card (for instance iCLASS).

For example,

1. Open a Work Order then select Add Work Instruction.

2. Select the Prox technology type from the list and use the Work Instruction Wizard to create a Prox Read instruction
with the desired format. Save the Work Instruction.

3. Next, Select Add Work Instruction and use the Work Instruction Wizard to create another work instruction.

4. Select the iCLASS technology type from the list and use the Work Instruction Wizard to create an iCLASS Write -
HID Access Application instruction.

l Note: You must select the same format as in the Prox Read instruction in step 2 above.

5. On the Define Format Parameters page, select the Previous Work Instruction option for the Parameter Type field. Do
this for each parameter in the grid. This routes the PACS credential data read from the Prox instruction into the
iCLASS instruction.

-

iCLASS Encoding ol @ @

Define Fomat Parameters
Configure format parameter data fisld names, value unigueness, number ranges and au b -Hoemerig

bethavior.
A J,:u'qr"clf-' "'_.:'vl Enforce Umigue , Diefmdt Value Increment Step Aglo Mumber B, ,
Facity Code & -:-———
Card Id Musnber Auta Inrement 1 165535

Stabc
Marual Liser Entry |
Previeus Work TnstrucBon

6. Complete the Wizard selections and save the Work Order.

Note: These parameters are set to read-only in the Work Order Manager to prevent you from manually entering
data, which could be overwritten.
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7.1 Introduction

The following section covers all aspects of the Key Management environment.

There is a limit to the number of and Keys (HID and Custom) that can be stored on the iCLASS SE Encoder. The Available
Key Slots and Memory is easily monitored on the Encoder Info panel.

It is recommended that this space be managed by:

* Loading only keys that are needed for your configuration.
» Exporting and/or removing custom and HID Keys that are not longer required.

7.2 Key Management Home tab

The Key Management Home tab contains the following areas.

i Y Kimy Management - Agure 1D - B X
e % g

c? —a = lmportKeys m, é‘llmmt @ ':E# :.E.:Itnzrkr.

Create Remen &) Export Keys | LosdHID én'm Refredh | Add Ky @Dﬂ&'l& Boy Sal
CLeborm Ky Custim Kay Hoarys] Gt

Clistom Keys HED Ky | fimy Eess
ey [Fvnariwis  F x|
| €11 Km = Ernter P b ; I —E—
e Rexeription) L ey tengtn HID OMNTREY S47TCR 500 ~ G
Enrmdder Engine 10
ZB05010-30 18 SE4350 10 1030 30F 300
Lnender Autearheshon Siahs:
fint Austhenticated
Povadlabike Key Slyls;
«— [ :oc i
Feade Conligaatan i HID Beva - Aovadabile Moy
31 o s P e S0 of 15564 Dytes
| » T e e —
e CTF Trégrater chonge by Starciard FA0R0 100 18 1F4 380 1010701 180 10 M5
Secs 50 ALY Enc Privacy Hey Starecard DA 100 1 4380 10 100 L 1 30 W 2020 101
Seos 50 ADF Mac Priveuy Key Starward IA0G010:40 18 IE4 380 1010201180 10 B0 2020 102
S ATF R ey Srareiard FROGOCA G AEATB0 1010701 1R 10 020203
Se0q ADF Witle koy Stancard 28060 1040 15 154380 L0 1020 L 180 10 B0 20.204
Sans 4% Admi bey Stancard ZH0G0 1040 1B 1E4360 (0100 118010 J20305
Beos B0 ADF O Blardard 200601030 18 1F4380 (0100 1180 10 B A02
S 50 ADF O [CEmIZ JH060 1090 16154380 101001 180 10 K405
m ClasE Lgay HID App Engryplon Bay Shanciard SERE) LOA0 15 IE4380 LD 10D 1 50 §
|

.‘.‘M
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7.2.1 Key Management toolbar

The Key Management module of the CP1000 Desktop Encoder allows you to view and manage the HID and Custom

Keys.
T3 Ky ."-1.'-.r‘..'-tgé-r1'|9|'|t - Asure ID - 8 X
En - -9
Import Keys = Remaove @ “. Edit Key Set
P - mm = P
Create Remove Export Keys  LoadHID 2 payoke Refresh | AddKey (Y Delete Key Set
Custom Key Custom Key Key(s) Set
Custom Keys HID Keys Key Sets

Toolbar Function

Description

Create Custom Key

Allows you to create or randomly generate a key. See 7.4 Create key.

Remove Custom Key

The general rule is keys are not removed or deleted. However, if the number of stored keys reaches its limit
(number/size), it may be required to remove keys that are not required. See 7.5 Remove selected key.

l Note: Custom Keys should be exported before removing them from the system.

Import Keys Allows you to Import Custom Keys exported from another file.
Note: You must share the same Admin Keys and passwords to share Custom Keys. See 7.6 Import keys
and key sets.
Export Keys Allows you to securely export (save) the Custom Keys and Admin Keys for backup and recovery. See 7.7

Export keys.

Load HID Key(s)

Allows you to load a file containing encrypted HID keys targeted to a specific encoder. The names and
locations of the files are required. Once loaded, the HID keys appear on the HID Keys pane. See 7.8 Load HID
keys.

Remove Allows you to remove the selected HID key or keys from the selected encoder. See 7.9 Remove HID keys.
Revoke Allows you to load the key revocation list to the encoder. See 7.10 Revoke HID keys.

Refresh Allows you to reload keys from the encoder. See 7.11 Refresh HID key list.

Add Key Set Allows you to add a Key Set to create a grouping of custom keys. See 7.12 Add key set.

Edit Key Set Allows you to edit a Key Set. See 7.13 Edit key set.

Delete Key Set Allows you to delete a Key Set from the Key Set pane. See 7.14 Delete key set.
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7.2.2 Encoder Info panel

The Key Management Encoder Info panel displays information about the CP1000 Desktop Encoder currently connected

to the computer.

Selected Encoder:
HID OMNIKEY 5427 CK SC 0

Encoder Engine ID:

28060104018 1E4380 10 103050FBCS(

Encoder Authenbication Status:

Hot Authenticated
Avalable Key Slots:

108 of 256

Avalable Memaory:

9205 of 155648 Bytes

T e

Field

Description

Selected Encoder

All available encoders are listed in the drop-down list. Click the Refresh to refresh the type of encoder.

Encoder Engine ID

The ID of the selected encoder is displayed. Credentials are linked to this Encoder Engine ID.

Encoder Authentication
Status

The Authentication function is normally an automatic function. However, if Not Authenticated is displayed, or
if the encoders are changed, this process allows the authentication of the new iCLASS SE Encoder.

Available Key Slots

The number of HID and Custom keys stored on the encoder. As keys are loaded and removed, the information
is shown on the Encoder Info panel.

Available Memory

The amount of memory available on the encoder.
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7.3 Key Manager File tab

The Key Manager File tab contains specific options for this module.

Install Plugin Package

_ E | Open Log File

e

l | Options | |«Exit Asure ID

Option Function Description

Upload Credential Credits | The Upload Credential Credits allows the upload of Credential Credits provided by HID Global. See 4.4 Upload
encoder configuration package.

Sync Encoder See 7.10 Revoke HID keys for detailed information.

Change Encoder Admin | See 7.16 Change encoder Admin keys for detailed information.

Keys

Open Log File Allows you to view the log file of events for the Asure ID CP1000 Edition application.
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7.4 Create key

The Create Key process allows you to define and save a new Custom Key to the iCLASS SE Encoder.

Note: When a Custom Key is created, it is encrypted and stored in the Asure ID native database and uploaded on
demand in the following situations:

¢ Anew Encoder is used to encode a credential
¢ An encoder which previously contained the key became full and the key was backed-up and deleted to make room for

a new key.

1. Select the Key Management module.
2. Click Create Custom Key from the toolbar.

rh
BN

Coreate LE
Cusstons ey JC5t0m Ray
Carchm Keys

|y e

| 1% iLass SE Enender

3

‘iforie Crrier Snnader

i Bapert Keys | | Load HID

Readker Configuesbion

|t Advanced

Key Management - Asure 1D

- L Trporikeys — 5 Remoue @ "a’ ) Bt ey Bek

g Aevgee Asfesh ) AddKey (@ helnte pey Set
Fat

Faryls)
—

presr— e EETR

Cletom Kayl

Dresrpiion (w1 r]

#Claves: Derfiny it Transport Debit Key Standard
Clpces Dl Transcort Cracit Kay Standard
Folaid Bogk, O Fag O Cradi Kay Stardand
ol BookD Fagn 1 Debil Kiry Stardard
Folpas BooRl Fegr L Credil Kay Standard
PiE BOoRD Fiegh £ Dbl Kiy Standard
Folbi BooklD Pk 2 Cridil Kay Standard
ol BookD Fage D Debil Ky Stardard
Folpas Bookl) Fegh 3 Credil Kay Standard

B B
Generate bmport

Send-To+ay Feed KErs
Key el

| Configurstion | CID

E —

HOSO I IS IE1330 10 0 M T
B05]1090131E433010 100 WA 30 |
B0E010A013 IE4320 101020 A0 03
220501040 13 124320 10 1030 WA
20501040 L3 124330 10 1020 A5
20501040 13 IE433010 1020 W A0e
00104013 1E4320 10 1020 WA F
220501040 L3 1E4320 10 1020 B AgE
0501040 L3 IE4330 10 1020 A
G101 IE433010 1020 H A,

$ o)

Sebecied Encoder:

HID OMMDEY 127 ECO = a
Erooder Ergine T
OG0 1040 18 1E4T80 1 100050 BOSt

Encoder Aushenticalion Status:
Authenticated
Swrndable Ky Slots:
101 of 256
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3. Enter the following information on the Create a Key window and click Create.

¥y Desripiore Acress ey _L

KEys ARG
Koy Sires B

| seresis Fondoniay § Ranubor ey S (s &

I Crants I Canesl

Standard Ky Sizes (bytes)
iCLAss ]
MIFAFE Clarsc i
MENEIEFraEVl 15

3Ry TOES i

Field

Description

Key Description

Enter a description for the key.

Key

This can either be manually entered (hexadecimal) or click Generate Random Key, which generates a key
based on the Random Key Size field and fills the field.

Random Key Size (bytes)

From the drop-down menu set the key size value. The following are technology and encoder key sizes:

» MIFARE = 6 bytes

» MIFARE DESFire = 16 bytes

* iCLASS Authentication = 8 bytes
 iCLASS Encryption = 16 bytes

» DES =8 bytes

o 2KTDES =16 bytes

o 3KTDES = 24 bytes

e AES =16 bytes

 Encoder Configuration Keys = 16 bytes
» SO Keys = 16 bytes
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The new Key is created and is displayed in the Custom Keys pane.

The Available Key Slots and Available Memory display the updated status.
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7.5 Remove selected key

The general rule is Keys are not removed or deleted. However, if the number of stored keys reaches its limit
(number/size), it may be required to remove keys that are not required.

Note: Custom Keys should be exported before removing them from the system. See 7.7 Export keys for more
information.

1. Select the Key Management module.
2. Select the Key to be removed.
3. Click Remove Custom Key from the menu bar.

- . o -
e oot e m-‘,‘ﬂmm@ rm Bt Ky 5ed
Rermre® Bl Pupert Gays '-Wﬂ"r;? g Bmmke Feied ”g"lﬂ’ Ch Delmtn by Sut
| am

LumIomn King
T HID Geps ey Set
' - ooy r—
- gt e E
| EymiasE sEEnnder | = | Sabcted Encedar:
Dty | i wep Length HID DMMDEY SUTCCSCO - | G
; | » Lt i |c30a0ToFDEDs0a L | ]
Fiwinkn Frugne M
ork Crcier Manaces
Fo L thlE g g b IR BE LT g B8
=t
Encncer Aurthenticaion St
By Managerment TR | e -
. Jovadatle kg Sots:
- ] 1% ot 256
i
Header Conlipuration e Sl Maarwr =
rl 7 7 2145 of 155648 Bytes
> Hame | P rtion

‘26 (GO 0P L1 LC 4200 101020 £400 10 (0 30+

S Gl epaloe change by stantdarcd EDAC O THTE S50 1010130 1 TR0 10105
Sena S0 ADF Enc Privacy Key' Swndard EA603040 18 EAZ80I0 102 L 180 10 102020001
5ang 50 ADF Mac Frevacy Hey Standard B0 1 1E 41010 1020 L 18010 102080 02
By A el bary Sandard R0 1A 1FA3R0 1061001 185 101NN
5Sang ADF ‘Write key Standard 250503040 18 LE 4260 10 1030 1 180 10 1020304
B BOF Ak o=y Standard FEMROI001R1E 3501010130 118010 10000
Sa0a S0 ADF QI Standard E0E00HNE LEAZE0 D0 L1B0I01025
Seos S0VADF OO0 ICEDL2D N G0NH01E 1E 430010100 L 180 1010505

G040 1A 1E 4010103 LS00

il Legacy HI App Eroryption Key
4. A Working progress bar is displayed.

[
Searching for key dependencies...
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5. When complete, the Key is removed from the encoder and no longer appears on the list.

=
PR

Ea -

Koy Monagement - Asurg [

Note: The Available Key Slots and Available Memory displays the updated status.
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7.6 Import keys and key sets

The Import Keys tool allows you to import Custom Keys and Key Sets exported from an iCLASS SE Encoder. To import

Custom Keys from a file on a computer or USB flash drive, use the following steps.

Important: To import keys/key sets to another device, that device must have the same SNIMIP Admin keys as
the device from which the custom keys were originally exported and each workstation must have

the same PIN Code.

You must enter the 4-9 digit code to securely access the Custom Keys from a workstation. This code should be the same

across all workstations where custom keys are automatically synchronized.

Note: The SNMP encoder Admin keys must also match on all workstations where custom keys are automatically

synchronized.

1. Select Key Management.
2. Select Import Keys from the menu bar.

Key Management - Asure 1D
e =
& [ i r1an
s D @ e W
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| ke EEERL
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| TR LSS SE Eceder
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£ g
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3. Locate the file previously saved in 7.7 Export keys. Double-click the file to import.

File pame Ih‘pnrt__l{:y:__] 2014 isx j ]|-=.>: Fibes (%] :i
Qpan Cancel |

4. Enter the password set for the keys, if required. Click OK.

[Possmors TP

Faszword ssses]

(o)
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5. The Keys are displayed in the Custom Keys list.

l Note: The Available Key Slots and Available Memory displays the updated status.
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7.7 Export keys

The Export Keys tool allows you to securely export (save) the Custom Keys and Admin Keys for backup and recovery.

Important: If the PC hosting the application fails, you lose access to the encoder which stores the credential
credits and custom keys, therefore it is important that you record these keys in a secure location
for future reference.

Admin Keys are required if the PC running this application, is no longer functioning. These keys are entered when this
application is loaded on a new PC to reconnect to the encoder, otherwise credential credits and other important
information is lost and the encoder needs to be returned to HID to be restored to factory settings.

1. Select the Key Management > Export Keys.

Ea - ‘@
Trpoed Keys 2 Fem o Echi Wiy Set
4‘ mir = Imp | Keps m = s E‘b i oy Sel
Create Remove LONCHID 8 pauoke Ffresh || Adc ey (T delete ey G
Caetuen Ky Cualiom m- Keyl) o " @
Tkt Ky HID Kiya oy Gty

T | s

Cuslom ey

S Lol Brocodes;
HIC! O=KIKEY 3427 CE5C T

() CLas: S e |

| Encocer Engine T
| 280601040 15 1E G360 1010 3050FBC S

Encocer Authenticaton Statue:
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| dvalzble Hay Skt
| arofisn
Resder Configuration H ey Araiable Memory
e ] 0305 of 155048 Dytes
I Plame Configure=on cin
BN - - o D
S (DF Triegratar chamge kay Standand ST IS
Sans 50 ADF Enc Privacy Hey Skandard 051130200101
Seos SOADT Mac Proacy ey SEavdard WD 10S) I G102
Secs ADF Read key Standard B05] 10%) 1020303
e
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2. Select any or all of the following: Export Custom Keys, Export Key Sets, Export Admin Keys and click OK.
=10 x|

This tool vl =xpaort the keys into a file whid: can be wsed to mport inks
snother system, If the admin keys are axported they will be protected
with a passphrase which wil be needed upon impert.

Cancel |
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3. The Password window only appears when the Export Admin Keys is selected. Enter a password (twice) to access
the file, and click OK.

l Note: Make note of this password for future access to this file.

T

Pasgword eeses

Re-bype Password eeess

l oK I Cancel

4. Browse to a location to save the file.

l Note: It is recommended that this file be saved in a secure location along with backup information.
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5. Enter a name for the file, and click Save

Important: The Admin Keys are encrypted and cannot be entered into Asure ID or any 3rd party
application in their encrypted form. Therefore, it is imperative that you have a secure backup
(hard copy) of the Admin keys, if the encoder is to be used in a 3rd party system.

M

i Save fe =%~
@T\:‘.-' L » Comguter » CENTOMUSB(F) » ExportKeys w4y ] Search Export Keys P
Cigaruize « Maw loldes == v i
= Mame f Cate modified Type Cizp
bW Favorites !
Mo deme maloh your search
b g likraries

i :._. Compuer

File name-.i Export_Kieps 1_2015 I -

Sove 23 type: |i5-'ﬂll-ﬁ |

= Hide Falders Lsne )| concel |

This file can now be used to Import Keys to an iCLASS SE Cp1000 Encoder. See 7.6 Import keys and key sets for
information on this process.

0Lk = |iCLASSSE Admin Keyz i WordPa:

<“ixml wersion="1.0" encoding="utf-16%7>
<iCLASS_SE Export SoftwareVersion="2.3.6.6">
<CustomBeya>
TRy
<0ID>0301070%ETFO02198< /0TI |
<Label>authentication Key 2</Label>
<Length>16</Length>
<ARMP>
30B2005E02010330820011020476D5184502010004020300020201010482002E3082002004040301070502010102
0107 040403010704040C1L6ATEF4205E2143BECIANSTE04084ECTE03ADE399B0C045820050R42B52ABSCEESEBABEED)
TO004F4EEDDSFEBDCFIBIDEADSABF T SCAETSEEIZAFIBDCESSI2BR4EFASIDCIAS0ESDEEEFPISSA02Z404B86R200DFE]
72583C13050CEE4CZPSESOAL4B464RDZFDOREETAD TFIRGAS </ SHMP>
</Eay>
</CustomFeya>
chdminKeys>
<CheckHash>*B36T7157T6B1642532TCACO5D591854CCBODC TDISESADGECFECFTFEEGEICBOABFD</ CheckHash>
<EncoderID>ZB0601040181E436010103050FACH0B8CDRIAZBAELISD 93ABAFFFTF</EncoderID>
“AuthRey>TE4T19TSDEFASBS40F2SFBDEZFD42FD B</Auth Rey>
<PrivacyRey>EDATTHERRE015EAIBFCRDARERCREIE0ECC/ Privacy ey
<fscureChannel Eey>CAFISCAELBTOF3ESARERO4002BESC13D1</BacureChanns lRay>
</AdminReya>
</iCLASS S5E_ Export>

PLT-01067, B.0 156 February 2024



Asure ID® iCLASS SE CP1000 Desktop Encoder
User Guide

Trusted ldentities

7.8 Load HID keys

The Load HID Key(s) feature allows you to securely upload the HID Keys by using an .ise or .xml file. The following
process loads the HID managed keys to the iCLASS SE CP1000 Encoder.

1. Select Home tab > Key Management > Load HID Key(s).

™ Key Management - Asure 1D = =2 x
- ‘9
- W EpoiRER Rrtncnee @ ;";# = Exlil ey Set
el Remove o Ewpoit ey Ravkn  FEfrieh  Add ey (B Duleie Koy St
CusimmEey Clerton Key fak
Curtom Kegs Kegn ey 5_=I5
net [Frcer it &
e it ) | P —
Desrotion L1 Hev Lenggh HDOMHIET STTCRSC0 - | i
Encoder Cngns 1D;
EN6010: L 4250 L0 X0 I SIS0
Lncoder Authenbicslon Stehe;
Mol Anbhenl ivaeled
Awmimble Ky ot
. e
Resder Cn;q.nﬂm D beers A= MeTory:
T IS ol 155648
j- M Configurabon i
Rl o om0
Srers OOF Trndegralor charae kry Tharulird ROSNCAD 1R 14380 1010301 1A X505
Sote D0 ADF Enc Privacy Koy Standand 28050 L0 18 LEA4Z80 10,1030 1 L0 L0030 Lkl
Seos 5O ACF Mat Fravacy My Sterddand MK LCAHD 1 1E 300 11 1030 LU L0 100
oo AL Hmac] bey Starelard ] [0S0 18 1E S0 10 10T 1 R0
e ADF \rite ey Shrdand RS |00 18 1E 4380 10 10201 130 103N 04
St ADF Admin ke Standard 10050 L0 18 1E 4780 10 10201 120 L¥E0I0305
Sees 50 ADF OO0 Standand ZHUE LG 16 1E 1380 1010007 L LXeazo2
S 51 BOF 200 hlea ik SR 040 18 1470 101000 LA 100400
WClaing Lagacy HID DD Ererypdion Ky Sandand D05 L0 18 LE 4380 101020 500 51
m R S AT
Feady i

2. Browse to and select the Keys ordered from HID Global.
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3. Select the files to be loaded, and click Open.

Organize = Mew falder === [J ﬂ

& Fovorites Hame Date modified Type Size

L 4 Desktop - UE_Seos_Counters.ml /2772003 217 PM XML Docuw... 4 KB

& Dovwnloads = UE_iCLASS_Countersaoml L 203 217 PMA ML Docu... 4 KB
£l Recent Places ™. UE_DESFire_Countesssml §,27/2013 218 PM ML Docuw.. 4KB
% Dropbox " MIFARE_Cauntersasml 0,27/2013 2:18 PM MWL Does... 5KE
= Prox_Countersaoml B/27/2013 2118 PM AML Docu... 1KE

M Desktop = ReaderConfig_Counters.ml 8/77/2013 2:18 PM ML Docu... 1 KB
™. UE_Seos_Keys.Standard.xml 8/27/2013 2:19 PM ML Docu... 12KB

T UE_Se0s_KeysICEI20aml 32772013 2:21 PM HML Docu.. 12 KB

- Li_:ﬁli'ss;w-ﬁanduﬁ.ml 8/27/2013 2:24 PM XML Docu.. 25 K8

=, UE_iClass_KeysICEDLZ0xm| B/Z7/2013 2:28 PM XML Docu,.. 25 KB

™. UE_50_Keys.Standard.oml 8/27/2013 2:29 PM ¥ML Docu... 4KE

==, LE_ S0 e JCEDL 20 e 8/27/2013 2:29 PM XML Doeis.. KB

Ly LE_DES.Firl;_Kry;.Shrndurdaml 9,/37,/2013 2:30 PM ML Docu.., 8 KB

™. UE_DESFire_KeysICEOL20.xml B/77/2013 2:31 PM ¥ML Docu... 3 KB

=, MIFARE_Keys.Standard.aml 0,27/2013 2:32 PM ML Docu... 10 KB

" MIFARE_Keys ICEQ 20 xrml 0/27/2013 2:33 BM XML Docu... 10 KB

"% LE_SMNIMP_Keys.Standard xml 927/2003 234 PM HML Docu... JKE

= UE_SNIMP_KeysICET120.0ml 8/27/2013 2:35 PM XML Docu... IKE

File pame: “UE_SHNMP_KeysICEN Xuaml” "UE_Seos_Keys.Standard.sml” EEEE“_U -
P ————
I Open I | Cancel |

—

4. A progress bar is displayed as keys are loaded.

5. When the Keys are successfully loaded, a message is displayed at the bottom of the window.
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6. After the upload is complete, the installed Keys are displayed on the HID Keys pane.
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7.9 Remove HID keys

The Remove tool allows you to remove specific HID Keys from the iCLASS SE CP1000 Encoder.

1. Select Home tab > Key Management.
2. Select the HID Keys to be removed from the HID Keys pane.

l Note: This includes selecting the line that contains the arrow (>).

3. Click Remove from the menu bar.
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4. The selected keys are removed (in this example it was the last remaining keys).

l Note: The Available Key Slots and Available Memory display the updated status.
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7.10 Revoke HID keys

The Revoke tool, allows the loading of a Key Revocation list. You would receive this list from HID Technical Support and
is only used with their assistance.

If there is a need to revoke HID keys, a request to HID Global is made and a Key Revocation List is created, and delivered
to you. To perform a revocation, follow the steps below.

1. Select the Key Management module.
2. Select Revoke.
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i - | Cemcrphon oD Key Length

HID OMNEEEY 3427 K 500 i

Encndar Engine 10x
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3. Once HID Keys have been revoked, they are not allowed to be reinstalled on the device.
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7.11 Refresh HID key list

1.

Oftentimes it is necessary to refresh the list of keys. This often occurs when after Custom Keys have been added or
deleted. When you select Refresh, all HID Keys and Keysets are updated from the current database.

2. Select Home tab > Key Management.

3. Select Refresh.

4. The Keys are reloaded from the encoder.
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7.12 Add key set

Key Sets are created as a means to group keys for the HID applications to simplify deployment.

1. Select Home tab > Key Management.
2. Select Add Key Set.
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3. Define the Key Set. Click OK.

B Key Set = =1o] =i
Ky Set Type: Ky SebHams-
XESRre * DESFire Arcens Heyasl
Koy Tyoe Cugtam Hey
JESFIRE SO APPLICATION KEY O Acomss Key 1
JESFIRE_S01_APPLICATION JEY_1 bcoass_Fey_1
CESFIRE_S0_AFFLICATION KEY_Z Acozss_Lavd 2
I8 CCSFIRE S0 APFLICATION KDY C | bccass Lavel 2 -4

Field Description

Key Set Type Select the technology type: DESFire, iCLASS, MIFARE, Seos, or SO.
Key Set Name Enter a Name for this Key Set.

Key Type Select a Key Type from the list.

Custom Key Select a Custom Key or HID Key from the drop-down menu.

4. The Key Set created is displayed on the Key Sets tab.
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7.13 Edit key set

1. Select Key Management > Key Sets tab.
2. Select a Key Set to modify.
3. Click Edit Key Set from the menu bar

-
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4. Edit the Key Set as needed. Click OK.
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-

h II.I'
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Custom Kay Custom Key

5. The Key Sets pane displays the changes.
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7.14 Delete key set

1. Select Key Management > Key Sets tab.
2. Select a Key Set to delete.
3. Click Delete Key Set.

Key Management - Asure ID
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Reader Configuration Avaiable Memory:
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4. Click OK to verify the deletion.

f_.r& Are you 3ure you want to delete this Key Set?

X

PLT-01067, B.0

168

February 2024



m Powering Asure ID® iCLASS SE CP1000 Desktop Encoder
Trusted Identities User Guide

5. The Key Set is no longer displayed in on the Key Sets tab.
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7.15 Sync encoder

The following information describes how to synchronize the Database to the iCLASS SE CP1000 Desktop Encoder.

The need to synchronize the database to the encoder is required if you have connected a new/different iCLASS SE
encoder. The encoder configuration is stored on the encoder and only copied on the database. This type of change
would create a circumstance where the encoder and the database on the PC are not in-sync.

The fact that the encoder and database are out-of-sync may not be apparent, as there is no indicator that they are out-of-
sync. Additionally the keys (custom and HID) from the first encoder continues to display on the second encoder, as this
information is coming from the database.

Note: The application allows the creation of a Work Order in this circumstance using the keys from the first
encoder. However, when you execute the Work Order you receive an error (authentication or no key
available). The following process synchronizes the database with the current encoder attached to the PC.

1. Select Key Management > File tab.
2. Select the Sync Encoder option.

[ Lk
@ Install Plugih Package

&] Open Log File

|_ Options I 1I Exit Asure ID

3. Click Analyze. The current state of the Database and Encoder is analyzed.

Syncrronze Datacase to Encodsr o — R

Fon prer lormane ressires, Dis applialion cadies lhe meladals of he keys Tl gel oaded Do Be ccoder, I the e gel ool af sync, his
ool wil brirg B deabese n-sync with whart is on the encoder,

Cuslom Kays b b pemuesst Cuslom Kays ko be added HIC K=ws b b jeanowed

0 Custom Keys wil be removed fram the database
0 Cuslom Keys wil be added ' the dalabase
0 HID Eevs will be reroved from the datzbase

| Cleas
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4. The analysis displays what has been determined that is out-of-sync. Click Synchronize.

Synchronize Database 1o Enooder

=1

Faor peer formaance reasons, thie aoplication caches the metadata of Be weys that get loaded bo the emcoder, IF the two get out of sync, this
tood wal |:|1ng|h= datahase insync with what is on Be sncoder,

Custom Keys to be removed Cuctom Keys to be added HID Keys 0 be removed
ety ] =2 SEF S0 ey Kt ICEDLD) | %
Aulth_Key 1

Se0g GOF Mac Frivacy Mey - KEDIMD |
Ezps GOM HID Auth key - ICEO120

Sens GOF End Lser change key - ICEDLA
Zeng GOF Integrator change key - 1CEDL (=
Sens S0 ADF Enc Frivacy %y - T0ED 120
Emps S0 ADF Mac Privacy Key - ICED120
Sene ADF Read key - ICEO1ID
DES®ine 50 App ey 0 - ICE0130

DESFre S0 App ey 1 - ICE0120 >
2 Custom Keye wil be removed from the damabase
0 Custam Keys wil be added o the datacace
35 HID Keys will be remaved from the datsbase
[ iy [ Sweteore Close

The custom keys in the database are now synchronized and the window returns to its original state (before the
analysis).

The HID keys need to be re-installed to complete the synchronization. For more information see 7.8 Load HID keys.
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7.16 Change encoder Admin keys

For security purposes you should change the Administrative Keys on this device.

1. Select Key Management > File tab.
2. Select the Change Encoder Admin Keys option.

.
©

Install Plugin Package

Open Log File ]

Options | | Exit Asure ID |

E

3. Enter the Admin Keys on the Provide New Admin Keys for Encoder window. This can be done by entering
(copy/paste) keys that have been saved earlier.
4. Optionally you can generate random keys, click Generate Random Keys.

- — - — Ll ]
wfrwmmmmﬂm e =)

Auth Key: BFFF20DAOSSES1ATEAC 5CIDFOGAARFS

Privacy Key: |S568 23573 [B232347=ca4DtA0S DA

Seoure Channel Key: | 1H9ES8-4nEHD-E 32 A b a30EC1EHCH0 L

(. SereratzRandomiers

oK e Careal

5. Click OK.

Important: It is important that you record these keys for future reference, in a secure location. These keys are
required if the PC hosting the application fails. These keys are entered when this application is
loaded on a new PC to reconnect to the iCLASS SE Encoder, otherwise credential credits and
other important information is lost.
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8.1 Introduction

The Reader Configuration module is used to create the Reader Data configuration cards (for both keys and reader limited
settings). The application allows you to change the keys or behavior of a Reader.

8.2 Reader Configuration Home tab

The Reader Configuration main window contains the following areas.
Note: The center pane, changes dramatically with the selection of the Selected Plugin (Data Mapper, Elite Prep
Card, or Load HID Application Keys) field.

R=ader Configuration - Asurs ID T

i
._-m__ Homz A aﬂ
sioll = QLT
Open Save  Config ScanCard
lard  for Credis

Reader Confipn ation

Data Mapper

_Q_ﬂ 4SS 55 Frirniks Reader Auth Keys Sckected Encoder:
HID OMNIKEY 5427 C... =

J Sneoder Engine ID:

Wik Creler Maraer

| Create | Modity Delete Create fModty | Delet= 0601040 131E420010 103
e Lata Map 71 Data Map 72
Koy Merisgement No map defined N map defined e
cata Mapper -
i
e Eonican sk Retmisiririg Crevlibs: =
E-" Credits ta Transfers | 1 -
Uscr Canfig Credrs on Card:

Ready
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8.2.1 Reader Configuration toolbar

The Reader Configuration toolbar of the CP1000 Desktop Encoder allows you to create the Reader Data configuration
cards (for both keys and reader limited settings). The application allows you to change the keys or behavior of a Reader.

i Reader Configuration - Asure ID - B X

afg 2

Open Save Config ScanCard

Card for Credits
Reader Configuration
Field Description
Open Open a Reader configuration.
Save Save a Reader configuration.
Config Card Encode a Configuration card with the information displayed in the window below, with the number of credits
designated to transfer.

Scan Card for Credits Scans the card for the number of available (unused) credits on the configuration card.
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8.2.2 Encoder Info panel

The Key Management Encoder Info panel displays information about the CP1000 Desktop Encoder currently connected
to the computer.

Selected Encoder:
HID OMMNIEEY 5427 CKSC 0 -

Encoder Engine ID:
2B0E0 1040 18 1E4380 10 103050FEC

Selected Plugin:
Data Mapper -

Remaning Credits: 50

Credits to Transfer: |
Credits on Card:
Field Description
Selected Encoder Displays/selects the current Encoder to configure.
Encoder Engine ID Displays the Engine ID of the current Encoder selected above.
Selected Plugin Data Mapper: See 8.4 Data Mapper for detailed information.
Elite Prep Card: See 8.6 Elite Prep card for detailed information.
Load HID Application Keys: See 8.9 Load HID application keys for detailed information.
iCLASS Legacy Config Card: See 8.7 Reader options config card for detailed information.
Reader Options Config Card: See 8.8 iCLASS legacy config card.
Remaining Credits Displays the number of available credits.
I Note: These credits are loaded on to the iCLASS SE Encoder with the other credits delivered with the
encoder, or ordered from HID.
Credits to Transfer Designates the number of credits to be loaded onto the configuration card.
l Note: This is the number of times that the card can be used in the field to program a door reader.
Credits on Card The number of credits that are available (unused) on the card. This number is displayed after the Config Card
process is completed or after a Scan Card for Credits process.
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8.3 Reader Configuration File tab

The Reader Configuration File tab contains specific options for this module.

iﬁ Install Plugin Package

=
L4 Open Log File

Options Exit Asure [D

Option Function Description
Install Plugin Package The Install Plugin Package is a bundle of files that installs all the necessary plugins for the encoder.

The Open Log File allows you to view the log file of events for the Asure ID CP1000 Edition application.

Open Log File
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8.4 Data Mapper

This process loads the Data Mapper information to the Reader Data Config Card. This is generally used with a
IXXXWXXEKX0324 or 9XXXMXXEKX0324 reader to configure the reader for custom MIFARE Classic or MIFARE

DESFire EV1 credential cards.

1. Select Reader Configuration module.

2. Select Data Mapper from the Selected Plugin field.

-

e
N = S

Save  Canfg  Sean Card
Card  for Credits
Reader Confligaration

B g

{E) i0La=5 SEEncoder

Reader Configuration - Asure I

s Config

(HID

Reoder Auth keys
Wl ok O [BETL
e Hiiuta 5 Create ) Modify | | Deletz Create [Mod®y | Deleiz
.= Cigla Mas 21 Jals Mep &2
Mo map defined Mo map defined

Selected Encoder:
HIO OMMIEFY 5427 0., -

Encoger Engne Ik
RO R AT 1010

Sele s Plugn:
Cata Mapper i

Rpady
LS

Remaining Credits: 6

Credits o Tramsfer: A

Credits on Cerd:

3. Select the Reader Auth Keys. This is the key used by the reader to authenticate the configuration card and
read/apply the configuration to the reader. Most readers utilize the Standard option unless you have modified the

Reader Auth Keys.

4. Two Data Mapper configurations can be created (Data Map #1 and Data Map #2 shown above). Click Create /
Modify for each as needed. This opens the Data Mapper Wizard.
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8.5 Data Mapper wizard

1. Click Next to continue.
¥ Reader Data Map Wizard =101 x|

Data Mapper Wizard

This wizard will guide you Frough configuring e datz map for the
reader

To conbnue, dick Hext

Cancel
2. Select the Card Technology from the drop-down menu.
3. Click Next.
=lolx|
Card Type

Select the rard Fecrminlgy o nise for this data map.

Card Technology
MIFARE 1k -
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4. Enter the Application Properties.
MIFARE 1k / MIFARE 4k application properties window
The following window appears when the MIFARE (1k or 4k) Card Technology has been selected.

Field Description

Application ID (HEX) Enter an Application ID (3-byte Hex value).

Sector The Sector number box sets the sector number where the application is loaded. Range is: Tk: 0-15 4k: 0 -
39

Sectors to Read Instructs the encoder on the number of consecutive sectors to be read. Range is: 1k: 0- 15 4k: 0 - 39

Data Offset Instructs the encoder on the number of bytes to ignore before applying subsequent data manipulation
operations.

MIFARE Key Type Select from the drop-down menu. Options are: Key A or Key B.

Auth Key Sets the actual custom key to be loaded to the encoder for authenticating the read operation.

Note: The keys in this list are created in the Create key process. Only keys created with the Key Size
for that technology appears. For example a key created with a 6 Byte size would appear for
MIFARE.

_loix|

MIFARE Application Properties

Apphcations location, size, eic.

Application ID (HEX]: 1122

Sactor; L
Sectors to Read: :
Dats Offset: o,

MIFARE Key Type: ey A

Auth Key:  Auth_Key_1 =

< fack et = Cancel

MIFARE DESFire 0.6 / MIFARE DESFire EV1 application properties window
The following window appears when the MIFARE DESFire (.06 or EV1) Card Technology has been selected.

Field Description

Application ID (HEX) Enter an Application ID (3-byte Hex value).

File Number Rangeis 0- 31
File Size Range is 0 - 240 bytes
Data Offset Range is 0 - 256 bits
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Field Description

MIFARE DESFire Key Select from the drop-down menu. Options are Key 0 through Key 13 or select Free File Access if
Number authentication is not required.

Auth Key Select key from the drop-down field.

The keys in this list are created in the Create key process. Only keys created with the Key Size for that
technology appears. For example a key created with a 16 Byte size would appear for MIFARE DESFire.

Crypto Method Options are: None, DES, or AES (AES is available with MIFARE DESFire EV1 only).
Key Diversification Options are: None, NXP AVT 1KTDES, NXP AV1 2KTDES, or NXP AV1 AES128
Algorithm (AES 128 is available with MIFARE DESFire EV1 only).

File Transmission Type | Options are Plain or Cipher.

i1

MIFARE DESHre Application Properties
Applications location, size, eic.

application 10 (HEX): 112233

Fie Number: 7.
File Size: s
Dats Offest: [+ s

MIFARE DESFire Key Number: Xey 0 -
Auth Key:  Authentication_Kzy_3 -
Crypto Method: DES "

Kay Divarsficalion Algaritm: NP AVL IKTDES

5. When the Application Properties wizard is complete, click Next.
The options on the Data Fields window determine the data manipulation operations performed by the encoder prior
to reporting the data to the access control system.
The data read from the card can be split into multiple fields, each with its own conversion operation.

6. Click Add Field. A new field row is listed. Each field has the following options:
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7. Click Next.

¥ Reader Data Map Wizard

Data Felds

Configure the Data Figdds {n bitg) for thiz apdication.

Mumber of Felds: 2

Field Zata Type Start Card Daka Length Cats Represeniation
Data Feeld1 Brary Hex  Inbeger Nome

B e s — ———

=100 =

D @

| < Back hext » Cancel

Field

Description

Field

Names the Data Field and is auto-incremented when selecting Add Field. It is recommended this name be
left at its default setting.

Data Type

Determines how the encoder is to interpret and convert the data in the field. The following options are
supported in the encoder:

Raw Data - no conversion

Binary Hex/Integer - the bytes are interpreted as an integer

BCD Nibble - binary-coded decimal, each Nibble (half byte) represents a digit

BCD Byte - hinary-coded decimal, each full byte represents a digit

ASCII Decimal - each byte is an ASCII numeric character

ABA Track Il as String - mag stripe track 2 format

Start

Specifies the starting bit number in the data field. Combined with the Card Data Length field (specified in
bits), it defines the actual data in the data field that is to be manipulated and reported to the access
control system. This is not the same as the Data Offset parameter set on the previous page.

Default value of 0.

Card Data Length

See description above (Start). Default value of 0.

Data Representation

Allows the reversal of the order of bytes before applying the conversion specified in the Data Type field.
Options are: None and ByteReversed.
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8. Set the Output Format. Click Next.

¥ Reader Data Map Wizard i =10 =]
Crdtput Format
Choase the way the reader shoud eulput the data.
Cutput Format
\Wiegand v
Fcdd Card Data Longth Output Length
s Dotarei D ST
Nala Faeld? 52 (1]
< Bay Mext » Cancel
Field Description
Output Format Determines the format. The following options are supported on the encoder:
» Wiegand

If the Data Type is set to Binary Hex/Integer on previous page, the least significant bits are sent. The
maximum Output Length is 32. When the input data is Raw Data, the maximum Output Length is 255.
» ABATrack Il
If the Data Type is set to Binary Integer on previous page, Output Length represents the number of
BCD digits to send. Every digit is sent as a 5 bit character (4 data bits and 1 parity bit) as defined in
ABA Track Il. Output Length is max 10 digits.
When the input data is raw data then Output Length represents the number of bits to send. No
conversion is done. The bits are sent as is. Output Length is max 255 bits.
» ASCII Dec
If the Data Type is set to Binary Integer on previous page, the least significant digits are sent. Output
Length represents the number of digits to send. Every digit is send as a character. Output Length is
max 10 characters.
When the input data is raw data the data is sent as is. Output Length represents the number of
characters to send. The maximum number of characters is 32.

Field This field is auto-filled from the previous window.
Card Data Length This field is auto-filled from the previous window.
Output Length Sets the length of the data transmission.
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9. Configure the Start and Stop bits for the Wiegand transmission. Click Next.

® ncader Data Map Wizard .-J.ﬂlll

Trrnsmission Fits
Cunifigure the Slark 2rd Stop bils Tor e Wiegand ransmisson.

STE B Hone -
Br Momher: 11
ETX Bit: Hore=
Bit Number: @
= Bk ﬁ MEwts q | cancat
Field Description
STX Bit Adds a bit at the start of the data transmission
Options are: None, Fixed Bit-Logic 0, Fixed Bit-Logic 1, Even Parity, Odd Parity
Bit Number STX computed from bit 0 to Bit Number.
ETX Bit Adds a bit at the end of the data transmission

Options are: None, Fixed Bit-Logic 0, Fixed Bit-Logic 1, Even Parity, Odd Parity

Bit Number ETX computed from bit number to end of data.

10. Data Map wizard is complete. Click Finish.

=1ai|

Data Map Complete

You have successfully complzted the configuration of your data map,

To dose this wazard, dick Fnish

<gak ff_Eoen | coree
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11. The information populates the Data Mapper pane.

[
i B(e3) &=

Doen  Sawve | Config | Scan Card
Card | for Credits
Reader Conhgurabon

Seberted Encoder:
| Reader Auth eys
HID OMMIKEY 54927C... -

Fruacler Frjes= T

G0 104018 1-4480 10003
Skarl Length

MIFARE DESFwe 0 [(F1 0 32

Aol 112011 [FX 32 33 Selected Plugin:
e b 7 [tz Mapper

=y T Key0d Ta: Heme

. Baith Ky m_ﬁhr!{' Haoaye

TR e .
Reader Configuration ! Remaining Credibs:

‘1 Credits to Transfer;

Key Manappmenl

\zer Config Crecits on Carch:

12. Select the number of Credits in the Credits to Transfer field.

Note: Each Encoder configuration transaction is one credit. This is the number of Encoders that can be
configured using this configuration card.

13. Place a Reader Data card on the Encoder. See Credential Programmer How to Order Guide to order the Reader
Data card, part number; 0501600475-READER.

14. Click Config Card.

15. A Working status is displayed.
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16. When complete, a message is displayed at the bottom of the window stating Programming of configuration card
complete.
The Remaining Credits are decreased by the number of credits that were transferred. Credits on Card increases
by the number of credits that were transferred to the card.

|

Selected Enooder!
HIDy QMMIKEY 5427 C... -

Fruacler Frjes= T

ok Order Manager ; -

A0 10N TE 12380 10003

¥ MIFARE DESFRe0S DF1 0 32

Aol 112011 X 32 33 Sebacted Plugin:

Fie e 7 [Cata Mapper

. =y T Key0d STH: Mone
Suthiey: Autheaticabion_Ee=Ti Hene

Key Manappmenl

Readior Confipration Remaining Credits:

Credits to Transfer;

Credits on Carch

Programming of confiouration cand complete,

See 8.10 Programming the reader to continue.
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8.6 Elite Prep card

This Configuration Plugin sets the Reader Configuration Key used to authenticate future Configuration cards. This is a
means to privatize or localize Encoder configuration authorizations.

1.
2.
3.

Select Reader Configuration module.
Select Elite Prep Card from the Selected Plugin drop-down menu.

Select the Keyset from the Current reader keys drop-down, that matches the encoder configuration keys currently
deployed in the reader.

Select the Keyset to be deployed from the New reader keys drop-down.
Select the number of Credits in the Credits to Transfer field.

Note: Each Reader configuration transaction is one credit. This is the number of Encoders that can be
configured using this configuration card.

Place an Elite Prep card on the Encoder. See Credential Programmer How to Order Guide to order the Elite Prep
card, part number: 0501600475-ELITE.

Click Config Card.

Sehected Encoder:
HID OMMIKEY 5127 OKSCD -

| Current reader keys
Erandard

Frouxler Frgirs TN
Hew traler keys

Standard

JB0G0 109018 IEE R0 1010 30508

Sedected Pluging

Ky Mariappmmenl

. Elte Prep Card

Reader Configration

Remaining Crodits:
b
S Credits to Transfer:

Uzer Config Credits on Cad;
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9. When complete, a message is displayed at the bottom of the window stating Programming of configuration card
complete.

The Remaining Credits decreases by the number of credits that were transferred. Credits on Card increases by
the number of credits that were transferred to the card.

i

Ea -
o) = o oe

Sawe Config  Scan Card
Card  for Credits
Rizader Configeration

Aexilicniion P Ebte Prep Card ——

|9m5551m | estresadder ki selected Encoder:

Encoder Engine 10:

Haw repder kays 28050 1040 1315433010 1030508

Standard

Selecied Phupn:
Elte Prep Card

Remaining Credits:
Credits. tn Transfer:

Credits on Card:

. Programming of configuration card complets.

See 8.10 Programming the reader to continue.
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8.7 Reader options config card

This Configuration Plugin allows you to generate Config Cards for customer specific configuration files.

1.
2.
3.

Select Reader Configuration module.
Select Reader Options Config Card from the Selected Plugin drop-down men

u.

Click Load Configuration File and browse to find the .ccxml or .eccxml file from HID Global.

Note: The file information populates the Configuration Items field.

Select the number of Credits in the Credits to Transfer field.

configured using this configuration card.

Note: Each Reader configuration transaction is one credit. This is the number of Readers that can be

Place an Reader Data Card on the Encoder. See Credential Programmer How to Order Guide to order the Reader

Data card, part number: 0501600475-READER.
Click Config Card from the menu bar.

Seterbes] Brceded :
HID OMHIKEY SLI7 OKECQ

Crcoder Crgine D
061 B0 1B 250010 L0205 RS

Tk il Pagne:

Peatr Dyjaliors Conlig Cad

i Frevarder |:-::-llr-::::-:.|1|' ¥ - Asiire B0
BN
| Configurekon e
|=G' Lioed Corfgueason | e
Wk Ordes Manaper
i P!
Y b ser ko eoc cemends Frden Prorie A T0_7 Te e e Guck- R ailesifF [
Key Management Configuraton [lemss
. BAITT EARSRACK OFBFTE RATINN-A5AE.3 Cear Crnfla ratons
PRCDASE DO R ATION
Eeader Carfogursion (EEY RUOLLING DO KR ATION =
CPTTCAL TAMPER CHECE COMFGLEATIDN
| Advanced | |pEFALTIED Couoes

TESIAL TEMPLATE MEDLA ACCEFTED
CONFBELRATION I

WIEGAND COMFTGLRATION A3 RE D
WESLIAL TEMPLATE SYSTEM-START
ALLE MESEAGE CONFIGLRATION

HOLD MCDE Sl tmed Them O
i e LY,
CLOCKAMDDATA CONFIGURATION-A3A3 - [—

Ry

Femsnng Credis; Gl
Crebile bo Trarscher: | 1 2

Crecdlits on Card:

7. A Working status is displayed.
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8. When completed a message is displayed at the bottom of the window stating Programming of configuration card
complete.

The Remaining Credits decreases by the number of credits that were transferred. Credits on Card increases by
the number of credits that were transferred to the card.

. Fearder I_'ﬂl'll'l;:u,l.'._'r[i,"l‘! Asiire ID - B X
N ‘@
il = o= gice

Dperi Save  Conllg Sesn Cand
Card o Dredis

Rl Corfigusa bion

Sederi el B pcuechen

- R DMAIKEY SLEF LR S0 -
| 5 AsK = Encoder || CorBguramon Eie
Erveder Fragine TE:
= |=5l' Lo Corfepmasian Fie

JE06N WFD B FAE000 103050FS

Fie Fait; = S TR
wr 3 W Yo e Do e Py g Vil P e Tmenoe o ke e b erriiar Canfig Gard
ey Mansgement v ratinn [
AL EASSEALE LR TGUHATIUNHIHE, 2 Sl oI siote
PRCOPASS COMPIGLIRATION Femaining Credis: E]
Hencer Corfearaian KEY ROALLTHG COBFIGURATION - Do te Tramfery] 1 *
CPTICAL TAMPER OHECK CONPIGLIATION i 2
| advanced | DEFALLT LED COUES il pn Card:

YEFIAL TEMFLATE MEDILA ACCEFTED
CONFRGLRATION TD

'WIEGARHD COMFIGLRATROR-AIRA2
VISIAL TEMPLATE SrSTEM-START
ALIVE MESRAGE CONFICLIRATION

HOLLY MCCE Selerted Tham OID:
CLOCKAMDDATA COMNPIGLRATION-A AL L cangToint

l[-Plsg'am'rlng af mnfigurabion cand mruielr]

See 8.10 Programming the reader to continue.
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8.8 iCLASS legacy config card

This Configuration Plugin sets the Reader Configuration Key used to authenticate Legacy Configuration cards. This is a
means to privatize or localize Encoder configuration authorizations.

1.
2.
3.

Select Reader Configuration module.
Select iCLASS Legacy Config Card from the Selected Plugin drop-down menu.

Select the Keyset from the Card Authentication Key drop-down that matches the encoder configuration keys
currently deployed in the reader.

Select the Keyset from the Current Reader Authentication Key drop-down that matches the encoder configuration
keys currently deployed in the reader.

Select the Keyset to be deployed from the New Reader Authentication Keys drop-down.
Select the number of Credits in the Credits to Transfer field.

Note: Each Reader configuration transaction is one credit. This is the number of Encoders that can be
configured using this configuration card.

Place an iCLASS Legacy Card on the Encoder. See Credential Programmer How to Order Guide to order the

iCLASS Legacy card, part number: 2000PCCNN-LEGACY.
Click Config Card from the menu bar.

ICLASS Legacy Config Card

Selected Encoder:
HID OMNIKEY 342704500

Cand Aarthentication Key:
Standand
Erecodes Engire It
SE0E0 104718 154360 10 103050F8

Wrark Order Manager Current, Reader Awthentication Key:

Selected Plugin:

Ky Mars gement
WLASE Legacy Config Card -

Aemairing Credie:
Credits to Transfer:

Credite an Card:

9. A Working status is displayed.
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10. When complete a message is displayed at the bottom of the window stating Programming of configuration card
complete. The Remaining Credits decreases by the number of credits that were transferred. Credits on Card
increases by the number of credits that were transferred to the card.

B
o ) = N

Open Save  Confg  SoanCard
Card  for Credite
Readsr Configrstian

) iCLASS SE Encndar

Card Authenticabon Kay: i e
11 = . HID OMNIKEY =27 0C5C 0

=

Wiark Order Manager Cusrent Reader Authenbcation Key:

Encader Emgine 0

2E050 1047 18 154380 10 103050F8
Standard v

Selected Plagin:
WLASS Legacy Corfig Card

Remaining Credis:
Credits to Transfer:

Credite an Card:

Fragramming of confguration card complete.

See 8.10 Programming the reader to continue.
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8.9 Load HID application keys

This Configuration Plugin is designed to load media and application keys to one or more Encoders.

Select Reader Configuration module.
Select Load HID Application Keys from the Selected Plugin drop-down menu.
Select the currently deployed Reader Configuration Keys from the drop-down menu.

Select the desired keys from the Available Key Sets (left) panel, click the arrow which appears in the Selected Key
Sets(right) panel.

>0

HIL Accmes Applicaber

Rrader Conflg ratmn Keys
Slanlard "

Bupiabls Havy Sats:

1050235 BOLASS]

Standard PMFARE]

1CEQ130 HIFARE]

JLLOZ S PAURHE]

Standard PHIFARE DESFire]

1CEOLAD PALF BALE DESFre]

1CFN735 HIFANF NE SR

Authericanon Key 2 [MIFARE DESFre]
SAnndard J50] |
1CE0 L sl -

tombarhed Key S

Slarilard [JOLASS]

5. Select the number of Credits in the Credits to Transfer field.

Sederied Cronder:
HIN CHNTEEY 5437 CE B0 O

Fnmdrr Engine I

SO0 N 380 10100 H B

Seferied Plugan:
Load HID Apphcabon Hays

Femarng Credits:

[ Credits % Transfer:

Credits on Card:

Note: Each Encoder configuration transaction is one credit. This is the number of Encoders that can be

configured using this configuration card.

6. When complete, place a Reader Data card on the Encoder. See Credential Programmer How to Order Guide to
order the Reader Data card, part number: 0501600475-READER.

7. Click Config Card.
8. A Working status is displayed.
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9. When complete, a message is displayed at the bottom of the window stating Programming of configuration card
complete. The Remaining Credits decreases by the number of credits that were transferred. Credits on Card

increases by the number of credits that were transferred to the card.

.-
o R e

Open Sewe  Confiy Sean Cand
Caml  for Credia
Ptgder Coralipur aliuri

Aprbenians PN D Ao Aocicalion
Eﬂt-i':'st_tmnder | Hozades Conilipmabon Keyvs
| Staraderd

_ndy

Werk Crdes Manager dovalabie Ky Sels;

Pragrarmming of ronfiguranien eand complete.

See 8.10 Programming the reader to continue.

. Staredrd [HIFARF]
2 ICFN 30 [MIFARF]
Moz M pemrenil
KOG [HIFARL] =|F
. Stardard JMICARE DSSMre]
KFN 120 [MIFSRE DR
Fendar iConfiguraton KCE0235 [MIRARE DEFire]
] Authenbosbon_Fey_2 [MIFARE DESFre]
- Standard (53]
ICEN 120 1530
Lear Conflg o

Seeed Fey Jelu

Sedexlend Ermomber;

FIDOMMIEEY 3925 CR B0 0
Ereewier Froire T

FECEDN 40 15 IF 350 10 B0 SOFRCT

Sedecled Pluyrs
Load HID fpphcation Keys

Roraining Crodits: ]
Cracis o Transfer { e

Crechitn om Card:
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8.10 Programming the reader

Once the cards have been configured, use the following steps to configure the reader to one of these cards:

1. Cycle the power on the reader.

2. During the first 5 seconds after the power cycle, the LED shows purple. Present the ELITE PREP Config Card to the
reader and hold it.

3. The reader flashes an LED sequence of red, green, and amber along with several beeps.

4. \When the LED flashes red/blue intermittently, remove the card.

You should re-label the reader to note that it has been configured.
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9.1 Introduction

The User Config module manages all the User Records, configuration and passwords.

9.2 User Config Home tab

The User Config Home tab contains the following areas.

w H User Config - Asure [0 - o =
=N - X
i Q U ] & 1 fu =
fod User Remove Ssvelsere | Change
Liser o
Upboard Azurg 1D Uscrs || Pazzward
Aophcations y HainVicw
) 255 55 Frender i
J Reroed 1652 # Record 2 afF 2 &
oods oot Lissr T amin Liser T0: Tne
_"\'.‘.- Mamre- Ardrmrinistrator Pl Tane Tins
oy Mo " sz Windows Authenizaton: = L= Windows Aush=nticabon: =
Card Desgn: & Card Deagn: |
I Card Prntng: L Card Frintng: 5
Rieder Corfigurmitian Usar Config: F3 Lser Confg: B
; Repor s IF3 Repo 1y :_
3' Las=r Ergravimg: & Lewamy Ergravimng: E
Uger Comfic Frogram Opbons: I Program Opbons: i
. ) ' Dota Entry: ReadVirile Access (with PACS) Data Eniry: Na Access
iCLASE SE: Adminizrator ICLASE SE: Opcrator
Tergplate Group: Terplate Croup:
1 Ol
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9.2.1 User Config Home toolbar

The User Config module of the CP1000 Desktop Encoder allows you to manager the records and passwords of the users.

mw EH User Config - Asure ID - B X

TJL'%&

opy [Paste | Add User Remove Sa-.e Users Change

X

User Passveord
Cipboard Asure ID Users Password
Toolbar Function Description

Cut Allows you to copy the user record to the clipboard and delete the record.
Copy Copies the user record to the clipboard

Paste Pastes a user record from the clipboard

Add User Adds a user to the Asure ID application. See 9.5 Add a user.

Remove User

Removes a user from the Asure ID application. See 9.6 Remove a user.

Save Users

Saves all users to the Asure ID application. See 9.7 Edit a user.

Change Password

Allows you to change a password. See 9.8 Change password.
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9.3 User Config File tab

The User Config File tab allows you to Add, Save, and Remove Users. See information listed above.

& Add User
E': Save Users
a Femove User

| Opbons | Exit Asure [0
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9.4 User Config View tab

To manage Users Records, you can select from a variety of options. To modify the View complete the following tasks:

1. Select User Config > View tab.
2. Select the preferred viewing options.

i 2] User Config - Asure ID - =%
En o " @
o0 e 3

Racoed

TabdE | ) Sl oy | CUStomzE

Vi e Views Lapmik

e

| @ictassErnender |

'

W et ietege Rcord 1oF2 % Recerd 20f 2
Lbser ID: aimin Lissr IT: Toe
Hamg: Agmenistranr Hamg: Jang Dok
U= ‘Wndoves Acthenbos bon: | L imdovis Authenticabion:
Card D sgn: | Cand D s
Card Printing: il Cand Printing: L
Liser Config: | Lkser Conifig:
Bapon s | R o 5 | )
Laser Engranang: | Lamer Ergroning:
Program Cyptions: o| Frogram Options: I
Dt Envry: Aead/\Sinle Aocess (with P&CE) [aka Ertryz Fla Acoess
WCLASS SE: Adrmrisirabor CLASS 5F: Operador
Temglate Group: Tempispe Graop:

m i Aeord 1ot 2 -0+ [
| ]

Option Description

Record The Record view shows records individually, and the organization of the screenisina

non-overlapping frame window. Combined with options from the Record Views group, this option is the
default view and remains combined with your last chosen Record Views choice until you chose another
view.

Table The Table view allows you to see all records in a grid view with columns and rows. Check boxes appear to
indicate User preferences.

Carousel The Carousel record view allows you to display multiple images in a single area of the Main View window.
When selected, the record appears to be on a rotating carousel. Navigate through the User Records by
using the scroll bar at the bottom of the window.

Single Row The Single Row record view allows you to select records by using the scroll bar at the bottom of the
window.

Customize Layout Customize allows you to customize the view of the User Records list. It offers options to create a
customized view by using drag-and-drop and customization menus. Preview the custom view from the
View Layout tab.
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9.5 Add a user

The application is provided with an Admin level user configured. If a general operator level user, with limited access is
needed, use the following instructions.

1. Select User Config > Add User.
2. A blank New User record is displayed.
3. Enter the specific configuration for the new user.

Usof Corlfy - Asure [D e !

w |H
N - - X
R 3
b BT &
Cut Copy  Facte [ Add User] Samoes Zawe Lsens Lhange
s Faamnord
Oobowd Asste I daery =TT R
Mainvirm
| ) cuass e prcadier
'|1
Ll
Whork Oider Marages
rened | of 2 = Hew Lisar
oy Marsmrmen| Liner I admin Lkt [z
. Mo AdmirsTakor Hare
i Lise Vindows duthend catior I e 'Wadows b rirendoncon:
Hpall ot ..'.lg_rlﬂul o et B Cand D1
jl e S 1 Canl Prirrng:
S Laet Craifiy B Lt Lol
L Do =
T T Reparis: =] Rapars:
Laser Engrasing! = Laser Engravirg!
Program Opbens: i Prograr Optiens:
a%a Ervkrys < P e Acoese (el 2000 Lt Enbry: Me fzzeee
BCLMEE SE! By Taler KOLAEE SE! M Azzzss
Teagdake Ciguc Teardals Gy
Field Description
UserID Enter a User ID (wand over User ID for the field to appear).
Name Enter a user Name (wand over Name for the field to appear).
Use Windows This option enables Windows Authentication. If selected the User ID must match the type of encoder
Authentication Authentication.
Program Options This option allows this user to have access to program options.
iCLASS SE The iCLASS SE option allow you to select a Security Level (User Role) for each user.
No Access - Does not allow access to the application.
Administrator - Sets the user access level at Administrator. There is no restriction to this level.
Operator - Sets the user access level at Operator. This level restricts configuration, but allows the user to
execute Work Orders.

PLT-01067, B.0

201 February 2024



m Powering Asure ID® iCLASS SE CP1000 Desktop Encoder
Trusted Identities User Guide

Field Description

Card Design These options do not apply to the iCLASS SE Encoder users.

Card Printing

User Config

Reports

Laser Engraving

Data Entry

Template Group

4. Select Save Users from the menu bar.
5. The new user is now listed on the Main View window. The Record identifier in the bottom of the window updates to
reflect the number of records created in the application.

o B User Config - Asuse T - B x
EN | - <@
bR & & &
Cut  Copy Paste || AddUser Removg Save Users| Chenge
Loar Fazmword
Clponerd | Aere [0 Lezrs Paiord
ity o Mavieaw
| & ioiass EEwula
j Record 1af 2 E: Poerm Ly =
Mt ol S Lieer 10: adrin Liser 10 Tos
e Plarre: dAomrrmbraior Fogmme; Jarme E‘r'.le{
Lize Wirdawe Authentcaton: Lise Wilmcewss AU termizane:
Eew Management 2
Card Lesign: | Lard Desgn: ]
. Card Printing = Card Printing: =
Fiander L Lier Config: o] Lizer Config:
, Fucports: o Reports:
S Lager Engraving: ¥ Lassr Engraning:
.J,':EI_'-._....-?I Pragram Cphone: W Program Uiptons:
Data Enkry: Readfwie Aoess (with FACS] Cata Entry: Mo Access
ICLASE 52 Admizitrator ICLASS 5F: Oipersior
Tomplats Grouz: Tempiate Group:
m I Wi Peeard 258 2 l o =
D kil
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9.6 Remove a user

To remove/delete an existing user, complete the following steps:

1. Select User Config module.

2. Select a User Record to remove/delete. Depending on the view, and the number of Users, this may require you to
scroll through the list.

3. Select Remove User from the menu bar.

User Config - Asure [D - B X

w B
ﬁmm e AR
i 2E A8 =

Cut  Copy Paske |Add Use Chang:

Fameweord

LChpboord Paszaed
e Mainviesr

) ouass 5E Encoer |

g Ferord 1of & ] Moo Lmer s

‘Work Crder Manager Ueer T e
— M ardwrestamor i
Lee Wwindows Authentizaton I Lee Winzows Authentcation:
Ko v Mmrnsgement
Card Lesgn: " Lard Deagn: 1L
. Card Prinbng: ¥ Cad Printing: M
Fisader Corfiguratian Uk Cunfug wr Liser Confizs
., | Feports: o Redorts:
; Lacrr Engrasing: 43 | aser Engraving: I
toor Corfin Program Cobimme: 1~ Program Opuons:
—— Daita Entry: Remd¥Wrize Access (with FACS) Cata EnTy: Mo Access
iCLASS 5E: Eddrinistrato KC_ASS 5E: Operator
Template Grouz: Temglase Group:
m J
|t Bimrd 29F 2 ol

4. Click Yes to verify the deletion. The User’'s Record is removed from the list.
[ ielete asre I Lser

.._l.":. Are you sure you want to deletz Jooe'
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9.7 Edit a user

To edit an existing user, complete the following steps:

1. Select the User Config module.
2. Select a User Record to modify. Depending on the view, and the number of Users, this may require you to scroll
through the list.

User Config - Asure ID - B X

i H
m_Hme View Hiﬂ'
d DE

Cut  Copy  Paste

Cipbgord
Rl e | Mainview

) roLass SE Encode |

J Herord 1 af & 3 W User :-‘c-l
‘Work COrder Manager Leer T adni
— Pharma: Akegries i ke Sz L S S W B oo el S R P |
Lee windows Authentizaton I Lee Winzows Authentcation:
Kz v Management
Card Desgn: "] Lard Ceagm: i}
. Cand Prinbng: ¥ Cad Printing: M
Uk Conbu: 5 Lser Conliz:
Reader Configuratian izt -r i
.: | HFeports: W Hesorts: |
z { | aser Ergraving: "3 | mupr Frgraving: a
Licer Confi Program Colionme: [~ Program Oplons:
Daita Entry: Riead itz Aooess (with PACS) Cata EnTy: Mo ACCEs3
ICLASS 5E: Edrinistrato IC_ASS 5E: Operator
Template Grous: Temzlase Group:

m !il ie Racord 2 af 2 it

3. Modify the record.
4, Select Save Users from the menu bar.
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9.8 Change password

To modify a password complete the following steps:

1. Select the User Config module.

2. Select a User Record to modify the password. Depending on the view, and the number of Users, this may require
you to scroll through the list.

3. Select Change Password from the menu bar.

= E
e
Chpboird

=

—

Ko v Mmrnsgement

d BE

Cut  Copy Paske

@ anssEEwade

‘Work Crder Manager

Reader Configuratian

View

& 3

#dd User Remove]
Lizer
Azre 1D Usors

Ferord 1 of 2

Ueer ID;

45 s

Lee Wwindows Authentizaton
Card Lesgn:

Card Prinkng

Uk Cunfug

Rieporis:
Lacrr Engrasing:
Program Cobimme:

Data Entry:
WCLASS 5E:
Template Grouz:

m | Wia Record 2of2 ko odo—

User Config - Asure ID

Chang:
Fameweord
Paszaed

actmin
ardwrestamor

Le LT <

o

= D

Mainview

Remd¥Wrize Access (with FACS)

Eririnictratn:

rg

Fecw Lmer

Use Wncows Aubrenccation:
Card Deagn:

Ca~d Printing:

Liser Confizi

Reorts:

| aser Engraving:

Program Opuons:
Cata EnTy: Mo Access
KC_ASS 5E: Operator
Temzla'e Group:

4. Enter the new password twice, and click OK.

Change Usar Passward
Naw Facoword:

|
Confirm Paseward:

‘ o8 I Cancel

Important: When creating a new Admin user, or changing an Admin password, it is important that this

password is saved in a secure location. At this time there is no password reset feature in place.
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9.8.1 Manage groups

To add, save, or delete a user group, complete the following steps:

1. Select User Config module.
2. Select Manage Group from the menu bar.

tser Conhg - Asure [D = B8 X
: @
L & =<2 &
add Lser Remove Save Users | Change FManage pasgr Template
Lieer Famward | Group b3 Group
Asure 10 Lisers Pasiword urous Management
Mainview
Recard L af 2 S Record 222 #
Ukser Iz azmr Lser ID: e
Iame: Admnstaton Fare: lare Doe
Ukse Wirndowes daUwesnlizalion: i} Use Wirndows: Aulfenbces lion: B
Group ID: [dore Grouz I Hone
Card Dsg ¥ Cared esigne (|
Card Prinkngy: ¥ Card Prir-ling: ¥
Lizer Config: & Lzer Config: o
Poperts: W Reperts: ]
Laser Engraving: _1_" Las=r Engraving: -'_':'_
Pragram Optiane: o Prasram OpEanc: Fl
Diata Entry: Readn e Aooess (weth FACS) Cata Enkry: Peead|Wiribe Access (with PACS)
ICLASS 5E; Adriristrater FLASS 55 Admnsbrator
m |
T i

3. A blank Manage Group window with the Add, Save, and Delete user group icons are displayed. Select the Add
Group icon.
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4. A blank User Group window is displayed. Enter the specific configuration for the new group.

i 1]

Manage Group @

Hamz: Cperator

Card Design: W
Carc Printing: W
Uscr Cenfig:

Reports:

Lazar Engraving:
Program Ootons ]
Data Sntry: Read-Orly Acceee Jwth FACE)

"

Field Description

Add User Group. Opens a blank User Group window.

Delete User Group. Deletes the selected User Group.

H Save User Group. Saves any changes made to the Add Group window.

Name Enter a Name for this group (wand over Name for the field to appear).

Card Design These options allow this group to have access to program options.

Card Printing

User Config

Reports

Laser Engraving

Program Options

Data Entry This option sets the Data Entry access level.

» NoAccess

Read/Write Access (with PACS)
Read/Write Access (no PACS)
Read-Only Access (with PACS)
» Read-Only Access (no PACS)

iCLASS SE The iCLASS SE option allow you to select a Security Level (User Role) for each group.

» No Access - Does not allow access to the application.

 Administrator - Sets the group access level at Administrator. There is no restriction to this level.

 Operator - Sets the group access level at Operator. This level restricts configuration, but allows the
group to execute Work Orders and Encoding.
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5. Click the Save icon. The group name is added to the list.
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9.8.2 Assign a template to a group

To assign a card template or work order to a group, complete the following steps:

1. Select User Config module.
2. Select Assign Template to Group from the menu bar.

tser Conhg - Asure [D = B8 X
Vi 2 g
add Lser Remove Save Users | Change FManage
Lieer Famword || Group
Uiphoard (| Eare [0 Lisers Password tireus Management
i
e it
=
eI TRE— Racard L of 2 & | Remrdaofa Y
= User IO admir User 1D I
ij Iame: Admnstaton Fare: lare Doe
Ukse Wirndowes daUwesnlizalion: = Use Wirndows: Aulfenbces lion: B
S conl Group ID: [ore Grous I Hore
Card Dsg ¥ Cared esigne (|
o 23 LS S =
nkny: ¥ Card Prir-ling: ¥
Lazer Config Lizer Config: & Lzer Config: o
Fuaports: ¥ Reports: I
[ Laser Engraving: _i Las=r Engraving: -'_':'_
Pragram Optiane: & Prasram OpEanc: W
Diata Entry: Readn e Aooess (weth FACS) Cata Enkry: Peead|Wiribe Access (with PACS)
ICLASS 5E; Adriristrater FLASS 55 Admnsbrator
= i
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The Assign Template To Group window is displayed.

Assign Template To Group E'
Selact Group:  Operabor
RAller: Al
Available Template Assagn Template
Template_1
ICLASS_SE_ S0 OMLY
ICLASS-SE-Config-H 10301 il
Field Description
Select Group Select the group to assign a template to.
Filter Select the type of template to assign to this group.
« All: Displays all Asure ID and SE Encoder Work Order templates.
 Asure ID Card Template: Shows only Asure ID templates.
« iClass SE Work Qrder: Shows only SE Encoder Work Order templates.
Available Template Select the name of the template to assign to this group and use the arrow keys to move the name of the
available template to the Assign Template field.
Template names can be moved one at a time or they can all be moved at the same time by clicking the
double arrow key.
Assign Template The template assigned to this user group.
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10.1 Backup and recovery

HID Global recommends that you backup the iCLASS SE Encoder folder at the following location: C:\ProgramData\HID
Global\AsurelD

This folder contains all the essential files to recover from loss of the PC or other issues with the application.

. C\ProgramData \HID Global \Asere 1D _::jg!..!j
P\ || - leceiBsk(E) - ProgranData » HII Gbdl - Asure DD - - ﬂ!|5eermmn:l Q
Fie Edt WView Toaols Help
Organize » Indudeinfbrary =  Sharewith *  Bun  New fuder B or T @
o Favoemes = Diate mocified | yee lh | |
B Dedkiop 1 Custom Data Plugins 107262014 8:03 &M Fi folcer
8 Downioads | Tirmwsre 12(20/20140:018M  Fie folder
il Recenk Places | Farmat Sfles 862014 10:33AM  Flie folcer
~ Ml Desktoo L. Framewark 130262014 3:03 &M Fie folcer
Hi Ulnaies | Pugns /2014925 8M  Fie fokder
B : — IEJ?].:ELIE[E LTS 51 PM Mirasoft Access Database 4. 238 KB
2 Com 3
Sgureld.o L% 014 11:40 AW Text Document 434B
£, Local Disk (C2) = 1 ;
I o LGl Disk (D) %) I0LASS_SE_Work Order [ata  12/13/2011 1252PM  Datz Zase File 1248
s t:"i OV W Drive (E3 _ | Logger Comfig.oganel 8612024 10:09 AM LOGHET Fike 1¥B
-. i i IRy e 1 O
3 Network Eathings 1772015 751 P ¥ML Dooument 7B
8 Control Panel " UserlayoutviesLayout 12262014 1:41PM ¥ML Dooument I5¢8
A Recyde &
} 11 ferms

Note: The Administration Keys should be kept in the same secure location. For instructions to export (save)
Administration and Custom Keys, see 7.7 Export keys.
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10.2 Log files

The log files are provided as a standard troubleshooting tool. The following procedure accesses the log file through the
application.

Select Work Order Manager > File tab > Open Log File

T WWork Order Marager - Asure 1D - B
- _ ‘0
ree = =
g FeetPuonPaiage o DR D a
Add Wk B | e Rt dd By Romgwe Zema® Seacilm Cand Info
| Inalruenan B Fi £ “
il | et Fomet | | worktesucions || PloreCrder Eveton
Ry —
Sokecd Encocoe:
[3 Lindnod Cradenial Credin - a
1 Eplecied Techrolnoy!
E Imoort Wonk e Fram Fle e
! Currert Stabs:
Export Wark Onder tn Al
| e
T — SaM version:
nLog 7o
O el Crerhiie:
Rcort Toms v

|- - pbans ”Lutn'mr\emj

ek Crcioe Dosoriphion

m « raarde ot +— [

Ry

2. The Log file is displayed.

WLASS SF Fnooder log - Bobepad S
E 9 10.x

Fle Edt Fomat yew Heb

gfn.‘ld--l:ls—w 01:27:12 #M | INF | HID.universalProgrammer.core, samvanager | wumber of available key ermries in seae store - 61
256

2014-03-19 01:27:12 M | wak | HID, universalProgrammer. Core, sansuthentication | Secure channel authenticarion failed
2014-03-19 ©3:12:03 P | INF | HID, unh‘ersa'lPrgEamer.wre.nata.m:cess.ubuudate | werifying/updating patabase at pata
Source=C:\ProgrambatatHID GlobalhiCLaSs SE Encofer CLASS_SE_Encoger, db

2004-03-19 03:1Z:04 PM | INF | HID, universalProgrammer. pesktopapplication. besktopapplicarionform, Text: CPLODD fCLASS SE
Encoder | application starting wp, ;
2014-03-19 03:12:12 P | waR | HID, UniversalProgrammer.Core, Sansuthentication | Secure channel Authentication Succeeded
F014-03-19 03:1 HID, UniversalProgramner. Core, Sansuthantication | Secure Channel Authenmtication Succeeded
nf?m-i-ui-lﬁ o3: PR HID. UniversalProgramner. Core, SanManager | sumber of available key ermtries in S0 store - 61

256

2004-03-1% 03:12:14 P | WAR | HID. UniversalProgrammer. Core. Sansuthentication
2004-03-19 03:12:52 o | WAR | HID. UniversalProgrammer.Core. Sansuthentication

112 e wWAR

THF

secure Channel Authentication Failed
secure Channel Authentication Succeeded

-

3. You can copy/save the log file, for reference or to send to HID Global Technical Support for assistance.
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4. Ifyou are not able to access the Asure ID Application, the log file can be found at the following location:
C:\ProgramData\HID Global\Asure ID

_ C\Frogrambata \HID Global\Asara 1D ‘jﬂlﬁl
|${_} . = Local Disk (T:) = ProgramDasa = HID Globzl = Asure [0 = - ﬂl Ganren Aeiyre D ﬂ
Fie Edt vew Tagk el '
Orgarere *  Inchode mbbrary = Sharewth = Sum Plew foloes = - I
o Favoriles Naree - Im’:&m'ﬂd | Type ISuE I I
B Desicten L. Custom Lata Hugns L%/ M11 803 A% Fiie folger
- Dowilancts . Frmware L326/2014 503 Al Flie Foiger
B RecsntPlaces . Farmat Fizs 8/2/2014 1033 A Fiia folgier
M Ucskop | Framenok 13/36/20145:03 8 Fise Tolder
!l Lirancs |, Pugins 1272612014 520 AM Fie solzar
wi : LB pmy ey 17015 51 Meresnith Arwss Tintanses 4,08 KT
ﬁém:* ) |- Asureldlog 1EBIM11 10 AM  Text Doument B EE
g oo Disk [0:) [ ICLASS_SE_whrk_Ceaer Data  L2/10/2014 12:52PM  Data Base ke 12K
ﬂuLil DAY R Drive (F:) | LoggenCanfig.logdnet B/5,20 14 10:09 AM LONGAMET File LEE
40 Nctwork "% Selangs 1f7/2015 7:51PM WML Dowmenl TE
/08 control Pared = sorlayoulbviewlaym.d 13602014 L41PM ¥ML Cowmenl EE
& Recyde8in
} 11 kems
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10.3 Database

The database for this application can be found at the following location:

C:\ProgramData\HID Global\Asure ID

. C\ProgramData\HID GlobalAsare 1D ;[gjﬂ
éﬂ | « Lacal Disk (C:) = ProgamDeta = HID Global = Asure ID » - ﬂ_jls‘ﬁiﬁ"m&w&:ﬁ ‘."'_J.I
Fle Edit Wview Toeok Halp
Ogarize = Indudenfbrary = Sharswith = Burn  Sew folder = o« Ol
i Name - Cate modfied | Tyoe | 5ze | |
B Desktoo J Custom Datz Muging 12/25/2014 2003 AM Eie folder
# Downinars | Firmware 12/25/2014 8203 AM Eile foider
£ Hecent Maces | FormazFles H/5/2014 10:33 AM Cle foicer
Ol Deskiop | Framemors 132507014 £:03 &Y Sle Facer
i Libraries | Plagins 13/25/2014 528 AY___ Tle foicer
H i i [ & AsurelD 1/7§2015 7:51 PM Micresoft Access Datcbase 4,288 KB ]
E Local Disk IC) | Asurelclog 12/35/2014 12:40 AM Taxt Document 43 KB
B oy | e Do 12) [ [|iLASS SE_\Wers Crder Data  15/11/201% 1:52PM  Database Fle 12 KE ]
e h_ii WD RV Drive (=21 | LoggerConfig logan=t Bfs{M14 10:09 AW CE=40FT Fil= 1KR
?ﬁ i =%, Settings 122015 7:51 PM %Ml Documert Z7 KB
# @ Control Bans ™ UserLayoutview_ayout 12/25/2014 1:41 FM KML Document 35KE
8 Recyde Bin
l 11 ftems

l Note: This database should be backed up and stored at a secure location. See 10.1 Backup and recovery.

10.3.1 Supported Databases
The native databases supported are:
* Microsoft Access, 2000 and 2002/2003

* Microsoft SQL Server 2000, 2005, 2008, 2012, 2014, 2016, and 2017
e Oracle 9iand 11g
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10.3.2 Synchronize database to encoder

The need to synchronize the database to the encoder, is required if you have connected a new/different iCLASS SE
encoder. The encoder configuration is stored on the encoder and only copied on the database. This type of change
would create a circumstance where the encoder and the database on the PC are not in-sync.

The fact that the encoder and database are out-of-sync may not be apparent, as there is no indicator that they are out-of-
sync. Additionally the keys (custom and HID) from the first encoder continues to display on the second encoder, as this
information is coming from the database.

Note: The application allows the creation of a Work Order in this circumstance using the keys from the first
encoder. However, when you execute the Work Order you receive an error (authentication or no key
available).

For more information on how to synchronize the database with the current encoder attached to the PC, see 7.16 Change
encoder Admin keys.
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10.4 Exceptions and error codes

The following are exceptions or error codes that may be presented with the Encoder product. An action is provided to
resolve the error, however if the error cannot be cleared, save the log file (see 10.2 Log files) and contact HID Technical

Support.
Exception or Error Situation Meaning Action
Message
erinvalidStoreOperation | Encoding Encoder is missing keys Request keys or credits from HID.

and/or credential counters to
complete the operation.

Failed to upload the
configuration file to the
SAM. See log file for
details.

Uploading Keys or
Credential Counters

Key package was created for
an encoder with a different
engine ID.

Request keys or credits from HID for specified
encoder.

The Encoder Engine IDs
do not Match

Uploading Keys or
Credential Counters

Key package was created for
an encoder with a different
engine ID.

Request keys or credits from HID for specified
encoder.

The specified encoder
name is not recognized.

Encoding/Managing
Keys

Encoder is unplugged or
malfunctioning.

1. Make sure correct encoder is selected
2. Reset encoder
3. Restart desktop application

Configuration window
reads "Disconnected"
for a specified
technology.

uploaded or have been
cleared from SAM.

N/A No encoders listed in | Encoder was not plugged in | Select refresh next to the drop-down list to request
Selected Encoders list | when application was the system search for active encoders.
box launched.

N/A Current Status in Applets have not been 1. Navigate to Options > Plugins.

2. If the Applet Version for the specified
technology reads "Unavailable", click the
hyperlink to upload dlls for the plugin to the
SAM.

The smart card cannot be
accessed because of
other connections
outstanding

Any activity involving
communication with
the encoder

Another application is
accessing the encoder.

Close any other applications that may be accessing
the encoder.

Configuration of
unconfigured iCLASS
cards not allowed by
encoder.

Encoding iCLASS

iCLASS Configuration file was
not configured to allow
configuration of
Unconfigured cards when the
encoder was flashed at the
factory.

Encoder must be shipped to HID and
SAMPrePersoTool must be used to upload modified
UE_iClass_Configuration.xml to encoder with the
Value of the "Allow Configuration of Blank Cards"
attribute setto "01".
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Exception or Error Situation Meaning Action
Message
Error: target card has not | Encoding iCLASS Configuration of 1. Open Work Instruction Wizard and change the

been configured

Unconfigured iCLASS cards
has not been activated in the
Work Instruction

Expected Card Type from Configured to
Unconfigured.

Select the desired Card Configuration (2k,
16k/2, etc.)

Verify that encoder has been configured to
allow configuration of Unconfigured cards (see
"Configuration of unconfigured iCLASS cards
not allowed by encoder." above for details).

Error: target card has Encoding Work Instruction is not Open the Work Instruction wizard and check the
already been programmed configured to overwrite cards | "Overwrite Existing Credential" checkbox.

that have already been

programmed.
Error: unable to Encoding Keys on the card do not 1. Go to Key Management and verify that required
authenticate match the authentication keys have been installed.

keys specified in the work 2. Open Work Order and verify that proper

order. authentication key/keysets are in use.

3. Verify correct card is on encoder.

Error: no credentials Encoding Credential counters have Contact Tech Support to purchase additional

remain. Contact your HID
representative to
purchase additional
credentials.

been exhausted for given
technology.

credential credits.

Error: data size is larger
than the size allocated to
be written to the card.

Encoding iCLASS
Custom Data

Not enough memory blocks
were selected in the Work
Instruction Wizard to support
the size of the data you are
attempting to write to the
card.

Open the iCLASS Work Instruction Wizard and
allocate more memory blocks for the custom data
field, if not enough blocks exist, consider reducing the
size of the data being written to the card, or
purchasing cards with larger memory size (16k vs. 2k,

etc.).

Unable to authenticate
Master Key to retrieve list
of app IDs.

Encoding DESFire SO
Credential

PICC Master key in Work
Instruction does not match
the PICC Master Key on the
card.

1.

If card uses Elite keys, add Elite keys/keyset
and select in Work Order.

If card uses Custom keys, add Custom
keys/keyset and select in Work Order.

HID Access Application
already exists. Cannot
overwrite without turning
on Allow Overwrite
Existing in the Work
Instruction.

Encoding DESFire SO
Credential

Work Instruction is not
configured to overwrite cards
that have already been
programmed.

Open the Work Instruction wizard and check the
Overwrite Existing Credential checkbox.

Error: unable to
authenticate the HID
Access Application.

Reading DESFire SO
Credential

Keys on the card do not
match the authentication
keys specified in the work
order. Card may be using Elite
or Custom keys or card may
be blank.

If card uses Elite keys, add Elite keys/keyset
and select in Work Order.

If card uses Custom keys, add Custom
keys/keyset and select in Work Order.
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Exception or Error
Message

Situation

Meaning

Action

An error occurred creating
the Legacy HID Access
Application. See log file
for details.

Encoding MIFARE
Credential

An error occurred attempting
prepare the sector for the
Legacy HID Access App
(setting the keys and sector
access bits).

1. Verify the proper keys exist on the encoder.

2. Verify the HID Access Application sector has
not already been written to by another
application.

An error occurred creating
the SO HID Access
Application.

See log file for details.

Encoding MIFARE SO
Credential

An error occurred attempting
prepare the sector for the SO
HID Access App (setting the

keys and sector access hits).

1. Verify the proper keys exist on the encoder (this
includes the SO keys).

2. Verify the HID Access Application sector has
not already been written to by another
application.

Error: unable to modify
sector trailer. See log file
for details.

Encoding MIFARE
Custom Data

An error occurred attempting
to modify the sector trailer.

Verify that the sector trailer access currently on the
card allows the trailer bits to be modified.

An error occurred writing
MAD. See log file for
details.

Encoding MIFARE
Credential or Custom
Data

An error occurred attempting
to update the MIFARE
Application Directory (MAD).

Verify that the MAD sector (0) on the target card has
not already been written to by another application
with

non-MAD data.

An error occurred during
media personalization.
See log file for details.

Encoding an iCLASS
SR custom data to an
iCLASS SE card

An error occurred attempting
to write SR data to an SE card

Present the correct iCLASS SE card to the encoder.
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Term Description

AES Advanced Encryption Standard
The Advanced Encryption Standard (AES) is a specification for the encryption of electronic data established by the U.S.
National Institute of Standards and Technology (NIST).
AES is based on a design principle known as a substitution-permutation network, and is fast in both software and hardware.
Unlike its predecessor DES, AES does not use a Feistel network. AES is a variant of Rijndael which has a fixed block size of
128 bits,
The key size used for an AES cipher specifies t<Not Used>he number of repetitions of transformation rounds that convert
the input, called the plaintext, into the final output, called the ciphertext. The number of cycles of repetition are as follows:
10 cycles of repetition for 128-bit keys. 12 cycles of repetition for 192-bit keys. 14 cycles of repetition for 256-bit keys.

APDU Application Protocol Data Unit

AEAD Authenticated Encryption with Associated Data

CPO Custom Product Offering

DES Data Encryption Standard
DES is a widely-used method of data encryption using a private (secret) key that was judged so difficult to break by the U.S.
government that it was restricted for exportation to other countries. For each given message, the key is chosen at random
from among this enormous number of keys. Like other private key cryptographic methods, both the sender and the receiver
must know and use the same private key.
DES applies a 56-bit key to each 64-hit block of data. The process can run in several modes and involves 16 rounds or
operations. Although this is considered "strong" encryption, many companies use "triple DES", which applies three keys in
succession.

NIST National Institute of Standards and Technology

OEM Original Equipment Manufacturer

MAD MIFARE Application Directory

PACS Physical Access Control Solutions

SAM Secure Application Module

SE SIO-Enabled or Secure Element

SIO Secure Identity Object

SNMP Simple Network Management Protocol

SO Secure Object - Can have more than one per SIO

TDES Triple Data Encryption Standard
Triple DES is the common name for the Triple Data Encryption Algorithm (TDEA or Triple DEA) block cipher, which applies
the Data Encryption Standard (DES) cipher algorithm three times to each data block.
The original DES cipher's key size of 56 bits was generally sufficient when that algorithm was designed, but the availability of
increasing computational power made brute-force attacks feasible. Triple DES provides a relatively simple method of
increasing the key size of DES to protect against such attacks, without the need to design a completely new block cipher
algorithm.

Top up An amount of credentials, credits, keys, etc., loaded on the encoder to raise or maintain a desired/required level.

ul User Interface

uiD Unique Identification Number
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October 2018 Update to Asure ID 7.8 software version. A8
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March 2015 Update to Asure ID 7.6 software version. A6
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