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1 Purpose
The purpose of this application note is to clarify HID’s position on the use of port scanning tools against
FARGO® brand of ID card and badge printers.

2 Glossary
Term Description

DNS Domain Name System - the way that domain names are located and translated into Internet Protocol
addresses.

ID Identification.

IP Internet Protocol - a set of rules that govern how packets are transmitted over a network.

IT Information Technology – the technology involving the development, maintenance, and use of computer
systems, software, and networks for the processing and distribution of data.

PC Personal Computer - a general-purpose computer that is designed to be used by a single end-user at a time.

TCP/IP Transmission Control Protocol/Internet Protocol - a subset of the Internet Protocol suite which dictates how
information should be packaged (turned into bundles of information called packets), sent, and received, as
well as how to get to its destination.

UDP User Datagram Protocol - an alternative communications protocol to Transmission Control Protocol (TCP)
used to send messages, in this case referred to as datagrams, to other hosts on an Internet Protocol
network.

3 Security vulnerabilities and port scanning
Organizations today face significant technical and operational challenges when managing the secure
deployment of networked devices. An increase in device connectivity has resulted in more devices,
including printers, being placed on networks. This presents an extraordinarily complex and constantly
changing IT environment for these organizations. Finding and dealing with security vulnerabilities that can
be used to gain access to these environments is a best practice in use by many successful and responsible
organizations.

One industry-recognized technology which is often utilized is to regularly conduct port scanning on
networks to perform security vulnerability assessments on any connected devices. “Port scanning” is a
means for interrogating devices to determine which network ports are enabled as well as what services are
accessible through those ports. Port scanning applications could be used by IT administrators to verify
security policies of their networks as well as by attackers to identify network services running on a host to
exploit security vulnerabilities. A security vulnerability is generally defined as a bug or flaw that can be
exploited deliberately for unintended results. A number of port scanning tools are available which can
examine a connected device’s ports and services to probe its susceptibility to any security vulnerabilities
the tools is aware of and, if it is, alert appropriate stakeholders for the secure environment.

Security of a printing environment historically has been ignored by IT administrators because printers have
often been considered little more than network appliances, posing none of the risks of client and server
PCs. However, recent publications by hacker groups have raised the awareness that printing devices are
more than simple appliances, and that these devices have capabilities beyond printing. As network printers
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grow in capability, they begin to resemble networked PCs in their ability to send and receive data.
Therefore, more and more organizations are wisely viewing these networking devices like publicly
available PCs with access to their network for sending and receiving data. FARGO printers are not exempt
from this scrutiny.

4 The cost of investing in port scanning
Keeping IT environments as secure as possible is a definite key to an organization’s overall success
strategy. However, it does not come without consequences. From a port scanning perspective,
organizations need to find, implement, and utilize tools that can be used for checking for open ports and
services on connected devices. This takes both a time and money investment. Additionally, many
connected devices deployed today are not designed to handle advanced cybersecurity scanning methods,
and therefore scans can cause connected devices to misbehave. Some examples of this device behavior
could come in the form of rebooting, locking up, and performing poorly. Printers are no exception to
exhibiting these behaviors. In fact, some printers are known to exhibit printing “garbage” out in response to
a port scan initiation. In all of these cases, extra care potentially needs to be taken to effectively work with
these devices.

5 FARGO printers 101
Thousands of organizations today rely upon HID’s FARGO brand of ID card and badge printers to serve
their needs due to the wide range of features and functions they provide.

The following FARGO printers include Ethernet connectivity:

n DTC®1250e

n DTC1500

n DTC4250e

n DTC4500e

n DTC5500LMX

n DTCii

n HDP®5000

n HDP5600

n HDP6600

n HDPii Plus

n HDP8500

Some network ports which are utilized with these FARGO printer models include port 80 (web server over
TCP/IP), port 9100 (print jobs over TCP/IP), port 9102 (printer communications over TCP/IP), and port
5353 (multicast DNS over UDP). FARGO printers are designed so that common security vulnerabilities
cannot be exploited. However, the current design expects these printers to be on a network behind
firewalls where they are not directly internet facing. Additionally, they are not designed to handle all
situations that port scanning tools can present, especially if they are configured to excessively scan the
printer. Therefore, for optimal printer performance it is recommended that port scanning should be
avoided for all FARGO printers.
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6 Best practices performing port scans against FARGO
printers
There are a number of port scanning tools available which provide varying degrees of functionality and
configurations in which they can run. HID does not recommend any tools, nor does it have the capability to
evaluate all which may be utilized by FARGO printer end-users. Therefore, to balance the needs of both
having uptime for FARGO printers, and keeping a network environment as secure as reasonably possible,
the following best practices are recommended if port scanning is to be performed:

n Scans on each printer generally should allow three seconds between each completed port scan.

n Perform scans during non-business hours or non-peak times.

n Put an emphasis on tracking the data flowing to and from the printer as this passive approach never
actively touches the device, so no unusual errors or malfunctions should occur while still allowing for
vulnerability discovery and analysis without ever risking the health or availability of the printer.

January 2019 7

PLT-04195, A.0



hidglobal.com


	Performing Port Scans Against a FARGO® Printer Application Note
	1  Purpose
	2  Glossary
	3  Security vulnerabilities and port scanning
	4  The cost of investing in port scanning
	5  FARGO printers 101
	6  Best practices performing port scans against FARGO printers


