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1.1 What is TRISM 6?

TRISM™ 6 is a unique hardware and software system that provides all the tools needed for the creation and distribution
of financial cards of any kind.

Initially introduced in the late 1990s, TRISM provides instant and central issuance of Visa and Mastercard credit and
debit cards to financial institutions worldwide.

TRISM works seamlessly with the PCl-certified and listed Hardware Security Module (HSM Duo and HSM XT) to ensure
complete privacy of cardholders’ information.

From centrally issued, pre-printed cards to customer created cards available for immediate use, TRISM 6 boasts the
versatility to meet any institution’s most specific demands.

PLT-03653, C.1 7 June 2024
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1.2 TRISM 6 user interface

2 Trism 6.0 Branch Mame: EP Branch Branch: Eden Prairie User: Ace

File Request Queue Reports Inventory Configure Help

Dual Control ID

Password

TRISM

1. Main menu.
2. Quick launch toolbar.

3. Dual Control Login: Some TRISM features require "dual control" login. A second user that is different than the user
currently logged in (and with the appropriate permissions), must enter their login credentials to access these

features.

PLT-03653, C.1 8

June 2024
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2.1 Order Card

1.

On the main menu, click Request > Order Card, or click EEES

2. Select the appropriate BIN in the Select Product drop-down menu (highlighted in red).

3.

Note: Only select a BIN if you are going to manually enter the information.

m TRISM & Branch Mame: Central Branch Branch: Central User: access] - | *
File Request Cueue Reports Inventory  Configure  Help
'

Search Image Selection Job Information

Member Number ~ Fargo
p—

II

i

Card Information

Please Selecta Card Clas ~
I
.
 Show s
Exp. Date

Offset m

PIN Method  [lck bl

)
m
*}
o
=3
II

Default Vault

||
%@
s
=L
=

i

Address Information Security Information Contact Information Account Information

M Foreign Mother's Maiden Name
S e
AT
City Fis} Drivers License
Ty
Ty

=

ember Number

If a core/processor interface is used, select the interface, search by member or card number, and enter the
member or card number. If searching by card number, the cardholder’s information is populated in the information
fields. If searching by member number, select the corresponding account in the bottom menu, then the account’s
information is populated in the information fields.

If a core/processor interface is not used, complete the address information, security information, and contact
information fields. After step 4.c, click Accounts in the Account Information menu, then enter the customer’s
account number and ChkSavDesignator. One account must have Primary selected. The Accounts button only
appears when using Mastercard dps.

PLT-03653, C.1 10 June 2024
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ChkSavDesignator Values:
¢ D =checking
¢ S =savings

— &ccount 1
™ Primary

MHumber

TypelD

ChkS avDesignator

Descriptor

Balance

Status

4. Card Information

a. Click Get Card # to automatically generate the card number (if Auto Card Number is enabled in the BIN's
format settings) or enter it manually.
Select the card stock from the drop-down menu.
Enter the customer's name, business name (if desired), and the card’s expiration date, if not automatically
generated.
Select the PIN method.
Click Get PIN. The PIN is generated if specified, otherwise the PIN pad beeps.

l Note: The Verifone Vx805 and P200 PIN pads do not have the beep functionality.

Enter the desired PIN on the PIN pad. Press the green Enter button. The PIN pad beeps again. Re-enter the PIN
and press the green Enter button to confirm the PIN.
f. The card’s offset is displayed after the PIN is entered.

Search Image Selection Job Information

Member Number A

Card Information .
.

Exp. Date 06/20
Offset
=

PIN Method  [LGEE]

Address Information Security Information Contact Information

Foreign i s T ==

[Address 2

1 U= e

il LB (B3 700, 1HE
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5. Personalizing and Previewing Cards — See A.3 Custom image guidelines for image guidelines.

a. Select a gallery image from the drop-down menu or click Personalize. If only one image is in the gallery
destination folder, that image displays automatically.

b. Click Browse and navigate to the folder containing the custom image.
c. Select the image and click Open.
d. To crop the image, click and drag an area on the image on the left.

frmEditBackground

T o)

F] F 5‘*

5555 5600401531 3131

5555 VAND THAY
06/20

JMMY NEWTOWN -

Custom - ‘ Browse ‘ ‘ Save ‘ ‘ Cancel ‘

e. If applicable, select the desired template from the drop-down menu in the bottom left of the screen.
f. Click Save when personalization is complete.
g. Click Back to preview the back of the card.
6. Job Information
Select the following information from the drop-down menus:
a. Device: Card Printer
b. Card Status
c. Job Status:
¢ Ready: card prints immediately upon completion.
« Paused: card does not print until state is changed to Ready in the Queue.
¢ Manual: card does not print until it is manually fed into printer (not available with all printers).
7. Click Complete when all required fields are entered, and personalization is complete.

PLT-03653, C.1 12 June 2024
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2.2 Edit Permissions

The Edit Permissions window allows a user to make certain fields in the Order Card window editable or required.

On the main menu, click Request > Edit Permissions. Select a card type to edit its permissions.

The fields highlighted in yellow on the following screen have editable permissions.

Search Image Selection Job Information

ey | e

-
-
-
-

Select Job State
C mati
Card Information Select Vault "

Select Product

Card Number
Select Card Stock
Cardholder Name
Eusiness Name
Exp.Date [ rsn
| GePI e
PIN Method

Address Information Security Information Contact Information Account Information
I Foreign Mothers Maiden Name ~
: Date of Bith
o)

I

i

You can change the colors of the Editable, Required and Single Required fields in 6.11 Theme.

Card Information

L 171 2

Business Mame
«  IsEditable

Exp. Date IsRequired

isSingleRequired

» IsEditable: enables input of text.
¢ IsRequired: field must be filled to complete request.
» IsSingleRequired: one out of all Single Required fields per panel must be completed.

PLT-03653, C.1 13 June 2024
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For example, in the Security Information panel, Mother’'s Maiden Name, SS#/Tax ID, and Drivers License are single
required, so one of these three fields must be completed to process the request.

Security Information

[tliEn s s En s
~  |sEditable

IsRequired
~ isSingleRequired

2.3 Re-PIN

1. Onthe main menu, click Request > Re-PIN.
¢ |f the PINpad has a card reader, a window prompts you to swipe the card to re-PIN.

Swipe Card

Cancel

e If a card reader is not used or the card is not available, the Order Card form is displayed for card number
information entry.
2. Select the PIN method, enter or generate the PIN
3. Click Complete.

2.4 Read a Card

On the main menu, click Request > Read a Card.

If a PINpad with a card reader or USB card reader is detected, you can swipe a card to display its track data (Card
Number, Format Code, Expiration Date, and so on).

Field Name Data &
Format Code B

Card Number 5555560002234547 I
Name “BRADY/JEN =
Expiration Date 2006

Service Code 101

Member Number 1

Offset 3386

Misc. Data 0oooooooon

Ccwv 123

Mizr MNata nnnnnn —

PLT-03653, C.1 14 June 2024
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2.5 PIN mailer

A PIN mailer can be printed in this window if one is not printed at the time of card creation.

Search Image Selection Job Information
rersortce Jf W 5o b e
Select Card Status

Select Job State
Card Information

222456******5555
Exp. Date : .
Offset m Frint b ailer

PIN Method  LUliEE ¥

Select Vault

Address Information Security Information Contact Information Account Information

M Foreign

1. Enter the customer’'s member number in the Search Criteria and click Search.

2. Select the desired card number to populate the customer information.
3. Click Print Mailer.

2.6 CVV2 Calculator

1. Onthe main menu, click Request > CVV2 Calculator.
2. Verify the keys entered in HSM Manager are correct.

BIM

Card Mumber
[543468093349988 1 |
Exp Date CWV2

)

3. Enter the BIN, card number, and expiration date of an existing card.
4. Click Calculate. If the CVV2 on the card and the generated CVV2 match, the keys are correct.

PLT-03653, C.1 15 June 2024
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2.7 Import

1. On the main menu, click Request > Import > Standard (or an alternative).

|stdimp0rt1 Obd | Browse

0K

2. Click Browse to select your import file

3. Click OK.
A list of failed cards is shown in the list view with the error per card. Any card not in this list view is successful and,
in the queue, depending on your format settings.

Important: If the Override Settings Box is available and you enable it, there are some drop-down menus that
you can force the imports to go to. Be warned if you force cards to print on a printer not
configured for those settings, you can cause inventory discrepancies.

PLT-03653, C.1 16 June 2024
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3.1 Card queue

The queue displays all cards that have been ordered and have not yet printed.

=
On the main menu, click Queue, or click SN,

Al v

Cards In Queue: 7

ID  Card Type F.. Process State Originating IP ~ Originating... UserID  CIN  Device IP L. User.. BranchlD Ertry D¢
94 5. Portico 2 5  Mailer Emor 10.0.75.1 Default Vault access1 2431 10.24469.8%7575 0 access1 Central 6/15/2(
95 5. Portico 2 5  Photo Printer Emor  10.244.69.72 Default Vaut Access1 2432 1024469897575 0  Access1 Eden Praire 6/21/2(
96 4. Portico 1 4 Photo Printer Emor  10.244.69.72 Default Vaut access1 2433 1024469897575 0  access1 Eden Praiie 6/21/2(
57 5. Porico 2 5  Photo Printer Emor  10.244.69.72 Default Vaut access1 2435 1024469897575 0  access1 Eden Praire 6/21/2(
58 5. Portico 2 5  Photo Printer Emor  10.244.69.72 Default Vaut access1 2436 1024469897575 0  access1 Eden Praiie  6/21/2(
535 7 Card Services Test 7  Ready Photo 102446572 Default Vault access1 2437 1024465857575 0  access1 Eden Praine 6/21/2(

Double-click an item in the queue to display the Card Information window:

Card Information

Device Name Change Job Status
[oTei v | vl
Device IP Address Change CardStock
[10.244 69.89:7575 v| [ sample Test vl
Change Card Status
| New W |
Card Number Entry Date
[5555560002234547 | [6r21/2018 11:31:20 AM |
Format Transaction Type
[5. Portico 2 | [Print-aCard |
Print Card Mailer Print PIN Mailer
Current Background Mew Background

Emor Code

0K

Note: If a Card Information window is open at another workstation or branch, the card cannot be printed, deleted, or
changed. In the process state in the queue, this shows as "Trism locked".

+ Change Job Status allows you to select the card status as ready photo, paused photo, manual photo, or card verified.
¢ To delete a card from the queue, select it and press Delete on your keyboard.

PLT-03653, C.1 18 June 2024
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4.1 End Of Day

On the main menu, click Reports > End Of Day, or click E&

The End of Day report displays all cards and inventory changes made that day in selected devices and vaults. The table
with the headers BIN and Amount shows the quantity of each card type issued that day.

- ' Trism 6.0 ' Branch Mame: Central Branch Branch: Central User: access1 ‘LE-

File Request Queue Reports Inventory Configure Help

Log Out Help

Branch |Cent|a| Branch v| Wault |Defa|.||t WVault v| Device |HDPi-HDPiiplus Cane v | Card Stock | Blank white

£

Device Inventory WVault Invertary
BIN Amourt Starting Imventory D Starting Vault Inventory
Inventory Added EI Removed to Device(s)
Inventory Remaved D Returned From Device(s)

Manually Added |g
Used Inventory g

Cards Destroyed EI

Cards Returned to Inventory EI
Total Cards in Device(s)

Ending Device Inventory [g | Total Branch Inventory

Current Vault Inventory

10 0000

ID  Card Mumber EncodedMame DevicelD UserlD EnteredDate ProcessDate Workstation Transaction Type  VaullD  embosser Mame Offset  Card!

Process .
End-of-Day Fire

PLT-03653, C.1 20 June 2024
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Field Description
Device Inventory
Starting Inventory Quantity of cards in device at the beginning of the day (only greater than zero if cards are not removed at end of
previous day).
Inventory Added Quantity of cards added to device throughout the day.
Inventory Removed Total quantity of cards removed from vault device.
Manually Added Quantity of cards added manually during the order card process.
Used Inventory Quantity of cards not destroyed or returned to inventory; successfully printed cards issued to customers.
Cards Destroyed Quantity of cards destroyed in the Spoil Card menu.
Cards Returned to Quantity of cards returned in the Spoil Card menu.
Inventory

Ending Device Inventory | Sum of the above quantities.

Vault Inventory

Starting Vault Inventory | Quantity of cards in vault since last processed end-of-day.

Removed to Device(s) | Quantity of cards added to devices in Device Access.

Returned from Device(s) | Quantity of cards removed from devices via Device Access and returned to vault.

Current Vault Inventory | Quantity of cards in vault.

Total Cards in Device(s) | Quantity of cards in all devices.

Total Branch Inventory | Sum of cards in devices and vault(s).

If the Ending Device Inventory and/or Total Cards in Device(s) is greater or less than zero, the following window is
displayed:

Device(z] still have cards in them... Pleaze remove all cards before processing end
of day. ‘Would pou like to Over-Ride this?

e Click Yes to process End-of-Day.
* Click No to return to the End-of-Day Report screen.

4.1.1 Tips for balancing end of day reports

» Balance the end-of-day report every day. Never start the day with a device inventory greater or less than zero.

* Do not wait until the end of the business day to spoil cards. Spoil them as soon as they are incorrectly printed.
Otherwise, it is easy to lose track of misprinted cards and causes difficulty balancing the end of day report.

Use the Device Access function to account for added or removed cards even if the device is unlocked manually. Not
using Device Access is a guaranteed way to end the day with a negative device inventory.

e The queue should be empty at the end of the day. All cards in the queue should either be printed and verified or
deleted.

PLT-03653, C.1 21 June 2024
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4.1.2 Spoil cards

A misprinted card that cannot be issued is considered "spoiled." A spoiled card is highlighted in red.

1. Right-click a card in the End of Day report:
[eoec

Spoil Other

2. Select Spoil This Card to display the following window:

Spoil Card

ID/ Card Number | 5r55560004526434 o

Description |

Operator 1 |Ac:c:ess1

Reasan | |

Operator 2 | Installer

[] Return to Inventory .

Time: -
[] Card Successful ‘M |12:25:03
[] Card Destroyed Date: |26/06/2018

oK Cancel

Time and Date Added

3. Enter a description of the spoiled card and the reason for spoilage. Select from the following options:

Field Description

Return to Inventory | The card was ejected clean/unencoded and can be used again. Will add 1 back into Vault Inventory.

Card Successful The card did print, or a card was accidentally printed. Subtracts 1 from Vault Inventory.
Card Destroyed The card was damaged during printing or was destroyed after printing. Subtracts 1 from Vault Inventory.
4. Click OK.
4.1.3 Spoil other

If inventory needs adjusting without the need to spoil a printed card, this can be achieved through selecting Spoil Other.
Right-click anywhere in the field where printed cards are displayed and select Spoil Other. The same process as a
regular spoil applies.

e To add a card back to the Vault Inventory, select Return to Inventory.
» To subtract a card from the Vault Inventory, select Card Destroyed.

PLT-03653, C.1 22 June 2024
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4.1.4 Process End of Day for all cardstock associated to the selected branch/vault/device

1. On the End of Day window, select the desired Branch, Vault, and Device.
2. Click Process ALL Card Stock End-of-Day.

File Request Queue Reports Inventory Configure Help @ @ O @ Q @ ©Q Q@ O Q O

Log Out JOrder Card] Repin Queve nd of Day, ] Help

Branch |Central ~ | Vault |DTG Vault w| Device |T3Office DTCi ~ | W Card Stock | MAG -
Device Inventary bory
BIN Amount Starting Inventory [g Starting Vault Inventory
555555 1 Inventory Added |q Removed to Device(s)
Inventory Removed | g Returned From Device(s) D
Manually Added |p
| Current Vault Inventory -2
Used Inventory |1 -
Cards Destroyed |p
Cards Returned to Inventory |p
Total Cards in Device(s) [0 |
Ending Device Inventory |g Total Branch Inventory l:l
ID  Card Number EncodedName DevicelD UserlD EnteredDate ProcessDate ‘Workstation Transaction Ty

1 555555 0448 NEWTOWNAIMMY 10.236.16.81:3000 mike 8/28/2020 5:19:41 AM  8/28/2020 5:23:48 AM  AAHIDZPTWZM2 PRINT-A-CARL

Process ALL %ﬁﬁ?ﬂ?
CardStock Enc- CardStock End- Evnt
of-Day of-Day

3. Select Print or Cancel on the Print window depending on if a paper copy is desired. One prompt is presented for
each cardstock processed.
4. After the final Print window is resolved, click OK on the Process Completed Successfully window.

PLT-03653, C.1 23 June 2024
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4.2 Management
Reports with user-specified information can be created in the Management tab.
1. On the main menu, click Reports > Management.

2. Select the Start Date and End Date to specify a range of cards to display. The Start Date should be set one day
prior to the date of card verification.

Start Date End Date
|1 9/06/2018 [+ | |25;’DE;’2D1 g [~ (] Only Show Processed Transactions
Filter Filter Pier Filter B
. |
Process.. Card Mu.. Offset ExpDate  Encode... TranType WorkSt... Operato... CardFor.. Entered.. VaullD Workst... DevicelD  Prody|
Record Count: 0 Fg Load Export

3. Click Search to populate the list of cards.

4.2.1 Create a customized report

1. Select which columns are printed by right-clicking anywhere in the card information field and selecting
Add/Remove Columns.

2. Select or clear the boxes to display columns. To change the column order, select a column name and click the up or
down arrows.

Edit Columns

Z ArchivedDate [/] Embosser Name Z VaultlD
] BackgroundID [ ID ] Work Station
] BranchID [ MailerlD ] Workstation|P
] CardFormat [/ MSRWiritten || MSRWritten1
] Card Number [ Cffset || CardRead1
] Card Mailer [ OperatorlD || Duplicate1
[ CardStatus k] PhotolD [] Lastd
] CustomerirfolD [ Pin Mailer ] BWPhotoPrint
] Created [ ProcessDate ] ColorPhotoPrirt
I+ CardRead [/ ProductID [+| PINSelected
Z DevicelD [ PVKI Z CMailerPrinted
] Duplicate [ QD ] PMailerPrinted
] ExpDate [ SignaturelD ] CorelUpdated
] EncodedMName [ Spailed ] ActivatorUpdated
[+| EnteredDate [ TranType | Uploaded

Save Cancel

3. Click Save to apply your changes, then click Search to apply them.

If this does not change the default column view, select a date range in which transactions were processed.

PLT-03653, C.1
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4.2.2 Filter columns

1. Select a column field from the first Filter drop-down menu.

2. Enter the filter criterion in the field below (only one criterion per filter). Filters must match the intended field name
exactly.

Note: Only one filter field is initially enabled. The following filters are enabled once preceding filters are
designated.

3. Click Search to apply the specified filters.

4.2.3 View card details

Right-click a card and select Details.

4.2.4 Save a customized report
Click Save.

« To save over an existing saved report, click OverWrite.
e To save a new report, click Save AS.

Saved Report

Existing Report Name

| M anagement report | Overwiite

Mew Report Name
|Can:| Mailer Report| | Save AS

4.2.5 Export a report to Excel

1. Click Export.

2. Enter a filename in the FileName field, then click Browse to select a location to save the file.
3. Click OK.

Export Report

FileMame

[Management Report 2018/06/18 |

Directory
| D:\Reports | Browse

0K Cancel

PLT-03653, C.1 25 June 2024
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4.3 Historical Card Balancing

Reports summarizing cards printed per branch, device, card stock, and/or operator can be printed.

1. On the main menu, click Reports > Historical Card Balancing.

Start Date End Date
[5/06r2018 [~ | [26/06/2018 [~ |
Branch Name Vault Name Device Name Product Name
w w w ~ Search
Date Ar... Operator  Device Product... Vault Branch Starting ... Ending ...

0K Cancel

2. Select a date range, branch, vault, device, and/or product in the drop-down menus to narrow the search.
3. Click Search to generate the historical report.

Reset Date/Time changes the start and end dates to the current date.

4.4 Device Access

On the main menu, click Reports > Device Access to display a list of all device access activity for a specified
printer/embosser within a specified date range.

4.5 Spoiled Card

On the main menu, click Reports > Spoiled Card to create a report of all spoiled cards for a specified branch within a
specified date range.

4.6 Branch Activity

On the main menu, click Reports > Branch Activity to create a report of all cards printed at the branch in which the
workstation creating the report is located.

4.7 Device Error

On the main menu, click Reports > Device Error to create a report of all device errors for a specified printer within a
specified date range.
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4.8 Non-Financial
Displays TRISM activity per PC Operator, User ID, TRISM ID, Event, Result, IP Address, Branch, or Computer Name.

1. On the main menu, click Reports > Non-Financial.

2. Select afield in the top row of drop-down menus, then select or manually enter search criteria in the drop-down
menu below it.

3. Click Search to display results.

- Trism 6.0 Branch Mame: Central Branch Branch: Central User: access1 HE
File Request Queue Reports Inventory Configure Help
| Monday . October 1.2018 [~ | | Fiday . November 22018 [H~ |
| v | v | v]
| v | v | v]
D PCO.. UserlD  Trs.. Time Date Event ~
7628 janet access]  NULL 10/1/2018 1:06:00 PM 10/1/2018 1:06:37 PM Valid Operator Login
7629 janet access]  NULL 10/3/2018 5:46:00 AM 10/3/2018 5:46:01 AM 42 licenses Saved to T-Host!
7630 janet access]  NULL 10/3/2018 5:46:00 AM 10/3/2018 5:46:01 AM 21 Licenses Saved to T-Host!
7631 janet access]  NULL 10/3/2018 5:57:00 AM 10/3/2018 5:57:06 AM 42 licenses Saved to T-Host!
7632 janet access]  NULL 10/3/2018 5:57:00 AM 10/3/2018 5:57:06 AM 21 Licenses Saved to T-Host!
7633 janet access]  NULL 10/3/2018 10:04:00 AM  10/3/2018 10:04:16 AM  CoreMName has been Edited to : Cleartouch
7634 janet access]  NULL 10/3/2018 10:04:00 AM  10/3/2018 10:04:35 AM  Orgld has been Edited to : Cleartouch
7635 janet access1  MNULL 10/3/2018 10:04:00 AM 104372018 10:04:42 AM  Configuration Settings Saved
7636 janet access1  NULL 10/3/2018 10:06:00 AM  10/3/2018 10:06:16 AM  Branch Add/Edit for: Central
7637 janet access1  NULL 10/3/2018 111700 AM  10/3/2018 11:17:35 AM  Valid Operator Login
TEIE janet access]  NULL 10/3/2018 11:23.00 AM  10/3/2018 11:23:19 AM  CoreMName has been Edited to : Premier
7635 janet access]  MNULL 10/3/2018 11:23.00 AM  10/3/2018 11:23:26 AM  Orgld has been Edited to : PremierOrganization
7640 janet access]  NULL 10/3/2018 11:23.00 AM  10/3/2018 11:23:36 AM  SearchType has been Edited to : PartylD
7641 janet access]  MNULL 10/3/2018 11:23:.00 AM 104372018 11:23:40 AM  Configuration Settings Saved
TE42 janet access]  NULL 10/3/2018 1:38:00 PM 10/3/2018 1:38:35 PM Valid Operator Login
7643 janet access]  NULL 10/4/2018 5:04:00 AM 10/4/2018 5:04:17 AM Valid Operator Login
7 janet access]  NULL 10/4/2018 5:07:00 AM 10/4/2018 5:07:18 AM CoreMame has been Edited to : Precision
TE45  janet access]  NULL 10/4/2018 5:07:00 AM 10/4/2018 5:07:28 AM Orgld has been Edited to : PrecisionOrg
TE46 janet access]  NULL 10/4/2018 5:07:00 AM 10/4/2018 5:07:35 AM Search Type has been Edited to : Cardld
TEAT janet access]  NULL 10/4/2018 5:07:00 AM 10/4/2018 5:07:43 AM Configuration Settings Saved
TE4E janet access]  NULL 10/4/2018 5:10:00 AM 10/4/2018 5:10:17 AM Search Type has been Edited to : Cardnumber
TE4S  janet access]  NULL 10/4/2018 5:10:00 AM 10/4/2018 5:10:20 AM Configuration Settings Saved
7650 janet access]  NULL 10/8/2018 5:53:00 AM 10/8/2018 5:53:13 AM Orgld has been Edited to : PrecisionOrg
7651 janet access]  NULL 10/8/2018 5:53:00 AM 10/8/2018 5:53:16 AM Configuration Settings Saved
7652 janet NULL NULL 10/8/2018 10:07.00 AM  10/8/2018 10:07:13AM  Operator Login Attempt. ID: acces1 v
< m >

4.9 Background

On the main menu, click Reports > Background to display a list of all background images printed within a specified date

range.
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4.10 Remove Cardholder Data

Customers may wish to have their data removed from the system, especially in cases of General Data Protection
Regulation (GDPR). To remove data from the system, use the Customer Information Section from the database.

To enable this feature, you must access the permissions and select the Customer Removal check box. Once this feature
is enabled, you can access the Customer Removal Screen to remove specific records from the database.

1. Select Reports > Remove Cardholder Data.

2. On the Customer Removal screen, you can search for all records or a specific record.
e To search all records, leave the Name field blank and click Search
» To search for a specific name, enter the first, middle, and last name in the Name field and click Search.
Any information that matches the search criteria is displayed.

3. Select the records you wish to remove and click Delete. The user information is removed, and the screen is
refreshed with a new list of applicable search criteria.

Important: The record of the transaction remains in the database but all information pertaining to the
customer is removed. This includes photo information.
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5.1 Device Access
5.1.1 Add/remove cards and change ribbon/foil

Each time a printer or embosser is opened, it must be accounted for in the Device Inventory.

&

1. On the main menu, click Inventory > Device Access, or click Sz,

Device

Branch | EP Branch w
Vault | Defautt Vault v
Device |DTGi -
Card Stock |EMV -
Reason: |Enter or Choose a Reason ~ |
Description: |Enter or Choose a Description v|

[] Topping Feil Destroyed [ Indent Foil Destroyed

Current Quantity: D
NumberofCards:D O add O Remove

Inventory
Unlock Device [ Lock Device

£

Cancel Process

2. The Branch, Vault, and Device default to whatever values were assigned to the branch. Select other values if
necessary.

If adding or removing cards, select Card Stock.
If opening an embosser to change topping and/or indent foil, check the corresponding boxes.
Select Add or Remove. Selecting Remove automatically generates a reason, description, and number of cards.

Enter a Reason for opening and a Description of the actions performed or choose a reason and description from
the drop-down menus.

Enter the Number of Cards to add or remove, if any.

o o~ w

Select a time delay for unlocking the device. Longer delays should be used if the device is not near the workstation.
9. Click Process.

Device has been updated
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5.2 Vault Inventory

Vault Inventory shows the number of cards in each vault (central or branch). It also allows you to track shipments of
cards between the central vault and a branch vault. A central vault is not required, but at least one branch vault is
required. That vault can be shared by multiple branches if necessary (Central Issuance).

5.2.1 Add a vault

. . . =
On the main menu, click Inventory > Vault Access, or click .

1.
2. Click Add Central in the Central Vault display or Add Location in the Vault display.
3. Enter the required name and address fields (optional).
4. Click OK.
Central Vault In-Transit Carrier Vault
Name/Location Destination #of Cards Description Name/Location
Default Vautt 10 EMV Default Vautt
£ m > £ m >
‘ Add Central ‘ ‘ Send Cards ‘ View All ‘
Master
Mame : |Centra| | Description Number of Cards
Address 1: | | EMV ZHCVRZCVXY
Address 2 | | SampIeTést 10000
Blank White 2000
City : | |
Print Inventary [ add |[ Edit || Deete |
Exit

5.2.2 Transfer cards - send cards

Select a central vault, then click Send Cards.

Select the recipient branch’s vault from the Send To drop-down menu.

Enter the Carrier Name, Number of Cards to send, and any additional comments.
Select the type of cards stock to send.

Click Send.

oM~
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6. The shipment order is displayed under the In-Transit Carrier menu.
Central Vault In-Transit Carrier Vault
Name/Location Destination #of Cards Description Name/Location
Central Default Vault 10 EMV Default Vault
< mn > < mn >
‘ Add Central ‘ ‘ Send Cards ‘ View All ‘
Send Cards to a Branch
Send To l:l Description Number of Cards
EMV THCWHICVEY
CamierMame: [ || gonieTest 10000
Mumber of Cards : Blank White 2000
Comments : |
| Send | | Cancel
Exit
5.2.3 Transfer cards - receive cards
1. Select the received order under the In-Transit Carrier menu.
2. Click Receive Cards, then Process.
The order is removed from the In-Transit Carrier menu and the cards are added to the vault inventory.
Recieve Cards
Branch Mame : Default Vault Mame 1: accessi
Carrier Name : FedEx Mame 2 : installert
Product ID :  Blank White Sent: 6/5/2015 8:58:49 AM
Mumper of Cards : 200 Received : 06/05/2015 8:58 AM
Comments :
Process | | Cancel
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6.1 General

On the main menu, click Configure. On the side menu, click General.

Enzble \Wezk PINS

Minutes before Lockout 15

Minutes before Red lcon (Down) on HealthBar 5

Diays until Password is Expired Enable Fin Pad \Warning on Login

0is Off

Pin Pad Timeout getting Offset (in sec) -

Interface Timeout (In Seconds): 50

Fin Pad Derivation Key Location:
Fin Pad Session Expiration in days
Fin Pad Encryption Key Location:

10 o

Update File Location:

Citrix
Per User Entire System

V| [ Citrix Ferce

[ Allew Speilable and Reprint
[[] DO NOT Show Active Cards in Order Card
[[] Enable Dual Control on Process End of Day

Enable Auto Swipe on Repin
[] Enable Auto Search on Repin
[] Enable PSN Increment en Order Card

Field

Description

Days until Password is Expired

Applies only to non-Active Directory users. User passwords are valid for this number of
days. Users are prompted to select a new password upon expiration.

Enable Pin Pad Warning on Login

Display warning message that no PIN pad is plugged in to the computer upon TRISM
login.

Enable Weak PINS

If checked, weak PINs (1111, 1234, 4321, etc.) are allowed.

Minutes before Lockout

After the specified number of minutes, the user must re-enter login credentials to
continue using TRISM. Must be same user that is currently active, otherwise TRISM must
be restarted to login as a different user.

Minutes before Red Icon (Down) on Healthbar

Allows you to set a time frame before a System Status turns from green to red on the
System Status Window (see 7.8 System Status).

Interface Timeout (in Seconds)

Pin Pad Derivation Key Location

Numerical location of PIN Pad Derivation Key in HSM Manager.

Pin Pad Session Expiration in days

Pin Pad Encryption Key Location

Pin Pad Timeout getting Offset (in secs)

After PIN is entered: if offset is not generated after the specified number of seconds, PIN
pad times out.

Update File Location

Where TRISM update files are downloaded.

Citrix

Per User: Select port if assigned per user.
Entire System: Select port if assigned for entire system.

Allow Spoilable and Reprint

When the card status is changed to Ready in the Queue, a message box asks if a card
has already been printed from the specified request. If yes, another transaction is created
that may be spoiled.
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Field

Description

DO NOT Show Active Cards In Order Card

If using an interface to find customer information, only the customer’s inactive or expired
cards will populate in the search results.

Enable Dual Control on Process End of Day

Requires a second admin user for the user to process the End of Day report.

Enable Auto Swipe on Repin

Enable Auto Seach on Repin

Enable PSN Increment on Order Card

Choose to have the Pa Sequence Number incremented when a card is being ordered.
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6.2 Users

The following user configuration is not used when Active Directory is enabled, except for the administrative users
access1, installer1, and installer2.

On the main menu, click Configure. On the side menu, click Users.

\i TRISM 6 Branch Name: Central Branch Branch: Central User: access - O X7

File Request Queue Reports Inventory Configure Help

— . E ]

::ﬁ::a' D Name Tempiate sL Locked

.. Templates ACCESST Administrator Administrator 9 False

.. Formats installer Installer Admin 2 9 False

- Devices installer? installer 2 Teller 7 False

. Active Directory jeff jeff Administrator 9 Falze

- Branches jefftest jefftest Admin 2 9 False

- Interfaces testaccount testaccount Teller 7 False

- Databases Weberll Weberl0 Teller 7 False

- Regions

- Card Stock

- Theme

- Queue Setup

- Crystal Reports

- Reporting Service Frint Rights Add Edit Delete

Print Uzer Templates
Import Export oK Cancel
Field Descriptions
Print Rights Print a list of all the selected user's template permissions.
Print User Template Print a list of all TRISM users and their corresponding templates.
Reset All Passwords Change password of all users to 1234567. After logging in with this password, users are prompted to
select a new password.

6.2.1 Add users (without active directory)

1. Click Add, and enter the user ID, Name, and select a template.
2. Click Save.

Name [ Locked Out — Change Password Reset Password
e Sve | [ s
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New user password selection

Password Expiration

Mew Password: |

Confirm Mew Pazsword |

When you log in as a new user, you must use the default password 1234567. \When you click Login, a window opens and
prompts you to change your password.

Enter the new password in the provided fields and click OK. You must then enter your new password in the login screen.
All passwords must be at least 8 characters long and include at least three of the following:

e Capital letter

* Lowercase letter

¢ Number

» Special character (|@#$%"&*).

Alternatively, users can be entered using the Active Directory function.

6.2.2 Edit users (without active directory)

Select a user and click Edit. Make the desired changes and click Save.

6.2.3 Delete users (without active directory)

Select a user and click Delete.
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6.3 Templates

A template can be used to automatically assign a user a specific set of permissions. See A.1 System requirements for

permission descriptions. The administrator template cannot be edited or deleted.

On the main menu, click Configure. On the side menu, click Templates.

General ID Name
Users Administrator Administrator
g Templates Template 1 Admin 2
) Eo@ats Template 2 Backoffice
Ace‘t\if\lfc:;iredory Template 3 Inventory Cont.rnl
- Branches Template 4 Central Reporting
- Interfaces Template 5 Teller
Databases
+- CardStock
- Theme
‘. Queve Setup
Print Rights | [ A | [ Edit | [ Delete
0K || Cancel
Field Description
Print Rights Print a list of all user permissions associated with the selected template.
Add Add new templates.
Edit Enable or disable permissions of the selected template.

Each of the options in this menu opens a list of permissions that can be enabled and disabled by clicking their respective

check boxes.

Order Cards

Template Name

9 5 Template Security Level

Edit Security Template (4dd/Edit/Delete)
Edit Security Permissions

View zll Branches

[] Leg Inte Thest

License File

Reset Other User Passwords
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6.4 Formats

Card types (for example, Mastercard, Visa, Visa EMV, etc.) are added in the Formats menu. Card and mailer formats can
also be edited in the Formats menu to customize placement of text and pictures.

On the main menu, click Configure. On the side menu, click Formats.

Number Name BIN

1 ATM 123456

2 Consumer 222456

3 Business 222785

4 Portico 1 555655

5 Portico 2 555656

& Import Testing 333456

7 Card Services Test 574748

[ ad [ Eit |[ Copy |[ Delete

To add a card type:

1. Click Add.
2. Enter the card’s ISO or BIN number, then select or manually enter the Card Type.
3. Click OK.

Add SO

New 150 Card Type
| 555555 | [Porico 1 v
oK Cancel

6.4.1 General Settings

To display the general settings:

1. On the main menu, click Configure. On the side menu, click Formats.
2. Select a card type in the list and click Edit.
3. On the side menu, click General Settings.

BINs cannot be added to branches until their formats are completed.

Transaction Report
Printer:

| > |

Additional Transaction Report Director','l | Browse

[] Show PSN
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Field Description

Print Report for Every Queued Transaction All transactions sent to the queue print a hard-copy report to the printer selected in the
drop-down menu.

Additional Transaction Report Directory All'items in the selected folder are printed in addition to transaction reports.

Show PSN Shows the PSN control on the Order Card screen. Some financial institutions will need to

manually update the PSN. Other financial institutions will wish to hide this control.

6.4.2 Encode Settings

The Encode Settings determine the information and placement of information written to the cards’ magnetic stripe. To
display the encode settings:

1. On the main menu, click Configure. On the side menu, click Formats.
2. Select a card type in the list and click Edit.
3. On the side menu, click Encode Settings.

Track 1/Track 2 Layout
Format: Card Type:
Order  Length Mame Index From Start Default
1 1 Format Code S5 0 B
2 18 Card Number S5 1 12345641104111400
3 26 Name 1st FS 0
4 4 Expiration ...  2nd F5 0 4512
5 3 Service Code  2nd FS 4 120
6 1 Member Nu... 2nd FS 7 1
7 4 Offset 2nd FS 8 0000
8 0
] 0
10 0
Track Length: 55 (Max: 75)

1. To edit the settings, double-click the field to be changed to display the following window:

Edit Layout
Field Mame Index From Start Length
|Format Cade | [ss v [o | [ ]
Data
C |
0K Cancel

2. Click OK when editing is completed.
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Track 1/Track 2 Parameters

S0 Number:
Card Expiration
Account Length @ No Mod10 D Dite Index
Name Index O Cale. Mod10 00/00 Date to Add
. O Verify Mod10 ®) None
7] Offset Vit
® e Method () Manth
O Year
Mag Stripe DES
Use DES
O Low Coercivity PAN Index [0 ] GPIN Index
O High/Low Coercivity PAN Length Offset Index
(® High Coercivity EI Pad Value Des Key
0123456785012345 |Decimalization Table

Auto Card Number

Card numbers can be generated automatically by TRISM in the Auto Card Number menu. Check the Enable Auto Card

Number Generation box to edit card number settings.

[] Enable Auto Card Number Generation.

150: 123456

Increment By: 0
Allow Name Change
Mame Options

Customer's name will be encoded in the following format

| Lastname/Firstname Middle

Allow Name Change on the following Transactions

Re-Pin
Select A Fin
Field Description
Beginning Card Number First card number used.

Current Card Number

Last card number printed.

Increment By

Determines by what increment card numbers increase.

Allow Name Change on the following Transactions

Allows madification to an existing customer’s name.

6.4.3 Emboss Settings

To display the emboss settings:

1. On the main menu, click Configure. On the side menu, click Formats.

2. Select a card type in the list and click Edit.
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3. On the side menu, click Emboss Settings.

Use Masking

From left to center of first character
[[] Enable Indent Printing

Left Margin 0.40

[] Disable Truncation Rules

Indents and Embossing Locked 0* >

L1 09 [&| | O | s s s |
Line2 068 [ | | O | |
Line 3 052 [2] [ZDATER 2V | O | |
Line s 035 [&] [ENAMEZ | O | |
Line5 021 [$] | | O | |

Font Type
Trurfcation Limit l_ T;.fperi ::M(I:Z]
Topping
Indent from edge of card Height of Indent Printing
1.200 1.200
Field Description

Indents and Embossing

Enter the size of the indentation applied to text on the card.

Use Masking

Check this box to hide certain lines of text from displaying on the Order Card window when
cards are being created.

Disable Truncation Rules

Customer names are not shortened automatically.

Topping

Check this box if topping foil is used on embossed card text.

6.4.4 EMV

To display the EMV service code, which indicates that the card is an EMV chip card.

1. On the main menu, click Configure. On the side menu, click Formats.

2. Select a card type in the list and click Edit.
3. On the side menu, click EMV.

EMV Sevice Code | 201

Certificates
KeyMame Serial Number ExpDate
TEST ISSUER KEY 01 111111 12/1/2028
Impart Delete

For information on importing issuer certificates used for dual interface EMV chips, see Section 7.2 Import the Issuer
Certificate File into the TRISM Client in the TRISM 6.1 HSM XT Administrators Manual (PLT-04227).
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6.4.5 Mailers

l Note: This option is only available if you are licensed for mailers.

To display the Mailers settings:

1. On the main menu, click Configure. On the side menu, click Formats.

2. Select a card type in the list and click Edit.
3. On the side menu, click Mailers.

[] Print Card Mailer

Use MS\word Mail Merge

Print Fin Mailer

Use MS\word Mail Merge

tural PIN

Cal
Print Return Address

Trism Sets PIN Mailer Form s

Auto Select Option

(® Hone () Card Mailer

Template File

Brows

Printer:

Template File

Brows

Printer:

ize (3 7/8° X8 7/87)

2 PIN Mailer O Both

Field

Description

Print Card Mailer

Enables printing of mailers upon card print.

Use MSWord Mail Merge

Use mailer templates from Microsoft Word documents.

Print PIN Mailer

Enables printing of mailers upon card print.

Use MSWord Mail Merge

Use mailer templates from Microsoft Word documents.

Calc Natural PIN

Automatically generate a PIN for which the offset is 0000. When this is not enabled, the offset is
determined based on a randomly generated PIN.

Print Return Address

Include the branch’s address on the PIN mailer.

Auto Select Option

Specifies a default mailer option, so the teller does not have to make a manual selection each time.

6.4.6 Photo Settings

Configure .xml files, card number layout, photo IDs, and custom backgrounds. To display the photo settings:

1. On the main menu, click Configure. On the side menu, click Formats.

2. Select a card type in the list and click Edit.

3. On the side menu, c

lick Photo Settings.
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General

Format Creates a printed Card
Use Single Template

Template Directory |"-\\-.WIN-ZHSOLB4Ain\u"'-.Users"-\Puinc"-XML -HFS | | Browse |
File Name | Porticoxml |
Default Background | | | Browse |

Template Parameters
Track 1 Data + Track 2 Data

Print Bin

Print Exp. Date
Print Full Name
[] Print Misc1
Print CWVV2

[] Print Last 4

Card Mumber Printing

O No Masking

(®) Masked Card Number

O Use Alt. Mask HOOK OO K XA

Template Options {Use Names from the Options)
[] Pheto Background [ MiddleName
[[] FirstName ~ [] LastName

Original Card Inventory Default Embosser
[] Print Business | v| | v
Field Description

Use Single Template

Template Directory

card type folder.

Sets the image gallery location. Click Browse. The file location should be accessible to every user. It is
recommended the image gallery is saved in a folder with a name matching the BIN, within the specified

For example: \\Server Name\Images\Card Type\BIN

Default Background

Select a background image to automatically populate the Order Card screen.

Card Number Printing

No Masking Select for 18-digit cards to disable spacing between numbers.
Masked Card Number Separate a 16-digit card number into 4 blocks of 4 digits.
Use Alt. Mask

Enter a string of "#" signs consistent with the desired spacing of card digits.

Template Parameters and Template Options

Check the fields that the card format .xml file contains.

Template Parameters
Track 1 Data + Track 2 Data

Print Bin

Print Exp. Date
Print Full Name
[] Print Misc1
Print CVV2

[] Print Last 4

[] Print Business
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From the File Naming Convention drop-down menu, select which cardholder information indicator is used to name the

Advanced
image files.
me Naming Convention |m 1 ] |

Enable Background Selection

Enable Custom Backgrounds
Custom Background Search Path

| | Browse

File Storage Path |‘\mages"\Custom

["] Enable Pheta 1D
Aspect
Height [T | Whdth [1 .y
Ixed

File Storage Path |“mages‘\Fhoto

Set

LRDMUMEE

BIM_Last4CM
CARDNUMBER
MEMMNUM_S5N

MISC1_MISC2

MEMMUM_LASTS
BIM_LASTS

BIM4_LASTS
BINT_MEM_LASTS
BIMLASTS
BIMLASTESSMEMNUMEBER
BIM_LASTE55 MEMMNUMBER

Field Description

Enable Background Selection

Enable the gallery card selection drop-down menu in the Order Card screen.
Enable Custom Backgrounds: Show the Personalize button in the Order Card screen.
Custom Background Search Path: Folder in which custom backgrounds will be saved.

Enable Photo ID

Show Take Photo button in the Order Card screen.

6.4.7 Card Status

The card status for each format is chosen in the Order Card Job Information panel. Use the default selection.

To display the card status settings:

1. On the main menu, click Configure. On the side menu, click Formats.
2. Select a card type in the list and click Edit.

3. On the side menu, click Card Status.

Use Default Selection

CardStatus
Inztant

New
Re-lssue
Feplacement
Hail

ad | [ Eit | [ Delet
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Card Status Definition

Instant Activates card and updates offset/exp.date when end user has already added a card record and it is being pulled
back into TRISM.

New Adds skeletal record, activates card, and updates offset/exp.date.

Re-Issue Updates offset/exp.date.

Replacement | Makes no changes and does not communicate any new data (i.e., just prints a card).

Mail Used in conjunction with the default statuses (for example, Instant Mail, New Mail, Re-Issue, and Replacement).
Adds skeletal card record, updates offset/exp.date, and does not activate card.

6.4.8 Card Class

When there is more than one card class assigned to a BIN, the card class for each format is chosen in the Order Card
Job Information panel.

To display the card class settings:

1. On the main menu, click Configure. On the side menu, click Formats.
2. Select a card type in the list and click Edit.
3. On the side menu, click Card Class.

Adding a Card Class to a BIN:

1. Click Add and enter the card class name. Click OK.

CardClass

CardClass
BSN

0K Cancel

2. In Windows Explorer, navigate to the BIN template directory. Create a folder with a name that exactly matches the
card class name.

« v P » ThisPC » DATA(D:) » TRISM

+ [ This PC ~ MName Date modified Type

[ Desktop BSN 25/06/18 443 PM File folder
|| Documents

‘ Downloads

3. Add the desired image and xml file to the card class folder. If using different xml files for each image, add all
necessary xml files.

4. If another BIN is using the same card class, copy the card class folder and paste it in the other BIN folder. It is
important that each card class folder is updated when the contents of one are modified.
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6.5 Devices
The Devices tab displays a list of all printers and embossers configured with TRISM.
On the main menu, click Configure. On the side menu, click Devices.
Device License Allowed: 20
Device License Used: 4 License Device
Index Mame Address Port ServicelP & Port
1 DTG 10.244.... 7575 10.244.69.138 1234
2 Printer B6060933 10.244.... 1235 10.244.69.138 1234
3 Printer B4210100 10.244.... 10100 10.244.69.138
4 Printer B5240113 10.244.... 9955 10.244.69.138
[ ad ][ Eit |[ Delete |
Each device must be licensed. For instructions on adding a device license, see 7.7 License.
An unlicensed device is highlighted in red. Select the device from the Devices list and click License Device.
I5 Unlicensed Device 10.244.69.1 1212 1024469321234 I
A licensed device is highlighted in blue.
|4 Default Printer 10244 9955 1024469133 |
6.5.1 Add a printer or embosser
1. Install the printer according to the manufacturer’s instructions.
2. Inthe TRISM 6 Devices window, click Add.
3. If the printer is accessed via a network or wireless connection, select Network.
(®) Network O Local
Metwork Settings Options
Namta [] Secure Mode Diata Encryption Key
|DTC|| Flus Brance 4 | W Bl B
IP Address Port
[102316208 [0 | L] Topper
T [ Auto Verify
Fargo DTCII PLUS e [ Read First
EMV Name Printer Service IP [ Batch
| | [w23e1873 | v
Card Mailer Minumum % for Alert
— o &
Photo Settings
Horizontal Alignment |0 Page Height
Vertical Alignment 0= Page \wiidth
Job Settings 0K Cancel
June 2024
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4. Enter the printer Name, IP Address, a Port unique to the printer, Type (photo printer, embosser), and UNC path of
the Card Mailer printer (if applicable).

5. Set the Horizontal and Vertical Alignment fields to 6 (HDPii Plus printers only).
6. Ensure the Page Height is 213 and the Page Width is 338.
7. If an embosser is being used, select the desired options in the Options area:

Secure Mode: Enter embosser’s data encryption key to encrypt information sent to embosser.
Extended Errors: View a detailed log of any embosser errors.
Topper: Check if a foil topping is imprinted on card numbers and names.

Auto Verify: After a card is printed, it is automatically verified that it has printed correctly. This is recommended
when printing large quantities of cards.

Read First: Not used.
Batch: Not used.

8. When all required information has been added, click OK.

Added Successfully

9. Restart Card Printer Service after adding, deleting, or changing a device.
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Job Settings for HDP600ii Printer
Additional job settings can be configured for the HDP60Oii printer.

1. Inthe TRISM 6 Devices window, click Job Settings.

Fargo HDP6OOII v [ Read First

EMV Name Printer Service IP [[] Batch

[ | 023673 ] v
Card Mailer Minumum % for Alert
E— -

Photo Settings

Harizontal Alignment |0 Page Height 213

: Page Width
ok Cancel

2. The following form is displayed to adjust the settings for the HDP600Qii printer.

Vertical Alignment 0

[ Image Transfer Premium Made
Card Type | FargoUtraCardPr

Transfer Dwedl Time Front Dye Sub (YMC) Temeprature Offset
9 v °
Transfer Dwell Time Back Resin (K) Temperature Offset
' 17 ' o
Image Transfer Temperature Offset
[ ] (]

[ MultiPass Front [] MultiPass Back

Field Description

Image Transfer Premium Mode When this option is selected, you can specify the type of card used in the printer. When the
Card Type is selected, the Transfer Dwell Time Front, Transfer Dwell Time Back, and Image
Transfer Temperature Offset settings are automatically set to the optimum values. If this
field is not selected, these settings are not applied.

Transfer Dwell Time Front Sets the speed at which the card moves through the transfer section in the printer. This
setting affects the front of the card transfer speed.

Transfer Dwell Time Back Sets the speed at which the card moves through the transfer section of the printer. This
setting affects the back of the card transfer speed.

Image Transfer Temperature Offset | Sets the temperature of the transfer roller when applying the film to the card.

Dye Sub (YMC) Temperature Offset Controls the temperature of the print head when printing the Yellow, Magenta, and Cyan
panels onto the card. Increase the setting to darken the image and decrease the setting to
lighten the image.

Resin (K) Temperature Offset Controls the temperature of the print head when printing the black resin panel onto the card.
Increase the setting to darken the image and decrease the setting to lighten the image.

MultiPass Front When enabled, a second layer of film is applied to the front of the card. This should not be
used if the inhibit panel is being used on the front of the card.

MultiPass Back When enabled, a second layer of film is applied to the back of the card. This should not be
used if the inhibit panel is being used on the back of the card.
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Job Settings for DTCii Plus Printer

Additional job settings can be configured for the DTC™ii Plus printer.

1. Inthe TRISM 6 Devices window, click Job Settings.

Fargo DTCII PLUS

~

Horizontzl Alignment |0

Vertical Alignment 0

|

EMV Name Printer Service IP

[ | [023e173 ]
Card Mailer

Photo Settings

[[] Read First
[ Batch

w

Minumum % for Alert
0 3

Page Height
Page Width

OK Cancel

2. The following form is displayed to adjust the settings for the DTCii Plus printer.

Dye Sub ¥MC) Temeprature Offset

Resin (K) Temperature Offset

Overlay (0] Temperature Offset

Field

Description

Dye Sub (YMC) Temperature Offset

lighten the image.

Controls the temperature of the print head when printing the Yellow, Magenta, and Cyan
panels onto the card. Increase the setting to darken the image and decrease the setting to

Resin (K) Temperature Offset

Controls the temperature of the print head when printing the black resin panel onto the card.
Increase the setting to darken the image and decrease the setting to lighten the image.

Overlay (0) Temperature Offset

Controls the temperature of the print head when applying the overlay material onto the card.
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6.6 Active Directory

All users that are part of a network’s Active Directory can be automatically entered in TRISM. If Active Directory is
enabled, usernames and passwords cannot be changed using TRISM 6. The computer in use must be part of a domain,
not a workgroup. If the computer is part of a workgroup, do not change any active directory settings.

On the main menu, click Configure. On the side menu, click Active Directory.

When Active Directory is enabled, the only non-active directory logins that may be used are:

e Accessi
¢ |nstaller1
¢ [nstaller2

Check Enable Active Directory. TRISM 6 automatically searches and enters the domain name.
Click Get Domain Groups to display all groups in the Users window.

Select a group in the Users window and choose a template from the drop-down menu.

Click Set to save the template to the selected domain group.

The domain group selected is displayed in the Template Group field.

Hwnh =~

Enable Active Directory
[[] Use Nested Groups
Domain

Trism test.com

Settings

L
L Template

| v]

Template Group

Previous Groups

0K || Cancel
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6.7 Branches

Each branch must be licensed. For instructions on adding a branch license, see 7.7 License.

1. On the main menu, click Configure. On the side menu, click Branches.

Branch License Allowed: 21
Branch License Used: 2 license Branch
BranchlID Branch Name
Central Central Branch
Eden Prairie EF Branch
Add Edit Delete Quick Add

2. Select an unlicensed branch highlighted in red and click License Branch. A licensed branch is highlighted in blue.

6.7.1 Add vaults to a branch

1. Select a branch and click Edit.
2. Click Add under the list of Vaults.

Branch D Address 1 City
Certol || | | |
Eranch Name Address 2 State  Zip
[ e | [ | —
Vaults Devices PC's/Users/Ranges BINS
Description Description Description ~ Description
Default Vault DTCii Tablet3 1. ATM
Printer BE060533 TRISM_QAD1 2. Consumer
Printer B4210100 USMINL-BDSVZF2 = 3. Business
Printer B5240113 nuvision 4. Portico 1
USMINL-32GJD12 5. Portico 2
SurfacePro 6. Import Testing
USMINS-TRISMO1 7. Card Services Test
ADMIND "
< m > < m > < m > < m >
Add | | Remave | | Add | | Remave | | Add | | Remave | | Add | | Remave
0K || Cancel
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3. Click Add New. Dual control is enforced for accessing vaults, so a second user must enter their login credentials.

Select a Vault to Link

Description
Default Vault
Central

[ AddNew |[ 0K |[ Cancel |

4. To add a central vault (the vault in which inventory is usually stored for distribution to branches), click Add Central.
To add a non-central vault (no inventory is taken from a non-central vault and sent to other branches), click Add
Location.

5. Enter the vault name and location, then click OK.

6. To add card stock to a vault, select the vault and click Add.

7. Select the card stock to add, enter the quantity of cards, and any comments required by your financial institution.
Click Add.

Select Card Stock Quantity

[Blank vwhite v| [a0

Comments
|Added 6/26/2018 by John Smith |

Add Cancel

8. The vault inventory is updated.

Branch
MName : |New Vault | Description Humber of Cards
Address 1: |123 Main St | Blank White 400
Address 2: | |
City |Anyville |
state: [un | zip: [10203
Update Information PrintInventory Add Edit Delete

6.7.2 Add devices to a branch

1. Select a branch and click Edit.
2. Click Add under the list of devices.

Devices

Description

DTCii

Printer B6060933
Printer B4210100
Printer B5240113

Add Remave
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3. Select an existing device and click OK or click Add New to set up a new device (see 6.5.1 Add a printer or

embosser).

Select a Deviceto Link

Description

DTCii

Printer B6060933
Printer B4210100
Printer B5240113
Matica 8300 XID GA

[ AddNew ||

0K || Cancel |

4. To make one of the devices this branch prints to by default, select the device from the Devices list and click Make
Default. This step is not required.

Branch |D Address 1 City
|Central | | | |
Branch Name Address 2 State  Zip
|Central Branch | | | | | |
Vaults Devices PC's/Users/Ranges BINS
Description Description Description Description -
Central DTCii Card Printer AAHIDGNCZNS3 1. ATM
Default Vault Fargo tablet3 2. Consumer
HODPI&&00 DemoTablets 3. Business
T3 DTCI plus DESKTOP-H3ITN15V 4. Portico
USEULL-D3M3IR2 5. portico2
WIN-T730G3858KS 6. Precision
DemoTablet2 7. consumer copy2
tablet2 17. jeffcontactless W
£ > £ £ £ >
| Make Default
Add Remave Add Remaowve Add Add Remove
* Yellow Background on a Device Notes it is the Default Printer for this Branch. oK T
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6.7.3 Add PCs/users/ranges to a branch

The following procedure is used only to add users when Active Directory is enabled.

1. Select a branch and click Edit.
2. Click Add under the PC’s/Users/Ranges list.

PC's/Users/Ranges

Description
LEA-DESKTOP
RYAN-DESKTOP2
JANET-DESKTOP
TRISM4-TEST1
ERIC-LAPTOP2
EMV-1

TECH16
LIZZI-DESKTOP v
£ >

RE meve

3. Select the method and enter the PC Name, IP Address/Range, or User Name and click OK.

6.7.4 Add BINs to a branch

Before adding BINs to a branch, the BINs must be set up. See 6.4 Formats.

The following procedure is used only if different branches use different BINs. If all branches use the same BINs, do not
add BINs to any branches. When the BINs list is blank, the branch automatically displays all BINs when ordering a card.

1. Select a branch and click Edit.
2. Click Add under the BINS list.

BINS

Description

1. ATM

2. Consumer

3. MasterCard Debit
4. Portico 1

5. Portico 2

6. Import Testing

7. Card Services Test

< >

RE move

3. Select a BIN and click OK.
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6.7.5 Branch Add - Quick Add feature

The Quick Add feature adds efficiency for configuring a new device, branch, and vault.

l Note: Using this feature assumes the printer has been installed on the server.

1. Log in to TRISM using the User ID for the administrator level.
2. On the main menu, click Configure. On the side menu, click Branches. Click Quick Add.

File Reguest Cwueue Reports  Inventory Help
= = g
COEE
Log Out §Order Card] RePIN Quieue End of Day Wault Help
- General
- Users Branch License Alowed: 15
- Templates : -
- Formats Branch License Used: 3 License Branch
- Devices
.. Active Directory BranchlD Branch Name
Central Central Branch
- IMmenaces East Side East Side
- Databases West Side West Side
- Regions
[+~ Card Stock:
- Theme
- (Queue Setup
- Crystal Reports
- Reporting Service
Add Edit Delete Quick Add
Import Export oK Cancel
3. Enter a Branch Name and click OK.
BranchID Branch Name
Central Central Branch
Quick Add Branch — O s
Please Enter The Branch Name
Quick Branch|
oK
Add Edit Delete
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The branch name is added. In addition, a vault and device with similar names are added to the branch.

EBranch ID Address 1 City
[OnickBranch [ ] |
Branch Name Address 2 Sie  Zip
[Guick Branch [ 1
Vauks Devices PCs/Users/Ranges BINS
Description Description Desciption Description
Guick Branch Guick Branch Printer 1. ATM
2, Congumer
3, Business
< > < > <
Add Remave Add Remove Add Remaove Add
0K Cancel
4. Click OK.

5. On the Configuration screen, click Devices. A new printer was added with the name you created in step 3. Select
the device and click Edit.

6. Edit the following fields to configure the printer:
Name: The name exactly as it is displayed in Devices and Printers.

IP Address: IP of the installed printer.

Port: Any number. This setting is not used, but must be filled in.

Type: Type of printer.

Print Service IP: IP address of where the printer is installed, and the Card Printer Service is running.
Photo Settings: Set both the Horizontal and Vertical Alignment to 6.

Click OK and restart Card Printer Service.

7. A matching vault was created with card stock added in step 3. If new card stock is created, that stock is

automatically added to each vault.

8. On the Configuration screen, click CardStock > CardStock to Vault/Device.

File  Request Cueue Reports

ReriM Quoue

| Log Out O

- General

- Users

- Templates

- Formats

- Devices

- ctive Directory
- Branches

- Interfaces

.- MSR

- Databases

[l
(=)

El-CardStock

- CandStock |D

- CandStock to BIN
¥ Card Stock to Vault/Device

- Theme
- Queue Setup

9. From the Select Vault list, select the new vault.
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10. Select the Card Stock, Device, Hopper, and State. Click Add.

Select Vault
Quick Branch w

Card Stock ID Card Stock Description Device State Hopper

Select Card Stock Remaove
EMV -

Quick Branch Printer ~

Hopper

1 v
State

Ready w

-

The card stock is now linked to the vault and device.

The branch and printer have been configured.
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6.8 Interfaces

6.8.1 Interface Settings

Interface settings and values are determined by each individual interface and are generally not edited by financial

institution personnel.

On the main menu, click Configure. On the side menu, click Interfaces.

- General .
. Users Interface |Portico
- Templates ] -
... Formats Setting Value
... Devices BRANCHID 000
- Active Directory CREDITUMICNID 23X
- Branches LOGGINGMAX 100
= Interfaces LOGGINGMIN 0
& Interface Setting: CVERIDEACTIVATION N
i Interface Bin Settings
- Databaszes
- CardStock
-~ Theme W
- Gueue Setup
Add Edit
StockMame StockCualfier
Blank white 654321
Edit Delete
Ok Cancel

6.8.2 Interface BIN Settings

Interface BIN settings determine what actions can be performed by each BIN. Interface BIN settings and values are
determined by each individual interface and generally not edited by financial institution personnel.

On the main menu, click Configure. On the side menu, click Interfaces > Interface BIN Settings.
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- (General Interface
- Users |Card Prrter Service |
- Templates )
- Formats Bin
DE'U'iCES |12-3455 il |
- Active Directory
- Branches Setting Walue "
£ Interfaces DortActivate N

- Interface Settings DortAdd N

™ |rterface Bin Settings Dont Relssue M
- Databases

DortRePIM N
+- CardStock
& oy e DontSearch M
- Queue Setup Enabled Y
W
Add Edit
QK Cancel

6.9 Databases

Change logging options for SQL databases.

On the main menu, click Configure. On the side menu, click Databases.

Logs
Days to Keep: |30

= Purge Time: (24h Format)
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6.10 Card Stock

On the main menu, click Configure. On the side menu, click Card Stock.

6.10.1 Card Stock ID

To add different card stocks to the inventory menus:

1. Enter the new card stock ID (may be alphanumeric) and description in the fields.
2. Select EMV if the card has a chip, then click Add.

Card Stock ID Card Stock Description EMV
123 EMV |
444 Sample Test O
456 Blank White O
Card Stock 1D Card Stock Description
456 | |Blue pre-printed | EMV
- Delete
6.10.2 Card Stock to BIN

To set the BIN number to be printed on each card stock type:

1. Select the card stock in the drop-down menu.
2. Select the BIN in the drop-down menu, then click Add.

Card Stock Description BIN /IS0 2
EMV 222456
EMV 123455
EMV 223785
Blank White 222456 hd
< >
Select CardStock FEnETE
EMV ~
Select BIN /150 l Add l
g

6.10.3 Card Stock to Vault/Device

Track the addition of card types to printers and embossers.

1. Select the vault that contains the card stock to be added, then select the card stock from the drop-down menu.
2. Select the printer or embosser to which card stock is to be added.
3. Select the card stock default state/status. Select the card stock default state/status. The default selections are:
e Ready: the card prints immediately upon completion.
e Paused: the card does not print until the state is changed to Ready or Manual in the Queue.
e Manual: the card does not print until it is manually fed into the printer (not available with all printers).
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4. Click Add, then OK.

Select Vault

Default Vault ~

Card Stock ID Card Stock Description
123 EMV

123 EMV

123 EMV

123 EMV

444 Sample Test

Device

DTCii

Printer BS050933
Printer 64210100
Printer B5240113
DTCii

State
Paused
Paused
Paused
Paused
Ready

Hopper

1

1
1
1
1

Ll

Select Card Stock

Select Device

Hopper

State

Remave

Add

6.10.4 Add a new BIN or card stock

> owp

I

If adding a new BIN, add a new format (see 6.4 Formats).
Add a new card stock ID (see 6.10.1 Card Stock ID).
Link the new card stock ID to the appropriate BIN (see 6.10.2 Card Stock to BIN).

If you are using different BINs for different branches, add the BIN to the branch (see 6.7.4 Add BINs to a branch). If
you are using the same BINs for all branches, go to the next step.

Add card stock to the branch vault (see 6.7.4 Add BINs to a branch).
Link the new card stock to the vault and device (see 6.10.3 Card Stock to Vault/Device).

7. Card stock can now be added to devices in Device Access (see 5.1 Device Access).

6.11 Theme

Allows you to customize the text box color of the Edit Permissions, Order Card, and Re-PIN menus.

From the main menu, select Configure, then from the side menu, click Theme.

Click Select to choose a color, then click OK to apply changes.

Order Card/Repin

Reguired SEE
Editsble [ | Select
Single Required 1] Select
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6.12 Queue Setup

Change the order in which columns are displayed in the Queue.

1. On the main menu, click Configure. On the side menu, click Queue Setup.

2. Select a field and click the arrows to change its order.
l Note: The ID field must be first and must be checked.

3. Clear the check box to hide the field in the Queue.

4. Click Save.
[ 1D StockID
] Card Type Product|D
] Format Number Card Status
] Process State Encode Name
] Originating IP Cardnumber S
] Originating Bank 1D Pin Mailer
] User ID Card Mailer
] CIN Mame v
] Device 1P DeviceState
] LinkID RequestMame
] User Name
] BranchID
1] Entry Date
] Cument Task
1] Index
[+ Card Mailer Printed
*ID is Reguired as First Column Save

6.13 Regions

Regions are groups of branches that are linked together to allow you, with correct permissions, access to the regional

queue and devices. They also allow you to redirect jobs to any other device in the region.

To manage the regions setup, on the main menu, click Configuration. On the side menu, click Regions.

General
Users
Templates r
Formats Region 1D Fagion Name
Devces i} South Regon
Active Drsctony
Branches

t| Interdaces
Databases

] Enable Regions

+- Card Stiock
Therme
Chseuse Setup
Crystal Repoets

OK

Cancel
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6.13.1 Add a region

1. On the Regions configuration screen, click Add.

-] Enable Regions

Famats Region ID Regon Hame
Denizes 0 South Regon

DK Cancel
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2. Enter a Region ID, Region Name, and click OK.
Flfinn 10 F-lfinn Name
Branches
b Remaove Cancel
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6.13.2 Add a new branch to a region
1. On the Regions configuration screen, select a region and click Edit.
Enable Regions
Region ID Region Mame
01 South Region
ooz | Morth Region
Add Edit Delete
2. Onthe Edit screen, click Add.
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3. From the list, select the branch to add to the region and click Add.

Regional Branches — O >

Branch

das

SEESEESE!
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6.13.3 Remove a branch from a region

1. On the Regions configuration screen, select a region and click Edit.

Enable Regions

Region ID Region Mame

01 South Region
ooz | Morth Region

Add Edit Delete

2. Select the branch to remove from the region and click Remove.

Region 1D Fegion Mame
12345 | |North West |
Branches

est Eranci

Add oK Cancel
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6.14 Crystal Reports licensing

Crystal Reports version 13.026 requires a license agreement to be accepted if using Citrix/remote environments. TRISM
Client 6.2 and above detects if the Client is launched in a remote session and disables Crystal Reports from being used if
the license acceptance has not been checked. Card production can still occur but when Crystal Reports is called to print
a report, a message is displayed stating Crystal Reports is not licensed.

To enable the license agreement, select Configure > Crystal Reports and select Enable.

File  Request Queue Reports Inventory

- General
U When used in a Gitix. Temminal Services or VDI environment, it s the responsibilty of the Flto insure the proper
sers licensing for the use of the Crystal Reports for Visual Studia MET Rurtime is in place. Please Insure this is the
Templates done prior to enabling the following feature:
- Formats
Devices
- Active Directory

Branches
terfaces
Databases
Regions
CardStock
Theme
aOiae Sein

Crystal Reports

Enahlel

oK Cancel

By default, this setting is disabled in all User Templates. If the financial institution does not log in with Access1, then the
setting must be enabled in a User Template to show the settings, then disabled to remove it.

To enable the setting, select Configure > Template, select the template and click Edit.

File Request Queue Reports Inventory Help

Hep
- General D Name
im=r Template 1 Admin 2
i~ Devices emplate ackoffice
+- Active Directory Template 3 Inventory Control
i Branches Template 4 Central Reporting
- Interfaces Template 5 Teller
- Databases Template & Finnacle Slog
i Regions
CardStock
i Theme
&~ Queue Setup
L. Crystal Reports
Print Rights Add Edit Delete

0K

Cancel
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Select Crystal Reports Editing and click OK.

g Trism & B S T
o File Request Queue Reports Inventory Configure Help -8 x
[ Seaurty View Seftings Frinters
+ Order Cards User Edting Add
] g““e Add User it
il Edit User Remove
=T Delete User Uparading
Card Stock Formats
dd Add Format
Delete Edit Format
Edit Delete Format
how Healthbar
] Delete
Acive Directory Edit
terface Editing
SR Editing
ardStock Editing
ranch Editing
dd
Edit
Delete
oK Cancel

The financial institution should then log into TRISM with a user on the edited template to enable the setting.
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7.1 About

View the version of TRISM 6 currently installed.

a
On the main menu, click Help > About, or cIick.

To view TRISM data and error logs, click Log Directory.

Trsm Chent
Version: 6.0.14.86

HID Global

Lo Drecion

7.2 Support Documents

View TRISM support documents such as the user manual and daily procedures.
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7.3 Data Log

View the log of all actions performed by third party services.

1. On the main menu, click Help > Data Log.
2. Select the dates to search by in the Start Date and End Date drop-down menus.
3. Select the service in which to view the log. Click Search.

Start Date End Date
[o1 wune 2018 O] [7 wne 2018 El
HID TRISM Mornitor Search
= Rows

TimeStamp Message Assembly  Data

4/1/2015 8:43.05 AM Legacy logging method all check dat...  DSIBP...  Encountered exception while calling tismwsservicehost Open() Messz

4/1/2015 8:43.02 AM Starting Service - Version =4.1.0.3005 DSIBP..

4/1/2015 8:29:15 AM Legacy logging method all check dat...  DSIBP...  Encountered exception while calling tismwsservicehost Open() Messz

4/1/2015 8:28:57 AM Starting Service - Version =4.1.0.3005 DSIBP...

£ >

Source

Diate/Time: TimeStamp

Priority PriorityLvl

Severity: SeverityLvl

Machine Name: Machine Name

Purge Export oK

Button Description
Purge Deletes the log.
Export Exports log to a notepad file.
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7.4 Error Log

View the log of all errors encountered by third party services.

Hwnh =~

On the main menu, click Help > Error Log.
Select the dates to search by in the Start Date and End Date drop-down menus.
Select the service in which to view the log. Click Search.
Click Purge to delete the log.

gtart Uate

End Date

27

June 2018

O] [@ June 2ms

Calculation Service | Search |

<

500 15 Rows

TimeStamp Message  Assembly  Source TargetS... Data
5/26/2015 8:22:37 AM Invalidli... DS5IUkr.. DSlinte... Demotel...
5/26/2015 8:22:37 AM Invalidli... DS5I Ukr.. DSlinte... Demotel...
5/21/2015 5:54:59 AM Invalidli... DS5IUkr.. DSlinte... Demotel...
5/21/2015 5:54:59 AM Invalidli... DSIUkr.. DSlinte... Demotel...
5/20/2015 1:48:29 FM Invalidli... DSIUkr.. DSlinte... Demotel...
5/20/2015 1:48:29 PM Invalidli... DS5IUkr.. DSlinte... Demotel...

Source

Diate/Time: TimeStamp
Source: Source
Target: Target

Machine Name: Machine Name

7.5 Client Information

On the main menu, click Help > Client Information.

0K

Client Information displays a list of each TRISM workstation, and the following information associated with each

workstation:

e UserlID

e TRISM Version
e Last Login

e Last Logout

¢ PIN Pad Serial Number
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7.6 Device Information

The Device Information screen is used to display information about currently configured driverless printers such as the
HDP600ii and DTCii Plus.

On the main menu, select Help > Device Information.

Device Name Device IP Service IP Fim  Ribbon Fimmware Version Service Build  Serial Number

Fargo 192.168.1.10:443  0.0.0.0 100%  100%
DTG Card Printer  10.236.16.80:1234  0.0.0.0 100%
HDPIE600 10.236.16.89:443  0.0.0.0 0% 52% 10.0.25.431 2038441 B3151242
T3 DTCI plus 10.236.16.130:443  0.0.0.0 2% 10.0.15.387 2024355 C2250166
gfgagfafd 11.1.1:2323 152.168.1.246 100% 100%
Add Remove Export List

Device Name Device P Update Status

Location of Firmware File | | Upgrade

Device Information lists each printer and the following information associated with each printer:

» Device Name: The logical printer name in TRISM

* Device IP: The network IP address of the printer

» Service IP: The network IP address of the print server. (The server running the Card Printer Service.)
¢ Film: The percentage of transfer film left on the spool

¢ Ribbon: The percentage of ribbon left on the spool

e Firmware Version: The printer firmware version

» Service Build: The printer software build version

e Serial Number: The serial number of the printer

e Export List: Exports the printer list to a CSV file
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7.6.1 Upgrading the printer firmware

To upgrade the printer to a new firmware version, you need to have the firmware file on the system running the TRISM
Client.

1. Select the printers to be updated and click Add. The selected printers are added to the update list that is displayed
in the lower table.

Dievice Mams Device IP Servce [P Firm Ribbon Fmrware Version  Service Buld Sarinl Mumber

HOP&00 Branch 1 10223616 200-0 10.236.16.73 Bt BS% B11.7 1.0,0.110 B5151242
10.236.16. 2010 10.236.16.73 T AT B1.1.7 1.000.110 Ci020223

20181
20181

| 10.236.16.7

Device Name Device IP Update Status

DTG Plus Brance 4 10.236.16. 2030
DTCE Plus Branch 5 10,236,165, 204:0

L >

Location of Firmware File: | Q Upgrade oK

2. Select the firmware file to install on the printers. Click ... (Browse) to navigate to the firmware file on the TRISM
Client.
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3. Select the firmware file to install and click Open.

= Open

COrganize = Fiate Ibder
F030-089-11
Profiles 2014 &pri
Tagerlub

i Oreelivrvn - Aans Abloy Ing

i DreDvrce - Perional

I This B
P D oagens
B Deshicp
i Doguments
& Cowedoads
B M
= Pichuned

. Wdeon
Lo Local Dik 1

i 4 ¢+ ThaPL &

Locel Digk {3} » Firmevare

Bl TUE] Trevy

ET3O0H fom

ETIH0LE] fren

A T A

FRW 02095 Revd_ DT aPhu IFW Busedle_ .
AR w200l 0t

PR w203 08

PR w200 e

File namie | PRV -0205% Rt TR uPha PO Buslle 10,3242 fim

HIl} Furnaare Updates (" fem]

Cancd

4. Once the printers and firmware are selected, click Upgrade to begin the upgrade process.

Note: During the upgrade process, a status meter displays the percent completed of the firmware package to the
device being upgraded. In addition, if you attempt to exit the Device Information screen, an error message is

displayed until all selected devices are fully upgraded.
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7.7 License

All licenses (for example, device, PIN pad, MSR, workstation, and so on) are loaded into TRISM in this window.

1. On the main menu, click Help > License.
2. Click Browse to navigate to the license file.
3. Click OK.

| | ((Browse )

I oK '

4. Click Save PIK.

|C:\Users\Desktop\[H]E1?284_1 111111111_2018060180509 lic Browse

oK

<l version="1.0" encoding="utf-16" 7>
<license xmins xsi="http:/Awww w3.org./ 2001/ XMLSchema-nstance" xmins xsd="http:/ www w3.org/2001/X%
<Branchlicense>4E38A9AAT1ABB31D30EDCATCUOB2EDSE</BranchLicense>
«ClientsLicense>0415C78D4258666A</ClientsLicense:
<Devicelicense>31BD42797338D11FD4A315DEEDF1FF48</Devicelicense>
<FlD=00817284</FlID>
<ltems:
<PIKITem:
<Importkem /=
<Lincensed>E32500449AC8204B</Lincensed>
<Name zoptChecksum</Name
«|sSearchable:false</lsSearchable>
<Repin:false</Repin:

A nmmonhlama S

Yl

7.8 System Status

Displays the Version, Start Time, Last Update Time, and Last Status Time of each service.

On the main menu, click Help > System Status.

Service Version Start Time Last Update Time Last Status 2

Delete 0K

e Green: status table in database is running.

* Red: status table has not been updated for the number of minutes specified by the Configure > General > Minutes
before Red Icon (Down) on HealthBar option (see page 6.1 General).
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A.1 System requirements

A typical TRISM installation consists of a server or virtual machine (Host) and one or more workstations. A dedicated
server or VM is strongly recommended to prevent network downtime, as aspects of installation, setup, configuration, and
updates may require system reboots. The server must be provided by the financial institution. The hardware and
software requirements for TRISM installations are listed in the following table.

Server (Host) Workstation (Client)
Minimum processor speed | 2.0 GHz 2.0GHz
Minimum available RAM 16 GB 4GB
Available hard disk space 50 GB 10 GB
Video resolution SVGA (1024 x 768) SVGA (1024 x 768)
Operating system Microsoft Windows Server 2012 R2, 2016, 2019, 2022 Windows 8/8.1, 10, 11
Database software SQL Server 2016 (SP2), 2017, 2019, Standard, Express, or Enterprise Edition N/A

Note:

» A dedicated server and SQL instance is strongly recommended on the server. High volumes of printers, mixed
printer environments or embossers may require a separate printer server.

e Itis recommended to use the Standard or Enterprise edition of SQL Server in a system containing 25 or more
branches.
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A.2 Card layouts

Refer to the following guidelines when setting up card formats.

Card Layouts

Card size 33/8"x21/8"
Bleed 1/8" optimal; 3/32" minimum
Clearance Text/logos at least 3/32" from edge of card, brand marks, magnetic stripe, EMV chip,

or signature panel

Visa Specifications

Visa brand mark

9.75mm x 20.5 mm

edge of card

Distance from right of brand mark to right edge of | 2 mm
card
Distance from bottom of brand mark to bottom 2mm

MasterCard Specifications

MasterCard brand mark

11.3mm x 19.25 mm

Distance from right of brand mark to right edge of | 2 mm

card

Distance from bottom of brand mark to bottom 3mm
edge of card

Custom Images

Image file type Jpeg, .bmp
Aspect ratio 3:2
Minimum resolution 1015 x 640
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A.3 Custom image guidelines

Your financial institution reserves the right to determine, in its sole discretion, whether a submitted image will be
accepted or rejected. All images submitted must have the consent of the owner including those images downloaded
from the internet.

Any images that contain the following items are not accepted:

e Company names, logos, slogans, third party brands, trademarks, copyrighted items, or any image which may be
protected by trademark or copyright.

» Professional athletes, politicians, celebrities, public figures (excluding permission-based photos of you, your family
members, or friends photographed with a famous person).

» Depictions of illegal activities or otherwise inappropriate behavior.

¢ Addresses, phone numbers, social security numbers or other personal identification numbers, URL addresses.

« |tems that may be considered obscene, offensive, indecent, provocative, nude, semi-nude, lewd, or otherwise
inappropriate images, including profanity.

« Political affiliations or other socially sensitive images.

¢ Racially sensitive material.

¢ Artwork which was created by a third party for which you have not obtained permission from the owner to use.

» Cartoon or other characters for which express permissions have not been obtained. This includes images that you
have not created and do not have permission to use.

* Any other image which is deemed unacceptable and reflects negatively on the branding message of your financial
institution.

A.4 Permission descriptions
A.4.1 Security

Permission Description

Template Security Level Determines if you can reset a user's password when you have the Add User permission or locks the
account if you have the Edit User permission.

Edit Security Template Allows you to add, edit, or delete templates.

(Add/Edit/Delete)

Edit Security Permissions Allows you to edit a template. This is specifically for modifying the templates without having the ability to
add or remove the templates.

View All Branches Allows you to access all branches even if the system is configured to only show your branch. This is useful
for users who float.

Log into Thost Allows you to log in to the T-Host server.

License File Allows you to see the License Section and allows you to add/update the licenses with the supplied file.

Reset Other User Passwords | Allows you to reset other user's passwords.

l Note: This does not apply to systems configured with Active Directory.
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A.4.2 Order cards
Permission Description
View Order Card Allows you to access the Order Card option from the Request menu on the main tool bar and to access the Order

Card button on the quick launch tool bar.

View Actions

Allows you to access the Request menu on the main tool bar.

Edit Permissions

Allows you to access the Request > Edit Permissions option on the main tool bar.

RePIN a Card With PIN Verification: Allows you to see the Request > Re-PIN option.
Override: No longer used.
Enforce Card: Allows you to see the Re-PIN screen. Card must be swiped to re-PIN. Re-PIN is not possible if card is
not present.
Order Card Express | Order Card screen opens automatically upon login.
PIN Mailer Only Allows you to access the Request > PIN Mailer option on the main tool bar.
Print Transactional | Allows you to access the Transactional Print screen when you successfully order a card. The Transactional Report
Report is a sign off sheet the customer signs to state they had a card made. Many financial institutions do not use this or

have their own.

Hide Customer Info
on Transactional
Report

Allows you to access the Print Transactional Report option to mask the customer data on the report. This is for
security.

Force Masked Card | Allows you to access the Print Transactional Report option to mask the card number on the report.
Number on Trans
Report
Read a Card Allows you to access the Request > Read a Card option on the main tool bar.
CVV2 Calculator Allows you to access the Request > CVV2 Calculator option on the main tool bar.
Auto Select First Allows you to have the Card Status in Order Card to automatically be populated with the first option. This is for
Card Status improved automation.
A.4.3 Queue
Permission | Description
View Queue | Allows you to access the Queue menu on the main tool bar and to access the Queue button on the quick launch tool bar.
Edit Card Allows you to edit card records in the Queue.
Delete Cards | Allows you to delete card records in the Queue.
Delete from | Allows you to delete cards from other branches and requires you to have the View All Branches permission.
any Branch
Purge Queue | Allows you to access the Purge Queue Request button on the quick launch tool bar to delete all pending queue requests.
Requests This is used to troubleshoot systems that have a lot of traffic in the queue.
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A.4.4 Reports
Permission Description
View Reports Allows you to access the Reports menu from the main tool bar and the Reports button on the quick launch

tool bar.

View Local Reports

Allows you to see the predefined reports as well as custom reports that have been saved.

Run End of Day Reports Allows you to access the End of Day option in the Reports menu of the main tool bar and the End of Day
button on the quick launch tool bar.

Use Classic View Allows you to view the End of Day report in the classic format. This is the default view.

Run End of Day Reports User: Allows you to run the End of Day report in user mode. This report displays individual branch options
only.
Admin; Allows you to run the End of Day report in Admin mode which shows all branches and formats.

Show Mask Card Number | Shows masked card numbers through the entire TRISM system. This does not include some logs that have
this data.

Force EOD Masked Card | Allows you to have all card numbers on the end of day report masked. This is for security.

Number

View Non-Financial
Reports

Allows you to have access to the Non-Financial report in the Reports menu of the main tool bar.

View Individual Reports

Allows you to access the Management Reports Section that allows you to save/load reports created by the
financial institution.

View Existing Reports Allows you to see the Historical Card Balance Report in the Reports menu of the main tool bar.
Print Reports Allows you to print reports.

Data Log Allows you to access the Data Log option in the Help menu of the main tool bar.

Error Log Allows you to access the Error Log option in the Help menu of the main tool bar.

Client Information

Allows you to access the Client Information option in the Help menu of the main tool bar.

Device Access

Allows you to access the Device Access report in the Reports menu of the main tool bar.

Vault Supply

Allows you to access the Vault Supply Tracking report in the Reports menu of the main tool bar.

Device Error

Allows you to access the Device Error report in the Reports menu of the main tool bar.

Spoiled Card Allows you to access the Spoiled Card report in the Reports menu of the main tool bar.

Spoiled Card For all Allows you to access the Spoiled Card report with all branches available in the Reports menu of the main tool
Branches bar.

Branch Activity Allows you to access the Branch Activity report in the Reports menu of the main tool bar.

Device Access Report Allows you to access the Device Access report in the Reports menu of the main tool bar.

(CardStock)

Background Allows you to have access to the Background report in the Reports menu of the main tool bar.

Same PINS Allows you to have access to the Same PINS report in the Reports menu of the main tool bar.

Different PINS Allows you to have access to the Different PINS report in the Reports menu of the main tool bar.

Historical Transfers

Allows you to have access to the Historical Transfers report in the Reports menu of the main tool bar.

Historical Vault

Allows you to have access to the Historical Vault report in the Reports menu of the main tool bar.
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Permission Description

Historical Central Vault Allows you to have access to the Historical Central Vault report in the Reports menu of the main tool bar.

Customer Removal Allows you to have access to the Customer Removal tool in the Reports menu of the main tool bar.

A.4.5 Inventory

Permission Description
View Inventory | Allows you to access the Inventory menu of the main tool bar.
Device Unlock | Allows you to access the Device Unlock function (card add and removal) in the Inventory menu of the main tool bar.
View Card No longer used.
Stock
View Vault Allows you to access the Inventory > Vault Inventory option in the main tool bar.
Inventory Central View: Allows you to access the left side of the Vaults which contain all the Central Vaults in the Vault Inventory
screen.
« Central Admin: Allows you to access the CardStock options (add/edit/remove) and allows you to Send Transfers. This
also allows you to add more Central Vaults.
« Central User: Allows you to have access to Central Branch Transfers in the transfers section of the Vault Inventory
screen.
Branch View: Allows you to view the right side of the Vaults which contain Branch Level Vaults in the Vault Inventory
screen.
A.4.6 Configure
Permission Description
View Settings Allows the user to access the Configure option on the main tool bar
User Editing Add User: Allows you to access the Add User button in the User section of the Configuration screen.
Edit User: Allows you to access the Edit User button in the User section of the Configuration screen.
Delete User: Allows you to access the Delete User button in the User section of the Configuration screen.
Card Stock Add: Allows you to add cardstock to vaults in the Vault Inventory screen.
Delete: Allows you to delete cardstock to vaults in the Vault Inventory screen.
Edit: Allows you to edit cardstock to vaults in the Vault Inventory screen.
Rename: No longer used.
Process: No longer in used.
General Edit Allows you access to the General option on the left side of the Configuration screen.
User Editing Allows you access to the Users option on the left side of the Configuration screen.
Template Editing Allows you access to the Templates option on the left side of the Configuration screen.
Format Editing Allows you access to the Formats option on the left side of the Configuration screen.
Device Editing Allows you access to the Devices option on the left side of the Configuration screen.
Active Directory Edit Allows you access to the Active Directory option on the left side of the Configuration screen.
Interface Editing Allows you access to the Interfaces option on the left side of the Configuration screen.
MSR Editing Allows you access to the MSR option on the left side of the Configuration screen.
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Permission Description
CardStock Editing Allows you access to the CardStock option on the left side of the Configuration screen.
Branch Editing Allows you access to the Branches option on the left side of the Configuration screen.
Add: Allows you to add branches in the Branch section of the Configuration screen.
Edit: Allows you to edit branches in the Branch section of the Configuration screen.
Delete: Allows you to delete branches in the Branch section of the Configuration screen.
Printers Add: Allows you to add printers in the Devices section of the Configuration screen.
Edit: Allows you to edit printers in the Devices section of the Configuration screen.
Remove: Allows you to remove printers in the Devices section of the Configuration screen.
Formats Add: Allows you to add formats in the Formats section of the Configuration screen.
Edit: Allows you to edit formats in the Formats section of the Configuration screen.
Remove: Allows you to remove formats in the Formats section of the Configuration screen.
Show Healthbar Allows you to see the red/green status lights in the main tool bar.
Show System Status Table | Allows you to access the Help > System Status option of the main tool bar.
PLT-03653, C.1 86 June 2024



Appendix B

TRISM Monitor Service




m Powerlng . HID TRISM™ 6.x Financial Instant Issuance
Trusted Identities User Guide

B.1 Introduction

The TRISM Monitor Service is designed to be the “heartbeat” of the HID service modules. This service sends notification
emails when TRISM modules, such as HSM cores or interface services, become unresponsive.

TRISM Monitor monitors the communication between the individual HID Service Modules and the SQL Database. This
gives you peace of mind knowing that if a HID-Level service stops working, an email defining the current state of all HID
services is delivered.

The logic implemented polls the SQL database every minute for service activity. If there has been no response from any
service during a specified time, an email is generated letting the user-specified recipient know that there has been a
change to the services status. The monitoring time is configurable to meet each unique environment’'s needs via the
TRISM Client Interface settings option.

The easy-to-setup email template uses an efficient format, which allows for a quick determination of what monitored
services are up and what services may be down. Every time a change in service has been identified by TRISM Monitor,
the email content shows the current status of all services, so no guesswork is required.

TRISM Module Status:

HID Card Printer Service 4.0 - UP HID Calculation Service - DOWN Corel - DOWN
Core2 - DOWN

Card Service - DOWN

B.2 HID TRISM Monitor service configuration

To configure the HID TRISM Monitor service you will need to know the following information:

¢ Host address: example — smtp.gmail.com

e Host Port: example - 123

¢ Password: example — password123456

e Username: example - TrismTestingEmail@gmail.com
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B.3 Settings

Installing and starting the service adds several settings in the Configure > Interfaces > Interface Settings > Interface
drop-down menu > HID TRISM Monitor:

Interface setting

Description

EmailHostAddress

The hostname or IP address of the server used to send email.

EmailHostPort

The port on which the email server is listening.

Email Password

The password for the email account used to send email.

EnableSSL

Enables Secure Sockets Layer (SSL) connections.

Email Username

The username of the email account used to send email.

SenderName The sender’s name to be displayed in all outgoing email.
SenderAddress The sender’s email address to be displayed in all outgoing email.
Recipients The recipient’s email addresses (separate multiple addresses with commas).

Monitor “Service Name”

Enables monitoring of the selected Service Module.

Monitor “Core 1"

Enables monitoring of the selected HSM Core Module.

AlertAfterMinutesDown

Sets how long to wait before sending an email once an unresponsive service is detected. Default 10 minutes.
Minimum value = 1 (minute), maximum value = 60.
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September 2017 | Initial release. A0

PLT-03653, C.1

CL

June 2024



hidglobal.com

For technical support, please visit: https://support.hidglobal.com

© 2024 HID Global Corporation/ASSA ABLOY AB.
All rights reserved.
PLT-03653, Rev. C.1

Part of ASSA ABLOY



https://support.hidglobal.com/

	HID TRISM™ 6.x Financial Instant Issuance User Guide
	What is TRISM 6?
	1.1 What is TRISM 6?
	1.2 TRISM 6 user interface

	Request
	2.1 Order Card
	2.2 Edit Permissions
	2.3 Re-PIN
	2.4 Read a Card
	2.5 PIN mailer
	2.6 CVV2 Calculator
	2.7 Import

	Queue
	3.1 Card queue

	Reports
	4.1 End Of Day
	4.1.1 Tips for balancing end of day reports
	4.1.2 Spoil cards
	4.1.3 Spoil other
	4.1.4 Process End of Day for all cardstock associated to the selected branch/vault/device

	4.2 Management
	4.2.1 Create a customized report
	4.2.2 Filter columns
	4.2.3 View card details
	4.2.4 Save a customized report
	4.2.5 Export a report to Excel

	4.3 Historical Card Balancing
	4.4 Device Access
	4.5 Spoiled Card
	4.6 Branch Activity
	4.7 Device Error
	4.8 Non-Financial
	4.9 Background
	4.10 Remove Cardholder Data

	Inventory
	5.1 Device Access
	5.1.1 Add/remove cards and change ribbon/foil

	5.2 Vault Inventory
	5.2.1 Add a vault
	5.2.2 Transfer cards - send cards
	5.2.3 Transfer cards - receive cards


	Configure
	6.1 General
	6.2 Users
	6.2.1 Add users (without active directory)
	6.2.2 Edit users (without active directory)
	6.2.3 Delete users (without active directory)

	6.3 Templates
	6.4 Formats
	6.4.1 General Settings
	6.4.2 Encode Settings
	6.4.3 Emboss Settings
	6.4.4 EMV
	6.4.5 Mailers
	6.4.6 Photo Settings
	6.4.7 Card Status
	6.4.8 Card Class

	6.5 Devices
	6.5.1 Add a printer or embosser

	6.6 Active Directory
	6.7 Branches
	6.7.1 Add vaults to a branch
	6.7.2 Add devices to a branch
	6.7.3 Add PCs/users/ranges to a branch
	6.7.4 Add BINs to a branch
	6.7.5 Branch Add - Quick Add feature

	6.8 Interfaces
	6.8.1 Interface Settings
	6.8.2 Interface BIN Settings

	6.9 Databases
	6.10 Card Stock
	6.10.1 Card Stock ID
	6.10.2 Card Stock to BIN
	6.10.3 Card Stock to Vault/Device
	6.10.4 Add a new BIN or card stock

	6.11 Theme
	6.12 Queue Setup
	6.13 Regions
	6.13.1 Add a region
	6.13.2 Add a new branch to a region
	6.13.3 Remove a branch from a region

	6.14 Crystal Reports licensing

	Help
	7.1 About
	7.2 Support Documents
	7.3 Data Log
	7.4 Error Log
	7.5 Client Information
	7.6 Device Information
	7.6.1 Upgrading the printer firmware

	7.7 License
	7.8 System Status

	Reference
	A.1 System requirements
	A.2 Card layouts
	A.3 Custom image guidelines
	A.4 Permission descriptions
	A.4.1 Security
	A.4.2 Order cards
	A.4.3 Queue
	A.4.4 Reports
	A.4.5 Inventory
	A.4.6 Configure


	TRISM Monitor Service
	B.1 Introduction
	B.2 HID TRISM Monitor service configuration
	B.3 Settings



